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CHEMICAL SECURITY: ASSESSING PROGRESS
AND CHARTING A PATH FORWARD

WEDNESDAY, MARCH 3, 2010

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:34 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Levin, Carper, Pryor, Collins, and
Voinovich.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. The hearing will come to order. One of
our witnesses on the first panel is not here yet. Senator Collins and
I will proceed with our opening statements, and the two witnesses,
and I am sure that in short order Mr. Beers will be here.

We have called this hearing this morning to review the Federal
Government’s efforts to strengthen the security of hundreds of
chemical sites around our country and to chart, if we can, a path
forward to reduce the possibility that terrorists could take advan-
tage of existing security vulnerabilities at these sites.

In the aftermath of September 11, 2001, all of us developed a
new awareness of potential targets of terrorists in our homeland.
Many quickly realized that some of our Nation’s most robust and
varied industries—while obviously a source of great economic
strength and job creation—also inherently posed substantial secu-
rity risks, if attacked. And that included the many facilities that
produce or use hazardous chemicals that could be turned against
us and converted effectively into pre-positioned weapons of mass
destruction.

In a worst-case scenario, a successful attack on a facility using
toxic chemicals in a densely populated area—and we know that
those facilities do exist—could put hundreds of thousands of lives
at risk. So there was a need for action.

In 2005 and 2006, under the leadership of Senator Collins, this
Committee spent a fair amount of time exploring these risks and
drafting legislation to address the threat. I was pleased to cospon-
sor that legislation, and while it did not itself become law, it cer-
tainly helped prompt Congress, in late 2006, to grant the Depart-
ment of Homeland Security (DHS) limited authority to begin a
chemical site security program. DHS has taken up that charge and
launched the Chemical Facilities Antiterrorism Standards program

o))
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(CFATS). The Department deserves credit for the hard work it has
done to design and begin to implement these standards. It is a par-
ticularly challenging task because of the wide array of companies
that use potentially dangerous chemicals and the limited guidance
Congress gave in the initial authorization.

Today we want to take stock of how the program is faring and
determine how to strengthen it going forward, since the program’s
initial 3-year authorization has lapsed and we are now operating
on a l-year extension.

I am pleased to say that though there was intense controversy
over whether to begin a chemical security program at all because
of opposition to government regulation in this area, there now
seems to be general agreement that CFATS is making a positive
contribution to our national and homeland security and should be
continued. So the question becomes: Should we improve it and, if
so, how can we improve the CFATS program as we extend it?

I want to briefly discuss in this statement two issues that are
commonly cited by some as ways to add strength to the program.

First, the current authorization exempts drinking and waste
water facilities, even though we know that some of these facilities
would pose a high risk to surrounding communities in the event of
a terrorist attack because of the chemicals used there. Does that
exemption make sense? Personally, I join with the Administration
in thinking that exemption leaves a troublesome security gap.

Second, the current authorization is silent on the issue of inher-
ently safer technology (IST), the practice of using safer chemicals
or processes to reduce the risks at a chemical facility. I think it is
important to look at these alternatives as part of a comprehensive
security system since they are the only foolproof way to defeat a
terrorist determined to strike a chemical facility. And there are en-
couraging developments on this front. For instance, Clorox recently
announced it will begin substituting high-strength bleach for chlo-
rine in its manufacturing process, a move that should greatly re-
duce the transport and storage of toxic chlorine gas in relation to
its operations. I know that some of my colleagues strongly oppose
mandating inherently safer technology systems, or even mandating
consideration of them, so we are going to have a good healthy de-
bate on that as we move forward, and we should.

The House has already passed a CFATS reauthorization bill,
which is H.R. 2868, which has been referred to this Committee.
The House bill would make significant changes in the program,
such as including an IST component and creating parallel security
programs for drinking and waste water facilities at the Environ-
mental Protection Agency (EPA).

Closer to home, here in the Senate and this Committee, Senators
Collins, Pryor, Voinovich, and Landrieu have offered a 5-year reau-
thorization of the existing rules, and that is S. 2996. So we have
before us two different approaches on how to move forward, and we
may, I would guess, hear some additional ideas this morning from
the witnesses or from other Members of the Committee.

We are fortunate to have as witnesses some Administration and
private sector leaders on these issues, and we will call on them
soon and look forward to their testimony.

Senator Collins.
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OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

More than 70,000 products are created through the use of chemi-
cals, helping to supply the consumer, industrial, construction, and
agricultural sectors of our economy. The United States is home to
thousands of facilities that manufacture, use, or store chemicals.

This industry is vital to our economy, with annual sales of nearly
half a trillion dollars, exports of $174 billion, and direct employees
exceeding 850,000 people.

But as the Chairman indicated, after September 11, 2001, we re-
alized that chemical facilities were vulnerable to terrorist attack.
Given the hazardous chemicals present at many locations, terror-
ists could view them as attractive targets, yielding a terrible loss
of life, significant injuries, and major destruction if they were suc-
cessfully attacked.

In 2005, as Chairman of this Committee, I held a series of hear-
ings on chemical security. Following these hearings, Senators
Lieberman, Carper, Levin, and I introduced bipartisan legislation
authorizing the Department of Homeland Security to set and en-
force security standards at high-risk chemical facilities. My view of
what happened to that bill is a little different from the Chairman’s.
In my view, it was incorporated into the homeland security appro-
priations act and signed into law in 2006. In fact, I remember well
how difficult the negotiations were with the Bush Administration
and the House as we proceeded with that bill.

To implement this new authority, DHS established the Chemical
Facility Antiterrorism Standards program. This program sets 18
risk-based performance standards that high-risk chemical facilities
must meet. The security standards cover a wide range of threats,
such as perimeter security, access control, theft, internal sabotage,
and cybersecurity.

High-risk chemical plants covered by the program are required
to conduct vulnerability assessments, develop site security plans,
and invest in protective measures. The Department must approve
these assessments and site security plans, using audits and inspec-
tions to ensure compliance. The Secretary—and this was an au-
thority that I insisted on—is empowered to actually shut down fa-
cilities that are non-compliant.

This risk-based approach has made the owners and operators of
chemical plants partners with the Federal Government in imple-
menting a successful, collaborative security program.

This landmark law has been in place slightly more than 3 years.
Taxpayers have invested nearly $300 million in the program.
Chemical plants also have invested hundreds of millions more to
comply with the law. As a direct result, security at our Nation’s
chemical facilities is much stronger than it was 5 years ago.

Now we are at a juncture where we must reauthorize the pro-
gram or, as some have proposed, scrap what has clearly been a
clear success and set off in a different direction. My view is that
we should reauthorize the law.

Simply put, the program works and should be extended.

Proposals to drastically change this successful law would discard
what is working for an unproven and burdensome plan. We must
not undermine the substantial investments of time and resources
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already made in CFATS implementation by both DHS and the pri-
vate sector. Worse would be requiring additional expenditures with
no demonstrable increase to the overall security of our Nation.

Last November, as the Chairman has indicated, the House
passed a bill that would alter the fundamental nature of the chem-
ical security law. It would require the Department to completely re-
work the program. I am concerned about several aspects of the
House bill, not the least of which is the authority to mandate the
use of so-called inherently safer technology.

What is IST? It is an approach to process engineering. It is not,
however, a security measure. An IST mandate may actually in-
crease or unacceptably transfer risk to other points in the chemical
process or elsewhere in the supply chain. Currently DHS cannot
dictate specific security measures like IST, nor should it. The Fed-
eral Government’s job should be to set the performance standards,
but to leave it up to the private sector to decide precisely how to
achieve those standards. Forcing chemical facilities to implement
IST could actually cost jobs at some facilities and affect the avail-
ability of many vital products.

Last year, one of the associations which will be testifying before
us today testified that mandatory IST would restrict the production
of pharmaceuticals and microelectronics, hobbling those industries.
The increased cost of a mandatory IST program may force chemical
companies to simply transfer their operations overseas, costing
American workers thousands of jobs, at a time when we can least
afford job loss.

Now, I want to be clear that some owners and operators of chem-
ical facilities may choose and do choose to implement IST. But that
decision should be theirs, not a decision established in Washington.
Our focus is to make sure that the standards are met, not to dic-
tate how to meet those standards.

Congress should not dictate specific industrial processes—we do
not have that expertise—under the guise of security when a facility
couhd choose other alternatives that meet the Nation’s security
needs.

A straightforward, common-sense reauthorization of this program
is, however, critical. The legislation which I have introduced with
Senators Pryor, Voinovich, and Landrieu would extend the CFATS
program for 5 more years. And, Mr. Chairman, I would ask to sub-
mit for the record 27 letters of support for S. 2996. They range
from the Chamber of Commerce to the American Forest and Paper
Association, and many others, and I would ask that those be sub-
mitted for the record.!

Chairman LIEBERMAN. Without objection, so ordered.

Senator COLLINS. Mr. Chairman, no one is more conscious than
I of the risks that our Nation faces through an attack on a chem-
ical facility. That is why I was the primary author of the chemical
facility security bill, and it is why I battled considerable opposition
to get this landmark law enacted. We should support the continu-
ation of a program that is working, and we should do so without
the addition of costly and unproven Federal mandates.

Thank you, Mr. Chairman.

1The letters submitted by Senator Collins appear in the Appendix on page 238.
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Chairman LIEBERMAN. Thanks, Senator Collins.

Mr. Beers, welcome. We are not going to abuse you as we have
earlier when Secretary Napolitano did not make it here at the
starting time of a hearing, but we are just glad to see you here.

Mr. Beers is the Under Secretary for the National Protection and
Programs Directorate (NPPD) at the Department of Homeland Se-
curity. In this capacity, he leads the Department’s efforts to reduce
risks to physical, communications, and cyber infrastructure. Accom-
panying Mr. Beers today is Sue Armstrong, Acting Deputy Assist-
ant Secretary for Infrastructure Protection in the Department of
Homeland Security.

Mr. Beers, we would welcome your testimony now.

TESTIMONY OF HON. RAND BEERS,! UNDER SECRETARY, NA-
TIONAL PROTECTION AND PROGRAMS DIRECTORATE, U.S.
DEPARTMENT OF HOMELAND SECURITY, ACCOMPANIED BY
SUE ARMSTRONG, ACTING DEPUTY ASSISTANT SECRETARY
FOR INFRASTRUCTURE PROTECTION, U.S. DEPARTMENT OF
HOMELAND SECURITY

Mr. BEERS. Thank you very much, Mr. Chairman, Ranking Mem-
ber Collins, Senator Voinovich, and other Members of the Com-
mittee who are not present. It is a pleasure for me to be here today
to discuss with you the Department of Homeland Security’s regu-
latory authority for security at high-risk chemical facilities. I am
pleased to be joined by Peter Silva from the Environmental Protec-
tion Agency and, of course, my colleague at DHS, Sue Armstrong.
I think we have developed a constructive relationship with the En-
vironmental Protection Agency and look forward to a continued dia-
logue with them as we move forward together on this important
issue.

As you are aware, and as Senator Collins just noted, the Depart-
ment’s current authority expires in October of this year, and we are
eager to work with this Committee as one of the central elements
of the Congress and, as Senator Collins indicated, the author of the
original CFATS legislation. We are eager to work with you, with
all levels of government, and with the private sector to achieve pas-
sage of appropriate legislation that permanently authorizes and ap-
propriately matures our chemical security program.

The CFATS program has been, I think, a tremendous success to
date, due in large part to the work of this Committee which,
through its initial work on this issue, gave the Department of
Homeland Security a solid foundation upon which to build a com-
prehensive chemical security program. CFATS currently covers
over 6,000 high-risk facilities nationwide across all 50 States. The
Department continues to issue final tier notifications to approxi-
mately 500 facilities across all four risk tiers each month and ex-
pects to notify all of the 6,000-plus facilities of their final tier as-
signments by the end of the summer of 2010.

We began in February of this year the inspection program of the
final tiered facilities starting with the Tier 1 facilities, or the high-
est-risk facilities. Since the release of CFATS in April 2007, the De-
partment has taken significant steps to publicize the rule and to

1The prepared statement of Mr. Beers appears in the Appendix on page 44.
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ensure that our security partners are aware of its requirements.
We have also made a point to solicit feedback from both the public
and private sector partners in this endeavor and, where appro-
priate, to reflect that feedback in our implementation activities.

The Department also continues to focus on fostering solid work-
ing relationships with State and local officials as well as first re-
sponders in jurisdictions with the high-risk facilities. To meet the
risk-based performance standards under CFATS, facilities need to
cultivate and maintain an effective working relationship—including
a clear understanding of roles and responsibilities—with local offi-
cials who could aid in preventing or mitigating or responding to po-
tential attacks.

In addition, we are working with the private sector as well as all
levels of government to identify facilities that may meet the thresh-
old for CFATS regulation but have not yet registered. We have
completed pilot efforts in both New York and New Jersey, and we
have commenced a targeted outreach effort to certain segments of
the industry for which we believe compliance may need improve-
ment.

We have also enjoyed a constructive dialogue with Congress, in-
cluding this Committee, as it contemplates new authorizing legisla-
tion. The Department supports a permanent authorization for the
CFATS program, and we intend to provide Congress with a draft
of a comprehensive authorization bill this fiscal year.

We recognize, however, the time constraints and challenges in
passing such comprehensive legislation, which is why the Presi-
dent’s fiscal year 2011 budget indicates a request for a 1-year ex-
tension of CFATS to ensure the time, if needed, to complete enact-
ment of a permanent program.

It is important to highlight, therefore, the Administration’s guid-
ing principles in this reauthorization of CFATS, which will be the
foundation of the Department’s legislative position on the perma-
nent CFATS reauthorization.

The Department believes that we should be given reasonable
deadlines to implement any new legislative requirements, and
CFATS, as currently implemented, should remain in effect until
supplemented by any new regulations which the Congress should
deem to put forward.

The Administration also supports, where possible, using inher-
ently safe technology such as less toxic chemicals to enhance the
security of the Nation’s high-risk chemical facilities. We recognize,
however, that risk management requires balancing threat,
vulnerabilities, and consequences with the costs and benefits that
might mitigate risk. Similarly, we would take into account poten-
tial public health or environmental consequences of any alternative
chemical that might be considered with respect to the use of safer
technology.

In this context, the Administration has established the following
policy principles in regard to inherently safer technology at high-
risk chemical facilities:

The Administration supports consistency of IST approaches for
facilities regardless of the sector.

The Administration believes that all high-risk chemical facilities
should assess IST methods and report that assessment in the facili-
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ty’s site security plan and that the appropriate regulatory entity
using regime-wide guidelines should have the authority to require
Tier 1 and Tier 2 facilities to implement IST methods if such meth-
ods demonstrate an enhancement of overall security, are deter-
mined to be feasible, and in the case of the water sector in par-
ticular, consider public health and environmental requirements.

The Administration believes that flexibility and staggered imple-
mentation would be required in implementing any new IST policy,
should Congress choose to pass that policy.

The Administration also supports maintaining the Department’s
current Chemical Terrorism Vulnerability Information (CVI), re-
gime for protecting sensitive information relating to chemical facil-
ity security.

As DHS and EPA have stated before, we believe that there is a
critical gap in the U.S. chemical security regulatory framework,
namely, the exemption of drinking water and wastewater treat-
ment facilities from CFATS. The Department supports amending
the current exemption to specify that EPA should have the lead on
regulating for security with the Department of Homeland Security
supporting EPA to ensure consistency across all sectors.

The Department supports modifying the exemption for facilities
regulated under the Maritime Transportation Security Act (MTSA),
to require facilities currently subject to MTSA to submit informa-
tion to the Secretary of Homeland Security to determine whether
they should be designated as high-risk chemical facilities under
CFATS.

We are ready to engage in technical discussions with the Com-
mittee staff, affected stakeholders, and others to work out the re-
maining details. We must focus our efforts on implementing a risk-
and performance-based approach to regulation and in parallel fash-
ion continue to pursue the voluntary programs that have already
resulted in considerable success.

Thank you for holding this important hearing, and I would be
happy to respond to your questions at an appropriate time. Thank
you, Mr. Chairman.

Chairman LIEBERMAN. Thanks very much, Under Secretary
Beers.

I understand that Ms. Armstrong will be available to answer
questions but has no opening statement. Is that correct?

Ms. ARMSTRONG. Yes.

Chairman LIEBERMAN. Thank you very much.

Now we are going to hear from Peter Silva, who is the Assistant
Administrator for Water at the Environmental Protection Agency.
With more than 30 years in the water and wastewater manage-
ment fields, Mr. Silva is a leader in efforts to ensure the safety of
drinking water and the viability of aquatic ecosystems.

We appreciate your presence and would ask for your testimony
now.
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TESTIMONY OF HON. PETER S. SILVA,! ASSISTANT ADMINIS-
TRATOR FOR WATER, U.S. ENVIRONMENTAL PROTECTION
AGENCY

Mr. SiLVA. Thank you. Good morning, Mr. Chairman, Ranking
Member Collins, and Members of the Committee. I am Peter Silva,
Assistant Administrator for Water at the U.S. EPA. I welcome the
opportunity to discuss EPA’s efforts to promote security and resil-
iency in the water sector with an emphasis in addressing chemical
security at water facilities, and I am very pleased to be here with
Under Secretary Beers as we discuss this important issue.

EPA has worked over the last several years to support the water
sector in improving security and resiliency, and I am pleased to re-
port that the sector has taken its charge seriously. EPA has been
entrusted with important responsibilities for coordinating the pro-
tection of the water sector through congressional authorization
under the Public Health Security and Bioterrorism Preparedness
and Response Act of 2002—the Bioterrorism Act—and through
presidential mandates under Homeland Security Presidential Di-
rectives 7, 9, and 10.

Promoting the security and preparedness of the Nation’s water
infrastructure remains a priority of the Agency in a post-September
11, 2001, and post-Katrina world. A loss of water service can seri-
ously jeopardize the public health, economic vitality, and general
viability of a community. In working with the water sector, we
have emphasized a multi-layered approach to security consisting of
prevention, detection, response, and recovery so that we can assist
water facilities in avoiding incidents and, should an incident occur,
in quickly identifying and recovering from such events.

At this point I would like to take a step back to consider the
broader implications of chemical security for the water sector. It is
of paramount importance to us to acknowledge in this discussion
that the primary purpose of drinking water systems is the provi-
sion of safe drinking water, while that of wastewater systems is the
protection of water bodies. In fact, the effective treatment of drink-
ing water to control infectious diseases like typhoid and cholera has
been hailed by the U.S. Centers for Disease Control and Prevention
as one of the greatest public health achievements of the 20th Cen-
tury.

Therefore, chemical security regulations, when applied to the
water sector, should enable a reasoned balance of multiple, impor-
tant factors so that we can achieve the joint policy goals of pro-
tecting public health and the environment while at the same time
enhancing security.

EPA has worked closely with the water sector to assess and re-
duce the risks associated with hazardous chemicals. To this end,
EPA and industry associations, often in partnership, have devel-
oped tools, training, and technical assistance to help drinking
water utilities identify and mitigate those risks.

For example, EPA has developed software tools that assist drink-
ing water systems with assessing vulnerabilities, including chem-
ical storage and handling.

1The prepared statement of Mr. Silva appears in the Appendix on page 56.
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I understand this Committee and others in Congress are in the
process of considering chemical security legislation. To inform those
deliberations, the Administration has developed a set of guiding
principles.

First, the Administration supports permanent chemical facility
security authorities.

Second, cover systems that use substances of concern above
threshold levels should be required to conduct an assessment of in-
herently safer technologies. Further, the appropriate regulatory
agency should be authorized to require the highest-risk facilities to
implement IST under certain conditions.

Third, the existing security gap for wastewater and drinking
water facilities should be closed, with EPA having the authority to
regulate chemical security at such water facilities.

As a final thought on the legislation, EPA supports a robust
State role in the regulation of chemical security in the water sector,
including a prominent role in IST determinations and auditing and
inspections. This approach would leverage decades-old EPA and
State relationships under the drinking water and wastewater pro-
grams, as well as the States’ unique expertise and familiarity with
individual water facilities.

In conclusion, over the past several years, we have made
progress in ensuring the security of our Nation’s drinking water
and wastewater systems. We have produced a broad array of tools,
training, and other assistance that the water sector uses to assess
its vulnerabilities, reduce risk, and prepare for emergencies, includ-
ing chemical theft and release. In developing these tools, we have
worked effectively with our partners within the sector, and reached
out to build new relationships beyond the sector, to ensure that
water utilities can be prepared to prevent, detect, respond to, and
recover from intentional incidents and natural disasters.

With respect to security at water sector facilities, we look for-
ward to continuing to work with Members of the Committee on leg-
islation that ensures the security of drinking water and wastewater
facilities while supporting the critical mission of these facilities for
public health and environmental protection.

Thank you again for the opportunity to—for my role here in
terms of water security, and I would be happy to answer any ques-
tions that you may have.

Chairman LIEBERMAN. Thanks, Mr. Silva. That is a good begin-
ning. We will do 7-minute rounds of questioning for the Members.

Under Secretary Beers, I appreciate that in your opening state-
ment you have committed to providing suggested bill language
from the Administration that we might consider. What is your
sense of timing on that? In other words, when do you think you
could have that for us?

Mr. BEERS. Sir, the draft legislation exists within NPPD. It is
awaiting the completion of this hearing before we start the clear-
ance process in terms of moving forward to clear it both within the
Department of Homeland Security and obviously with the rest of
the Administration. It is not just DHS’s legislative proposal. It
would have to be an Administration proposal.

The time frame for that process is entirely dependent upon the
degree of controversy that the draft legislation creates. I am a little
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reluctant to tell you—certainly I would not want to suggest that it
is going to be up in the next couple of weeks.

Chairman LIEBERMAN. Right.

Mr. BEERS. I am hoping that it can be up in the next couple of
months.

Chairman LIEBERMAN. That gives us a helpful guide as we go
forward.

Let me ask you, Under Secretary Beers, a historical question
about this, which is what we have learned about who in our com-
munities is using these chemicals and where they are located. I
know that many of the chemicals that are covered by CFATS may
be regulated for safety or environmental purposes on an industry-
specific basis. But the CFATS program was an attempt to craft
broad security standards across a wide array of industries.

I know that at the beginning it was a challenge for the Depart-
ment of Homeland Security to reach judgments about who should
fall under the CFATS program, and I wanted to ask you whether
based on that experience you think we, and the Department, have
a clearer picture of where these potentially dangerous chemicals
are located, and if so, how we might put that information to use
both in our legislating but also to prepare communities against the
risks of a possible attack.

Mr. BEERS. You are absolutely correct, this was a process that
I think all of us learned from in terms of the development of the
list of chemicals of interest and then the outreach program to get
those firms who were going to be covered or who thought they
might be covered to begin the process of providing materials to the
Office of Infrastructure Protection so we could begin to catalog
those.

As I indicated in my oral statement and in my written testimony,
this is still an ongoing process, quite honestly. There is a category
that we call outliers that were not covered in the original screening
process, and which we are looking for in conjunction with state gov-
ernments to try to make sure that the regime, in fact, covers all
of those.

Having said that, in the two pilot programs that we have con-
ducted in New Jersey and in New York State, based on the initial
calculation of who might be covered and the end determination of
who might be covered, we are pleased to discover that it is a very
small number of firms that would actually be covered. Ms. Arm-
strong, correct me. It was in the neighborhood of 20?

Ms. ARMSTRONG. Yes.

Mr. BEERS. In each of those, and we thought it was a larger
number, quite honestly, when we began the process.

So this has been a learning process which we would be happy to
share with the Committee at any point in time to the extent that
would be helpful in your considerations.

Chairman LIEBERMAN. Good. It would be helpful.

Let me ask you to speak a little bit more about the debate and
discussion about inherently safer technologies. I appreciate your
statement that the Administration would like to build a meaningful
IST component into the CFATS program. I wonder at this point if
you could talk about how you think that might best be done.
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Mr. BeERs. If I can suggest that we all bear in mind that the
legislation that you all produced was over the objection of a large
segment of the chemical sector of the economy, and that the imple-
mentation of that regulation that you gave us ends up now being
something that you tell us, not we tell you, that has been well re-
ceived by the chemical industry, we would expect to take the same
kinds of deliberative measures and the same kind of broad-based
outreach before we even set the guidelines that we would have to
set in order to ask facilities to modify their site security plans or
their vulnerability assessments based on the consideration of an in-
herently safer technology.

We are not going to say in some kind of a blast email everybody
revise your plans. We are going to sit down; we are going to talk
to the industry; we are going to talk about what the environment
in this area looks like. We are going to understand their concerns,
and then we are going to suggest what the guidelines might be in
order that they can then report back to us.

We would expect that this will be implemented, if it is passed,
in a manner exactly consonant with the efforts to listen to all the
stakeholders in this process before moving toward final implemen-
tation and the mandate or requirement to compel changes if we get
to that point.

Chairman LIEBERMAN. So you have not reached a conclusion, am
I right, about whether the Administration will recommend legisla-
tion that would mandate inherently safer technologies, for instance
at a top tier based on risk, of chemical facilities, or whether the
legislation would simply mandate consideration of inherently safer
technologies?

Mr. BEERS. There are two levels in our proposal, sir. One would
take the Tier 1 and Tier 2 facilities and give the Administration
the ability to require that they adopt an inherently safer tech-
nology. That is a decision that would be made on a facility-by-facil-
ity basis. It would not take into account simply the issue that there
was a clearly agreed upon inherently safer technology, that is, a
change of the chemical or a change of the process.

Chairman LIEBERMAN. Right.

Mr. BEERS. There are other factors that would be taken into con-
sideration, including the economic impact of such a change, the
time frame over which such a change might, in fact, be imple-
mented, whether or not they are in conflict with some public health
or environmental requirement. This is not, “Gee, we have discov-
ered this inherently safer technology; now you all go ahead and do
it.” It is going to be a dialogue starting from the very beginning of
the process.

Chairman LIEBERMAN. I appreciate your answer. My time is up.
Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Secretary, only 10 months ago during your nomination before
this Committee, you stated that the chemical security law, “is an
effective program for addressing the security risks associated with
the Nation’s high-risk chemical facilities and is helping to make
our country more secure.”
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You went on to say, “I believe the Department has developed an
effective approach for both identifying high-risk chemical facilities
and assessing the security risks associated with them.”

Finally, when you were asked whether you believed the CFATS
program’s current requirements for physical protection of a facility
were sufficient, you said yes.

Just to clarify for the record, since it is obvious from that testi-
mony—and indeed your testimony today—that this law has worked
well and that it has made a difference, is it fair to say that your
first priority is to prevent the law from expiring?

Mr. BEERS. Were we unable to agree between the Congress and
the Administration—and ultimately it is your decision to change
the law, not ours—on the enhancements that we would be seeking,
then it is absolutely critical that this legislation be reauthorized in
its current form as a minimal statement of maintaining the
progress that I think we have made, that you have given us the
opportunity to make, yes.

Senator COLLINS. I want to talk a little bit about the inherently
safer technology issue, since that is a major difference between the
bill that Senator Pryor is the chief Democratic cosponsor of, and
Senators Voinovich and Landrieu are cosponsors of, to extend the
law.

Just this past weekend, in Houston, the Department of Home-
land Security, working with the Center for Chemical Process Safe-
ty, held a conference with the world’s leading experts in chemical
process safety, and the conference title is instructive. It is “Cre-
ating a Technical Definition of IST.”

We have talked to many of the participants of that conference,
and I want to read to you what one of the leading experts emailed
to us. He said, “With regard to the IST meeting in Houston, one
thing is very clear. That is that there is still a lot of disagreement
on just the definition of IST, let alone quantification methods, as-
sessment methods, and a host of other issues.”

One expert, Dr. Sam Mannan, who is a leading expert in this
field, has submitted testimony for the record, and I want to high-
light a statement that he makes. He says, “There is no clearly es-
tablished scientific basis on which inherently safer technology op-
tions could be mandated by any legislation or regulation at chem-
ical facilities.”

The reason I mention this conference, which DHS helped to spon-
sor, is that it shows all the uncertainties surrounding IST. When
the leading experts in the world say that there is not even a com-
monly agreed upon definition of IST, how in the world can we con-
sider making that a Federal mandate?

Mr. BEERS. I would respectfully submit that the same kinds of
issues were of concern when we drew up the list of chemicals of in-
terest. This is an area that requires a great deal more work, and
that is why I want to repeat that we are not, if you give us this
authority, intending to proceed willy-nilly into an implementation
regime.

We have been asking our Science and Technology Office for some
time now to help us with the definition of inherently safer tech-
nology, to help us with models of inherently safer technology, to
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give us the kind of information that we would need were we to be
required to do this.

So I fully understand and am aware that this is an area that re-
quires a great deal more work. But we are in the process at this
point in time of looking at what we would regard as a permanent
reauthorization of the chemical facilities anti-terrorism legislation,
and we would like to have this authority as part of that permanent
reauthorization. So, yes, there is still work to be done. No question.

Senator COLLINS. Well, I guess the point that I would make is
the Department has done a first-rate job of implementing this law.
It has made a difference by your own assessment. And it is appro-
priate for us to set the security standards, but for us to mandate
a particular approach, particularly an approach about which there
are so many questions, to me is premature at best.

Let me just quickly in my remaining time switch to a different
issue. In June of last year, your Deputy Under Secretary testified
before the House Homeland Security Committee and was asked
about the civil enforcement provisions included in the House bill,
and he said, “I have a concern that civil litigation involving the
CFATS regime would lead to a higher likelihood of disclosure of
sensitive information.”

Does DHS continue to oppose the civil suits included in the
House-passed bill reauthorizing and changing the law?

Mr. BEERS. Before answering your question, I am obligated to
tell you that the Administration has not taken a position yet on
this particular issue. So in that context, the concern that we had
previously, which is that the civil suit entry into a security regime
and the need for a civil plaintiff to have the information necessary
to bring this suit to bear or for the government to defend why it
was opposed to this suit, will inevitably raise questions about an
array of information that in the first instance would be information
that was proprietary information on the part of the facility and vul-
nerability information on the part of the facility, both of which are
currently protected by the regime that you have given us.

Second, the decision process for getting to a decision about a se-
curity plan, whether or not it included an inherently safer tech-
nology decision, or a non-decision, would also have potential as part
of that process the use of even higher classified information that
might bear on a specific threat to either the facility itself or to the
sector. And we would like to keep that information in the security
regime that it is. And while people have indicated that there might
be a carve-out that would say that we could say, well, that was pro-
tected information, if that judgment were then subject to consider-
ation by sources outside the government, then we would still be in
the process possibility in which that information might be dis-
closed.

So we would very much be concerned about this, and the Admin-
istration will be taking this issue into consideration for an Admin-
istration position in the weeks ahead. But we do not have a posi-
tion. That is our concern at this point.

Senator COLLINS. Thank you.

Chairman LIEBERMAN. Thanks, Senator Collins. Senator Voino-
vich.
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OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman.

I just went over the bill’s history. This bill passed in October
2006, and my recollection is that we spent an enormous amount of
time on this piece of legislation listening to everybody, any group
that was out there. The rules were issued in April 2007. The proc-
ess, in November 2007, began with initial Top-Screen assessments,
and inspections will commence in March 2010.

We have not even got into implementing the legislation that we
have already passed, and I think to myself, in terms of manage-
ment, do you have the people that you need to get the job done.
You have also indicated in your testimony that DHS is currently
undertaking a multi-year examination of inherently safer tech-
nology.

Do we realize where we are at today? Do we understand that we
have a Federal Government that is in deep trouble and we keep
expanding it and expanding it? For what? What are we going to get
out of the inherently safer technologies?

Then we are going to move into the area of involving the EPA.
Do you know, Mr. Silva, that many State EPAs in this country
have laid off people? Do you realize how bad things are out in the
States? And you are going to get them involved in more of this
stuff? Do you realize that in my State we have 100 jurisdictions
that are under orders from the EPA and their rate increases are
13 and 14 percent a year and they still cannot pay their bills? And
you are talking about getting EPA more involved and increasing
the cost of running those facilities?

Let us get real. Do the people in this Administration, does the
President understand how bad things are out there? Does he un-
derstand it? And we just keep growing and growing the govern-
ment, and the departments are being given more and more respon-
sibilities and do not have the human capital to get the job done.

I think we need to get real, Mr. Chairman. If we are going to
spend time on this issue, it is going to take a whole lot of time for
us to go through this. It seems to me at this stage of the game the
best thing we could do is reauthorize the program, give DHS the
chance to get the program implemented, see how it works out, and
then go on maybe 2 or 3 years from now and see how this program
is working out. But to spend this Committee’s time on going
through this issue, getting the testimony, all of the other stuff that
we are going to have to do, amendments and the rest of it—let us
put it in perspective.

The real issue is: What is the need? Is there an overriding need
that we have to do this now? Is there something that is going to
happen that is catastrophic or something of that sort? We have not
even implemented the program yet.

So that is the only thing I have to say. I could ask a bunch of
questions whether you have the management people to get the job
done or do you have the people, Mr. Silva, or where are you in
terms of this IST assessment work and how long is it going to take
you to figure out that issue. And once you grant the Letter of Ap-
proval to somebody that says they have complied with the law, are
you going to come back with them 2 years later or 6 months later
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and say, by the way, we forgot about IST and let us go back over
and do that?

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Voinovich. I would just
say for the record—obviously, I understand what you are saying—
that because the CFATS program has essentially run out, the
President has recommended a 1-year extension in the budget to
keep it going. And the House bill, which extends the program but
alters it, came to the Committee, and Senator Collins, yourself,
Senator Pryor, and Senator Landrieu have introduced legislation to
extend it to 5 years. That is why we are holding the hearing as
part of our oversight to see what we should do. Obviously, the
Committee ultimately will work its will, but that is why I thought
it was worth the hearing this morning.

Senator Pryor.

OPENING STATEMENT OF SENATOR PRYOR

Senator PRYOR. Thank you, Mr. Chairman, and I want to thank
Senator Collins for taking the lead on this piece of legislation. As
always, she is showing great leadership and I think really is trying
to set the right public policy and the right course for the country.

Let me start with you, if I may, Under Secretary Beers, and let
me ask about inherently safer technologies. I know we have al-
ready had a little bit of discussion about it today, but the Adminis-
tration’s guiding principles indicated that there should be a consist-
ency of IST approaches for all facilities. Can you tell me what that
means, a consistency of approaches for all facilities?

Mr. BEERS. Because we are also considering and proposing that
the Environmental Protection Agency would retain its primary re-
lationship with water and wastewater and would be the regulating
authority, with or without inherently safer technology. Were inher-
ently safer technology added to that then with respect to both the
existing legislation and that possible addition, DHS—together with
EPA—would set up a consistent regime for implementation across
all the sectors.

We do not want to have one sector—let us just say water or
wastewater—in a different regime. Obviously, the regimes will
adapt, as we do already within DHS, with respect to the chemicals
of interest that are not necessarily in the chemical sector.

So the notion here is to convey to you that there will not be a
differentiated regime just because EPA is going to have responsi-
bility for some part of the implementation of whatever the CFATS
regime looks like, should you remove the exemption.

Senator PRYOR. But you are not talking about a one-size-fits-all.

Mr. BEERS. Absolutely not. This is sector by sector, facility by fa-
cility, and that is why the outreach program at the sector level is
so important and why the individualized approach to each of the
facilities is important.

Senator PRYOR. I think one thing that at least some of the Mem-
bers of the Committee have, maybe all, is just this lack of clarity
on what IST means and how it will be applied. So, I have some
concerns about that, and I also have a concern about the cost factor
if this concept or a similar concept goes forward. Because safety is
one thing, and certainly that is very important. But there is also
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a very real cost factor for industries, communities, etc. Have you
all talked about the cost factor?

Mr. BEERS. We have talked about that. That is a specific element
in the consideration. In fact, for those who have also expressed a
concern about the added cost of revising their security plan and/or
assessments, we will take that into account in terms of the guide-
lines where we are asking for additional information with respect
to inherently safer technology and, in particular, assist smaller
firms if this legislation is implemented in the actual preparation.

The larger firms may have that information already available in
their own data banks. We are not expecting that all firms will have
that, and we are really not interested in imposing some kind of ini-
tial research requirement on any of the companies. That is why the
other part of the outreach program will be the scientific commu-
nity. That is why our Science and Technology Office has already
begun trying to think about that issue well before this Administra-
tion came to office.

Senator PRYOR. And it sounds like you are working with the sci-
entific community as well as with the private sector?

Mr. BEERS. Yes, sir.

Senator PRYOR. And are there new technologies that are coming
online that may indeed be safer and maybe should be imple-
mented?

Mr. BEERS. Sir, that issue is the particular issue in question. My
understanding—and I profess not to be an expert in this issue, but
I am trying to ensure that I am sufficiently informed. My under-
standing is that is the case, but let me ask my colleague Ms. Arm-
strong here with respect to that.

Ms. ARMSTRONG. Well, I think it is fair to say that part of the
U.S. economy is being innovative and inventive, and I think from
our dealings with the industry through the Sector Coordinating
Councils that we have socialized a lot of CFATS and the tools and
compliance mechanisms for CFATS with private industry, I think
they are looking at newer advanced technologies. I think you may
be hearing about some of those from the next panel, in fact.

Senator PRYOR. Thank you, Mr. Chairman. That is all I have.

Chairman LIEBERMAN. Thanks very much, Senator Pryor. Sen-
ator Carper.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. Thanks very much. Ms. Armstrong, are there
any questions you would like for me to ask of you? [Laughter.]

They are taking it pretty easy on you here this morning.

Mr. BEERS. Actually, I already prompted Senator Collins to ask
me the two questions that I wanted asked on the reauthorization
and DHS’s concern about civil suits.

Senator CARPER. Good. I did not get the memo.

Mr. BEERS. We are trying to be bipartisan here.

Senator CARPER. A good thing. It is good to see all of you. Mr.
Silva, very nice to see you. We thank you again for coming to
Southern Delaware to help us move forward on a thoughtful ap-
proach to reducing runoff waste from chickens on the Delmarva Pe-
ninsula.

Mr. SiLVA. Thank you, sir.
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Senator CARPER. I hope we are making some progress. I am en-
couraged that we might be. But thank you for coming and thank
you for continuing to pay attention to that issue.

As I think each of you might know, the Northeastern United
States—and that includes Midatlantic States like Delaware—are
the home of many of our Nation’s largest chemical plants, and
these plants can pose significant harm to the surrounding areas
and to the people who live and work in those surrounding areas if
they are not properly secured.

I believe that the Federal Government has an obligation to work
with States to identify what works for a particular facility rather
than imposing strict mandates that might hurt, we will say, a com-
pany as a whole.

I also understand that there is still considerable debate over in-
herently safer technologies—we have heard that again here this
morning—and whether or not Congress should impose inherently
safer technologies as an approach onto the chemical industry.

And I would just have maybe at least one of you take a minute
to discuss the Administration’s perspective, again, on inherently
safer technologies and what would be the cost/benefit to mandating
such a policy.

Mr. BEERS. Let me start on that, Senator Carper. We recognize
that this is an area that is still in a process of being better defined.
But having said that, we believe that just because an issue is dif-
ficult is not a reason to avoid trying to deal with that issue. We
believe that in addition to the possibility in the chemical security
regime to put in place a number of physical and procedural safe-
guards that will protect an individual facility and the surrounding
citizenry, changing the way that facility actually conducts its oper-
ations is an additional way in which security can be increased.

So let me start with what we already have as a process, and that
is that a facility can change the level of its holdings of a chemical
of interest in order to reduce the risk, the security risk to the sur-
rounding community. As Senator Collins has already said, that
same facility could choose to change the way that it processes the
chemicals or that it substitutes a less risky chemical for that, the
notion here being that there is a range of activity that might allow
these vulnerable facilities to reduce the risk both to themselves and
to the surrounding communities. And if that process could result
in the total reduction of risk for that facility to that community,
then it seems to us that represents a forward security movement
to totally remove that risk, and inherently safer technologies rep-
resent an approach to that.

This process I think will help all of us come to a better under-
standing and I think for facilities that we are working with to
make their facilities safer. So that is the underlying idea behind
wanting this authority.

Senator CARPER. All right. Thank you.

In the Administration’s point of view, how has the CFATS, the
Chemical Facility Antiterrorism Standards program been in pro-
tecting chemical plants since its enactment in 2007? What have
been the challenges facing the Department of Homeland Security
in the program’s implementation, including maybe a lack of re-
sources or a lack of funding?
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Mr. BEERS. I am going to let my colleague here, who has lived
through the entirety of this program, provide the real flavor to this.
But let me just say from my own perspective, I think that the chal-
lenges have also been opportunities, and I think the opportunity
here was to show that the Administration could be given responsi-
bility for a program that it could implement in a way in which at
the other end at this particular point in time Senator Collins tells
me that the report from the chemical industry is that the Adminis-
tration has done a good job, has been open to suggestions and com-
ments and ideas from the regulated sector, while at the same time
I think achieving a sense that all of us have that security at chem-
ical facilities is a heck of a lot better than it was before you all pro-
vided us with this opportunity.

But, Ms. Armstrong, you have been close to this on a daily, week-
ly, and monthly basis, so why don’t you add to that?

Ms. ARMSTRONG. Thank you, sir.

I would echo the Under Secretary in that implementing CFATS
has been a challenge because it is doing something new to the Fed-
eral Government inside a new Department. But it has also been a
successful opportunity to use the effective public-private partner-
ship set forth in the National Infrastructure Protection Plan to en-
gage the affected sectors, to have them tell us what they think all
along the way, to have them pilot the tools that they will then use
to comply with the program. And I think we have substantially
grown the CFATS program both in terms of staffing, opening field
offices, hiring the right people to do the job, and staying closely
connected with industry.

So we have progressed from our initial regulatory due date for
Top-Screens on January 22.

Senator CARPER. What are you saying, due date for Top-Screen?

Ms. ARMSTRONG. Top-Screen is the initial step to determine if a
facility is preliminarily determined to be high risk. It is a con-
sequence assessment that a facility in possession of Appendix A
chemical of interest at or above screening threshold quantities sub-
mits to us and we evaluate it. So at that point in 2008, we had
29,453 Top-Screens in. We preliminarily tiered 7,010 facilities, and
over 6,300 of those submitted security vulnerability assessments,
which we are continuing to review.

We have assigned over 3,500 facilities a final tier, and they are
doing and submitting their site security plans. We have 1,600 com-
pleted plans, and we are reviewing them, and we have begun the
inspections process. So I think we have made, again, substantial
progress.

Senator CARPER. All right. Thanks so much. My time has ex-
pired. Our thanks to each of you. Good to see you again. Thank
you.

Chairman LIEBERMAN. Thanks, Senator Carper.

Senator Carper, Senator Collins, and I always look forward to
your first question, because it is always unique and refreshing, and
you did not disappoint.

Senator CARPER. I almost asked Ms. Armstrong, why do we use
so many acronyms in the Federal Government? One of my briefing
memos, we had in one sentence four acronyms.

Chairman LIEBERMAN. See?
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Sﬁznator CARPER. I will save that one for the next panel. [Laugh-
ter.

Ms. ARMSTRONG. Thank you, sir.

Mr. BEERS. I asked you that when I started the job, too.

Ms. ARMSTRONG. Oh, wait. Let me get to the best one: The State,
Local, Territorial, and Tribal Government Coordinating Council
(SLTTGCC).

Mr. BEERS. SLTTGCC. [Laughter.]

Senator CARPER. I rest my case.

Mr. BEERS. And I have worked in the State Department and with
the Pentagon, so I know acronyms. That one just blew me away
when I first heard it.

Chairman LIEBERMAN. I am not even going to ask you how you
pronounce it. [Laughter.]

Mr. BEERS. We have been struggling with that, too, Senator
Lieberman.

Chairman LIEBERMAN. Thank you. Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. I am going to have to check the record to see
what the first question was that I missed. It was not about acro-
nyms, though, I guess. Thank you, Mr. Chairman, and our Ranking
Member, for holding the hearing.

Has the Administration specifically taken a position on the
House bill that they oppose or do not oppose?

Mr. BEERS. No, sir, we have not taken a position on the House
bill.

Senator LEVIN. Do you oppose it or support it?

Mr. BEERS. I cannot speak for the Administration at this point.

Senator LEVIN. Can anybody here speak for the Administration?

Mr. BEERS. On that bill, no.

Senator LEVIN. On that question.

Mr. BEERS. No. We have not taken a position. You can draw an
interpretation in that we plan to submit our own legislation.

Senator LEVIN. OK, and I understand the question was asked re-
garding when you are going to be submitting that language.

Of the 6,000-plus high-risk facilities that are covered under the—
does everyone call it “CFATS”? I am afraid to use an acronym—
CFATS standards, half apparently received final risk determina-
tions, tier assignments, but only a quarter of the high-risk facilities
have submitted security plans, and apparently only a few of the fa-
cilities have been inspected.

How long do you expect it will take to approve the plans? And
how long will it take to inspect the facilities?

Mr. BEERS. Our plan is to inspect all the Tier 1 facilities by the
end of this calendar year, sir.

Senator LEVIN. And the plans?

Mr. BEERS. That will be dependent upon the plans and the
iteration back and forth. We had, in all candor, hoped to begin the
inspection process in December. We did not, in part because of the
iteration back and forth on the site security plans. But, Ms. Arm-
strong, do you have a better, more precise answer on that?

Ms. ARMSTRONG. No. That is correct. We have done preliminary
inspections at two Tier 1 facilities this month; we will do 10 more
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next month, and our target is to get all of Tier 1, which is 235 fa-
cilities, done this year.

Senator LEVIN. And do you think that the inspections of high-
risk facilities might help inform the reauthorization process? Will
your experience in going and looking at those high-risk facilities
give us some useful information, practical information to help us in
the reauthorization issues?

Mr. BEERS. I cannot but believe that it would, but let me talk
specifically about that question.

Part of the reason that we are doing the preliminary assessments
is to ensure that the regime of the full inspections is informed by
an understanding of that. At any point in this process of your delib-
erations, we would be happy to come forward and brief you on
what we have done with respect to that as you would consider leg-
islation.

Senator LEVIN. All right. Well, you might want to furnish that
even if we do not ask if there is specific information that you get
which

Mr. BEERS. Point taken, sir.

Senator LEVIN. Thanks. There are, as I understand it, a number
of current standards which are inconsistent with the House bill.
Some of those CFATS standards are inconsistent. For instance,
what information would be provided to law enforcement? Is there
any consistency between the House language on that issue and the
current regulation which protects that information more carefully?
Could you give this Committee the list of what current standards
are inconsistent with the House bill? Could you do that for the
record?

Mr. BEERS. Yes, sir.

Senator LEVIN. Now on the IST issue, your testimony, as I un-
derstand it, says that the Administration will support IST for the
Tier 1 and 2 facilities if the IST method “demonstrably enhances
overall security” or is “determined to be feasible,” and then some-
thing relative to the water sector. Who would have the burden to
demonstrate under your proposed language? Is it the regulator that
has the burden? Who has that burden?

Mr. BEERS. The decision process would be done by the regulator,
and the decision information would be developed between the facil-
ity to be regulated and the regulator.

Senator LEVIN. Well, the decision, but who has the burden of
demonstrating?

Mr. BEERS. The burden of demonstration would presumably be
on the part of the facility.

Senator LEVIN. They have to demonstrate that it does not en-
hance overall security?

Mr. BEERS. If we are in a discussion about the Administration
having a view that it does, they would have the opportunity to rep-
resent a countervailing view, yes, sir.

Senator LEVIN. Yes, but then where does the burden lie, the bur-
den of proof? I mean, one says yes, one says, Hey, there is a

Mr. BEERS. Then the regulator becomes the judge.

Sel})ator LEVIN. The regulator is the judge. Then that goes to
court?

Mr. BEERS. I am not a lawyer, sir, so——
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Senator LEVIN. Oh, that is OK. Now, where does the cost come
in here? And where does the impact on the environment of some-
thing which may be more secure but which has a negative environ-
mental impact, how is that incorporated in your language?

Mr. BEERS. With respect to the cost, we would be seeking to un-
derstand what the cost of the facility would be to change from

Senator LEVIN. Is that in your standard, your test?

Mr. BEERS. That is absolutely a part of our standards. This is not
an effort to drive firms out of business or to impose——

Senator LEVIN. I understand that. I understand that it is not an
effort to do that. The question is whether you inadvertently might
do it or have such large cost increases that it may not be worth
it in terms of the additional security compared to the additional
cost and the additional negative environmental impact which might
be created.

Mr. BEERS. Yes, sir.

Senator LEVIN. There are many specific situations where it may
not be worth the cost. The delta, the improvement in security, may
not be worth the cost. It may be a minor increase compared to a
major cost increase. And there could be a negative environmental
impact in that additional security requirement. And I want to know
how in your standard is that incorporated. In the language that
you used today, I do not see it. Was it in your opening statement,
both those factors? All I saw was “demonstrably enhance overall se-
curity” and “be feasible.” So something could be feasible but not
worth it.

Mr. BEERS. Cost is specifically a factor that will be part of the
decision process, and your formulation about whether the marginal
return on security versus the cost required to do it would be a con-
sideration which might bear on not choosing to do it.

With respect to public health and environmental requirements or
risks that would somehow be created by an alternative chemical
being used in the process, we are not going to make—that is, I
think, a pretty clear balancing issue that says what security gain
for what environmental or public health risk.

Senator LEVIN. I agree. It is clear it should be.

Mr. BEERS. Without being able to comment on a specific case, my
view would be that would trump other considerations. But I am
giving you a personal view now, sir.

Senator LEVIN. Well, that is my personal view, too, but I did not
see it in your formulation. So I agree with your common-sense re-
sponse to that, and I hope it is incorporated.

I am over my time.

Mr. BEERS. Well, it will be if I am the administrator of this, yes,
sir.

Senator LEVIN. Thank you.

Mr. BEERS. Thank you for the opportunity, sir.

Chairman LIEBERMAN. Thanks, Under Secretary Beers. Thanks,
Senator Levin.

I thank the members of the panel. We have a second panel, so
the remainder of our questions we will submit to you for answers
for the record. I thank you very much for your time, and we would
now call the second panel to the table.
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That would be Darius Sivin, Timothy Scott, and Stephen
Poorman. While we are waiting, I, by unanimous consent, ask that
we enter into the record letters in favor of the House bill on this
subject and several reports on IST.1

I will begin some biographical information of our witnesses while
they are shifting.

Darius Sivin is the legislative representative of the International
Union of the United Automobile, Aerospace, and Agricultural Im-
plement Workers of America (UAW), and also worked in UAW’s
Health and Safety Department.

Timothy Scott will testify on behalf of the American Chemistry
Council (ACC). He is the Chief Security Officer and Corporate Di-
rector of Emergency Services and Security at the Dow Chemical
Company responsible for managing security crisis management and
emergency planning for Dow facilities around the world.

Stephen Poorman is the International Environmental Health
Safety and Security Manager for Fujifilm Imaging Colorants. He
has worked for more than 20 years in environmental safety and
regulation in both the private and public sector, and he will testify
today on behalf of the Society of Chemical Manufacturers and Af-
filiates, of which Fuji is one of almost 300 corporate members.

We thank the three of you for being here, and, Mr. Sivin, we look
forward to your testimony now.

TESTIMONY OF DARIUS D. SIVIN, PH.D.2 LEGISLATIVE REP-
RESENTATIVE, INTERNATIONAL UNION, UNITED AUTO-
MOBILE, AEROSPACE, AND AGRICULTURAL IMPLEMENT
WORKERS OF AMERICA

Mr. SivIN. Chairman Lieberman, Senator Collins, and Members
of the Committee, I am Dr. Darius Sivin. I represent the Inter-
national Union, and we appreciate the opportunity to testify at this
hearing on “Chemical Security: Assessing Progress and Charting a
Path Forward.”

We and more than 50 partners in a coalition of labor, public in-
terest, public health, and environmental organizations strongly be-
lieve that the existing Chemical Facility Antiterrorism Standard is
inadequate. The path forward must be a comprehensive chemical
security bill at least as strong as H.R. 2868.

As indicated, DHS has identified about 6,000 high-risk U.S.
chemical facilities and classified them into four tiers. That number
does not include drinking water or MTSA facilities, as indicated
earlier. According to the Congressional Research Service (CRS), al-
most 100 U.S. facilities each put a million or more people at risk.
Union members are concerned that their workplaces and commu-
nities are not adequately protected from deadly terrorist attacks on
chemical facilities and drinking water systems, and it is the em-
ployees who will get hurt first and worst in case of any attack.

The UAW represents workers at more than 15 facilities that are
required to file EPA risk management plans (RMPs), and therefore
are potentially covered by chemical security legislation. These in-
clude a chemical manufacturer in Adrian, Michigan, and a waste-

1The letters submitted by Senator Lieberman appear in the Appendix on pages 189-237.
2The prepared statement of Mr. Sivin appears in the Appendix on page 64.
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water facility in Detroit. Both of them use chlorine gas transported
by the rail car. We are concerned that Detroit has recently been a
terrorist target, and many of our members live and work in the
vulnerability zone of the Detroit wastewater facility, which is more
than 2 million people. Should there be a chlorine release from that
facility due to a terrorist attack, the question will not be: Is govern-
ment too big? Instead it will be: Why wasn’t the government’s au-
thorities expanded to protect people from that?

We are encouraged by the fact that 11 wastewater treatment fa-
cilities in Michigan have already converted from chlorine gas to ul-
traviolet light or liquid chlorine bleach and that the Detroit facility
can likely do the same thing.

Other UAW-represented facilities that are required to file RMPs
include: A pigment facility in St. Louis, Missouri; a brewery in
Trenton, Ohio; and a plumbing fixture manufacturer in Searcy, Ar-
kansas. The Missouri facility could expose up to 88,000 people to
anhydrous ammonia in case of an attack.

The UAW and our coalition partners believe that water facilities
should be covered by chemical security legislation. In 2006, the
Government Accountability Office reported that two-thirds of large
U.S. wastewater facilities use a disinfectant other than chlorine
gas or plan to switch away from chlorine gas. Many switches, ac-
cording to the Center for American Progress, about 15, between
1999 and 2007, removed about 26 million people in nearby commu-
nities from vulnerability zones. The Center for American Progress
reported that the cost of converting was typically no more than
$1.50 per ratepayer per year, and many more could convert, remov-
ing another 25 million people from vulnerability zones. The cost is
low. The alternatives, including chlorine bleach and ultraviolet ra-
diation, are well established, safe for public health, and there is no
reason that water facilities should not be covered.

We think that the solution is comprehensive chemical security
legislation, and we oppose a mere extension of the existing CFATS
program. Its authorizing statute, as mentioned, called Section 550,
exempts wastewater treatment and MTSA plants. It also prohibits
DHS from disapproving a plan merely because of the presence or
absence of a particular measure.

In addition to the IST question, DHS, for example, could not dis-
approve a plan because a surveillance camera was put in a gaping
hole in a fence instead of actually repairing the fence.

Also, Section 550 provides no redress procedure for an employee
who poses no security risk, but who suffers an adverse employment
decision due to erroneous or irrelevant information arising from a
background check. And it fails to recognize that security requires
that the public have enough information to hold the government
accountable for protecting its security. This kind of protection
needs to balance protection of security information.

It has been claimed that replacing CFATS with comprehensive
chemical security legislation would force facilities to redo work they
have already done. This claim is simply a red herring. It ignores
the fact that H.R. 2868 was intentionally written to build
seamlessly on the existing CFATS and that the ACC acknowledged
that in its testimony of October 1, 2009. We and our coalition part-
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ners believe that Senate passage of a bill similar to H.R. 2868
would provide continuity and permanence to the CFATS program.

Such legislation should cover water facilities, require assess-
ments of methods to reduce the consequences of a terrorist attack,
and here I would like to address some issues.

One, it has been said in this room today that people favor a facil-
ity-by-facility method. H.R. 2868 is exactly that.

Two, the biggest change in IST, which is both true for water fa-
cilities and industrial facilities, is simply converting from chlorine
gas to liquid chlorine. In many industries, that is the solution. It
is tried and true. It is not radical. It is not new. It is not undefined.
There are other solutions such as converting from hydrofluoric acid
to sulfuric acid in refining, and we can go over them. But the major
point here is we are not talking about anything radically new or
undefined.

Also, the bill has a precise definition of methods to reduce the
consequences of a terrorist attack, and the fact that academics may
disagree on the definition of IST is simply irrelevant to H.R. 2868
because the words “inherently safer technology” appear nowhere in
the bill.

I would like to say that we were very pleased with the process
that led to the passage of H.R. 2868, which included input from all
stakeholders, especially the ACC who praised the process both in
testimony and in a letter to the Committee.

I would also like to say that we are quite convinced that requir-
ing a facility to implement its own plan to reduce the consequences
of a terrorist attack will have no negative impact on jobs. There are
studies that show so. There is also the fact that Clorox expects no
negative impact from its conversion of a paper mill in New Jersey,
similarly. In contrast, jobs can be lost when disasters strike. For
example, there is a Sunoco facility that is not going to be reopened
after an ethylene unit exploded in Philadelphia.

In addition to that, should there be an exceptional case, H.R.
2868 has specific language endorsed by six unions who believe that
the existing language of H.R. 2868 is such that those exceptional
cases will be covered and are adequate to protect jobs. The require-
ment in H.R. 2868 that allows DHS to require a facility to imple-
ment its own plan, according to a letter signed by Representative
Charlie Melancon and four colleagues from the Blue Dog Coalition,
indicates that the provisions will apply to less than 3 percent of all
facilities under CFATS, and they indicate that they endorse: “The
legislation also provides a robust technical appeals process for
chemical facilities that disagree with this determination. The En-
ergy and Commerce Committee developed this provision using con-
siderable input from the largest chemical industry association, the
American Chemistry Council.”

Chairman LIEBERMAN. Dr. Sivin, excuse me. Let me ask you if
you would put the rest of your statement in the record because you
are over your time.

Mr. SIVIN. Sure.

Chairman LIEBERMAN. I appreciate it. We will get back to you in
the questions and answers.

Mr. Scott, welcome.
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TESTIMONY OF TIMOTHY J. SCOTT,! CHIEF SECURITY OFFI-
CER AND CORPORATE DIRECTOR, EMERGENCY SERVICES
AND SECURITY, THE DOW CHEMICAL COMPANY, ON BEHALF
OF THE AMERICAN CHEMISTRY COUNCIL

Mr. ScorT. Chairman Lieberman, Ranking Member Collins, and
Members of the Committee, my name is Timothy Scott, and I am
the Chief Security Officer for the Dow Chemical Company. Dow is
a member of the American Chemistry Council, and I am here today
speaking on behalf of our industry association.

The three points I would like Committee Members to take away
from my remarks are:

First, safety and security are top priorities of the chemical indus-
try. Our industry, which is critical to our Nation’s infrastructure
and the quality of life in the United States and around the world,
has taken aggressive action to improve its security posture volun-
tarily before the Chemical Facility Antiterrorism Standards were
launched and continuing now with the successful implementation
of CFATS.

Second, DHS has had many success stories in its short history,
and the implementation of CFATS to date is already achieving its
objectives to reduce the number of high-risk sites, lower the risk
profile of remaining high-risk sites, and improve the security of all
sites. CFATS is, in fact, working.

And, third, DHS should be allowed to maintain the current mo-
mentum and complete the task at hand using a risk-based method-
ology to establish stringent performance standards, and industry
should be allowed to use the security tools that best address the
security, operational, and business issues at each unique site to
meet those established standards.

The American Chemistry Council represents the leading chem-
ical companies in the United States who produce the essential
products used in everyday life. Because of our critical role in the
economy and our responsibility to our employees, communities, and
shareholders, security continues to be a top priority for ACC mem-
bers. In 2001, our members voluntarily adopted an aggressive secu-
rity program that became the Responsible Care Security Code. Re-
sponsible Care implementation and regular independent review is
mandatory for membership in the ACC.

The security code is a comprehensive security program that ad-
dresses both physical and cybersecurity vulnerabilities and re-
quires ACC members to perform a comprehensive assessment of its
security risks and implement appropriate protective measures
throughout a company’s value chain.

On April 9, 2007, the U.S. Department of Homeland Security
published CFATS. This comprehensive Federal regulatory program
requires every chemical facility to register with DHS using their
Top-Screen to identify chemicals of interest above a threshold value
and, for those considered a high risk, to conduct a thorough site se-
curity assessment and implement protective measures that comply
with 18 risk-based performance standards.

Since CFATS became effective, the number of high-risk chemical
facilities has been reduced by close to 1,000 facilities, a 14-percent

1The prepared statement of Mr. Scott appears in the Appendix on page 71.
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improvement. This clearly demonstrates that CFATS is working,
even though we are in the early stages of implementation.

CFATS is, in fact, working. Progress is being made, and we need
to maintain the momentum without unnecessary diversions or ob-
stacles. We were, therefore, pleased to see that Congress approved
the DHS 2010 budget request and provided a 1-year extension for
CFATS to November 2010. While this extension is helpful, we en-
courage Congress to provide permanence to the CFATS program,
ensuring certainty and providing stability so the industry can con-
tinue to move forward making security investments.

On February 4, 2010, Ranking Member Collins introduced a bi-
partisan bill to extend the current CFATS regulations for 5 years.
Titled “Continuing Chemical Facilities Antiterrorism Security Act
of 2010,” S. 2996 would give DHS sufficient time to fully implement
the standards that are just now gaining traction. ACC supports
that goal.

CFATS is by far the most robust, comprehensive, and demanding
chemical security regulatory program to date. CFATS takes a well-
designed approach, sets a high bar through performance-based
standards, and then holds facilities accountable for meeting those
standards by choosing from a full potential range of security en-
hancements.

The result is a security plan that is uniquely designed to address
the specific risk issues of each individual facility. It is a risk-based
and performance-based approach.

We, therefore, believe that it is unnecessary and inadvisable for
Congress to provide DHS the authority to mandate prescriptive
chemical process changes by including an IST provision within the
CFATS regulatory program. Through the use of risk-based perform-
ance standards, CFATS has demonstrated that it drives facilities
to consider all possible risk reduction options, including inherently
safer approaches, when developing a site security plan. We are fo-
cused on results.

The highest-risk facilities subject to CFATS face significant cap-
ital investments to implement enhancements, thus providing addi-
tional incentive for the facility to consider all such risk reduction
options in order to move into a lower risk-based tier or potentially
out of the program. While you cannot mandate innovation, CFATS
already provides the incentives to unleash the ingenuity, expertise
and resources of the chemical industry. Congress should not aban-
don a strategy that employs performance-based security standards
that recognizes the need for site-specific solutions and that holds
facilities accountable while avoiding the potential for risk shifting.

CFATS is working today, and we need to continue the momen-
tum to fully implement the standards developed in 2007. We need
to let DHS finish the current task before revising the scope. The
American Chemistry Council supports the bipartisan Senate legis-
lation before this Committee as a step that provides certainty and
ensures that this country continues to benefit from the security
measures in place while recognizing the significant efforts already
underway.

The members of the ACC are committed to a continuing and ag-
gressive approach in safeguarding America’s chemical facilities,
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and it is in this spirit that we look forward to working alongside
DHS and this Committee. Thank you.

Chairman LIEBERMAN. Thank you, Mr. Scott. Very helpful testi-
mony. I appreciate it. I look forward to the questions.

Mr. Poorman.

TESTIMONY OF STEPHEN E. POORMAN,! INTERNATIONAL EN-
VIRONMENT, HEALTH, SAFETY, AND SECURITY MANAGER,
FUJIFILM IMAGING COLORANTS, INC., ON BEHALF OF THE
SOCIETY OF CHEMICAL MANUFACTURERS AND AFFILIATES

Mr. POORMAN. Good morning, Chairman Lieberman, Ranking
Member Collins, and Members of the Committee. My name is Steve
Poorman, and I am the International Environment, Health and
Safety Manager for Fujifilm Imaging Colorants, Incorporated. I am
pleased to provide this testimony regarding the Chemical Facility
Antiterrorism Acts Standards. I speak before you today on behalf
of the Society of Chemical Manufacturers and Affiliates (SOCMA),
of which my company is a member.

Less than 4 years ago, and working in a bipartisan manner, Con-
gress enacted a strong chemical security regulatory program. It
was this Committee’s sustained effort over 2 years that drove that
legislation. Thanks to the bipartisan leadership shown by your
Committee, DHS and regulated facilities are deep in the middle of
implementing this vital program in a focused and cooperative man-
ner.

SOCMA strongly supports DHS’s current CFATS program. This
demanding program is now requiring over 6,000 chemical facilities
nationwide to develop and deploy meaningful security enhance-
ments. It protects facilities against attack without impairing the in-
dustry’s ability to remain innovative and maintain some of the Na-
tion’s highest-paid jobs in the manufacturing sector.

Congress can best assure the CFATS program’s success and for-
ward momentum by passing S. 2996, the Continuing Chemical Fa-
cilities Antiterrorism Security Act of 2010, as recently introduced
by Ranking Member Collins, together with Senators Pryor, Voino-
vich, and Landrieu. This bill would reauthorize the CFATS pro-
gram until 2015, thus allowing DHS and facilities to remain fo-
cut)sled on successfully implementing that program as quickly as pos-
sible.

SOCMA is also supportive of the bill’s provisions to create vol-
untary chemical security training and exercise programs. Properly
executed, such programs would enhance the capabilities of high-
risk chemicals facilities to prevent, prepare, and respond to acts of
terrorism. Similar to provisions in the Security and Accountability
for Every (SAFE) Port Act, these features of the bill would create
valuable solutions to protect our Nation’s critical infrastructure
from a terrorist attack. Training and exercise programs would sup-
port a collaborative environment, involving Federal, State, and
local governments, facilities, and public and private universities, all
dedicated to achieving the goals set forth in the National Infra-
structure Protection Plan.

1The prepared statement of Mr. Poorman appears in the Appendix on page 75.
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The House has taken a very different approach than the Senate
so far to address the future of CFATS. First, it approved largely
a partisan bill, H.R. 2868, with no support from the minority, not
a single vote in favor. That bill includes provisions such as inher-
ently safer technology that are fundamentally unwise and poten-
tially counterproductive to our shared goal of preventing terrorist
incidents at chemical facilities. The House bill was approved de-
spite testimony from numerous witnesses who share strong con-
cerns regarding these provisions.

As the voice of many small, medium, and large chemical manu-
facturers that employ thousands of employees in key manufac-
turing States, we ask you to please seriously consider our concerns
about mandatory IST, especially in a security regulatory context.

One of SOCMA’s greatest concerns with the House bill is the real
possibility that its IST provisions will negatively restrict the pro-
duction of active pharmaceutical ingredients (APIs), key raw mate-
rials that are included in DHS’s Appendix A of covered chemicals.
These APIs are used in prescription and generic drugs, life-saving
vaccines, and over-the-counter medicines. They are thoroughly reg-
ulated by the Food and Drug Administretion (FDA) and must meet
demanding quality and purity requirements. Substituting chemi-
cals or processes used for API production would likely violate the
conditions of their FDA approvals. Requiring IST could delay clin-
ical trials while new replacement chemicals are identified or in-
vented, and would force API manufacturers and their customer
drug manufacturers to reapply for FDA approval of their products
because of the significant change in the manufacturing.

SOCMA and its members have supported Federal regulations
that require manufacturers to adhere to workplace safety require-
ments such as the Occupational Safety and Health Administra-
tion’s Process Safety Management standard as well as mitigating
off-site consequences in the event of an accident, such as EPA’s
risk management program. These are comprehensive, effective reg-
ulations that are already in place. However, process or product
changes driven by IST mandates will have a negative impact on
the jobs at facilities forced to make these changes. Spending money
to design new products or conduct process changes necessarily
causes companies to assess how they will pay for it. There is not
much available capital these days for manufacturers to take on
new regulations that are aimed at their livelihood, especially our
small manufacturers.

There are other reasons not to require IST mandates other than
cost, despite whether it is only an assessment requirement. Safety
experts and academics have testified against mandating it. There
is no consensus among experts about how to define it in a security
regulatory context, and there is no method with which to measure
it. While it may be feasible to develop a technical consensus meth-
odology for measuring and comparing inherent safety, none exists
at present. Before Congress and the Administration could even con-
sider mandating IST assessment or implementation, they would
need to know that methodologies exist to compare various alter-
natives from the standpoint of inherent safety.

As a pragmatic alternative, Congress might ask DHS to study
the over 1,000 facilities that have changed products or processes
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and, thus, reduce their risk sufficiently that they have been re-
moved from the CFATS program. But Congress should otherwise
avoid legislating in this area while that process is still ongoing.

In conclusion, SOCMA supports permanent chemical site security
standards that are risk-based and realistic, and we urge Congress
to reauthorize the existing CFATS program. Mandating inherently
safer technology as a security measure will inevitably create nega-
tive unintended consequences, and Congress should not require
DHS to do so. SOCMA asks that you please support S. 2996 and
maintain the same bipartisanship this Committee demonstrated in
2005 when it initiated the process that led to CFATS.

On behalf of SOCMA, I appreciate this opportunity to present
the association’s views on these important issues, and I look for-
ward to your questions.

Chairman LIEBERMAN. Thanks, Mr. Poorman.

Let me begin with some questions about IST since it is at the
center of this discussion about how to go forward. Both of you, I
think, have stated in your opening statements and the ones you
have given us for the record that existing CFATS rules have and
will motivate facilities, chemical facilities, to consider and, at their
own discretion, obviously, adopt inherently safer technology meas-
ures, in part because of the natural desire to move to a lower risk
tier or potentially out of the program altogether.

Can you be more specific? Have there been cases that you are
aware of where the existing CFATS rules have, in fact, motivated
chemical facilities to consider and, at their discretion, adopt IST?

Mr. ScortT. I can take a shot at answering that question. There
are several examples. The easiest example of IST to see is reduc-
tion of inventories below the threshold level of any particular
chemical that might be on the list. And in going back and looking
at your process, that is a fairly easy thing to do in some cases, but
not in all cases. So if you can reduce that inventory, you have come
below the threshold value, and that would take you off the list. But
there are other examples where we have looked at IST, and it is
simply not economically feasible or operationally feasible to imple-
ment.

The bottom line on this is that IST is a part of the toolkit that
you have available to meet the risk-based performance standards.
And we think that is the way it should be included, as one of many
security enhancements that you can look at to address the risk-
based performance standards and meet those standards. And then
the results are the proof of the effort that you have gone through.

Chairman LIEBERMAN. Mr. Poorman, do you want to add any-
thing to that about the experience of your members?

Mr. POORMAN. Yes, absolutely. I think we can say pretty much
the same type of thing where I would say that the examples that
I have heard of from other member companies are where they are
able to reduce inventory. And whether that shifts that inventory’s
risk to some other off-site location or not, I do not know. I do not
know the complete details. But it does remove the risk from that
particular facility, which would either lower its tier or, as you said,
push it out of the program and remove it from the burden of the
regulation.

VerDate Nov 24 2008  10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000035 Fmt06633 Sfmt06633 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT



30

Our members, we have a lot of small manufacturers, and we are
batch manufacturers, and our processes are very unique. The value
that comes from the chemicals that we produce are basically be-
cause it is the uniqueness of that molecule, and, therefore, the
process is very specific.

So looking at that process, which we have done internally, it is
a no-go or it is a go, and we really have limitations as to how much
we can really alter our processes.

Chairman LIEBERMAN. Mr. Scott, obviously you are here on be-
half of the American Chemistry Council. We appreciate that and
have a lot of good working relations with the ACC. In the House,
Marty Durbin, who represents the ACC, testified that ACC mem-
bers are comfortable with a requirement to consider IST because
they already do so under the group’s Responsible Care Code. So I
wanted to ask you two questions about that. One, is that correct?
And, two, can you describe the approach Dow particularly or other
ACC members have used to consider IST options?

Mr. ScorT. Well, inherently safer technology is best considered
in new process development when you are building a plan. That is
the easiest time and the most economically feasible and operation-
ally feasible time to implement IST. Going back to a facility that
is already built and the process is already running and your prod-
ucts are already designed around that process is much more dif-
ficult. But Dow does include IST in the process design.

Chairman LIEBERMAN. Right.

Mr. ScorT. We do include IST in the process design when we are
developing plants. We include reviews of IST and process safety
throughout on a regular review basis. And we included it in our
site vulnerability assessments (SVAs) that we did both for the Re-
sponsible Care Security Code and as a result of CFATS.

You go back and you look at the sites, and we took in every situ-
ation with the SVAs, we had a physical security person and a proc-
ess safety person go along and conduct those SVAs and looked at
it from both perspectives to see what alternatives were there.

Chairman LIEBERMAN. Good to hear. So is it fair to say, as Mr.
Durbin did in the House, that the ACC would be comfortable with
a requirement to consider IST as opposed to mandating implemen-
tation of it?

Mr. ScorT. In mandating, we have always been willing to sit
down and talk with any organization or any group or any legisla-
tive body about various options around inherently safer technology.
We have never come to a formal agreement where we have sat
down and formalized the agreement that is our position. So we are
not in support of mandating implementation or mandating consid-
eration of IST.

Chairman LIEBERMAN. So perhaps we will take that second alter-
native up with you as this goes on.

Dr. Sivin, we have talked a few times, both Mr. Silva and your-
self, about drinking water facilities and whether they ought to be
included. And I think we have approached it on a somewhat tech-
nical and statutory basis. Just take a moment, because it may not
be obvious, with a typical chemical facility, people understand how
that might be the target of an attack. But what are we worried
about when it comes to drinking water facilities?
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Mr. SivIN. We are worried about drinking water facilities that
bring in chlorine gas by the rail car to treat the drinking water,
and the releases of chlorine gas could affect both the workers who
work there and the surrounding population.

The most simple change with demonstrably zero public health
impact is instead of bringing chlorine in in gaseous form, bring it
in in aqueous form as liquid bleach.

Chairman LIEBERMAN. Right.

Mr. SIvIN. In other cases, it may be possible to go to other tech-
nologies such as ultraviolet radiation, but at least there you have
to do some public health analysis to see whether there is an impact
or a change. Bringing in chlorine in liquid bleach, there is no ques-
tion it is the same chlorine. It is just in a different form which can-
not be breathed.

Chairman LIEBERMAN. Right. So are we concerned about an es-
cape of chlorine in its non-bleach form or that it might be a subject
of an attack, for instance, a terrorist attack?

Mr. SiviN. Both.

Chairman LIEBERMAN. Both.

Mr. Sivin. If a facility brings in chlorine gas by the rail car, the
rail cars could be attacked at the facility. They could be attacked
in the process of transferring chlorine from the rail car to the facil-
ity to treat the water could be attacked. And they could be attacked
anywhere on the open rail. I realize the last case is a problem for
the Transportation Committee and not this Committee, but just in
terms of describing the problem, that is the problem.

Chairman LIEBERMAN. Very helpful. Thanks. My time is up. Sen-
ator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Chairman, it is obviously legitimate for us to have a robust
debate over what the chemical security reauthorization bill should
include. But I want to start my questioning of this panel by noting
an issue that is not legitimate, and that is, when the Blue-Green
Coalition in its letter to this Committee completely misrepresents
comments that I previously made in 2007, doing so does not ad-
vance the debate and is certainly disappointing.

The coalition’s letter to the Committee, dated March 1, 2010,!
quotes me as saying, “In fact, Senator Collins’ own comments to
DHS in 2007 were clear. She said, ‘The Department does not have
broad discretion to regulate beyond the interim 3-year period with-
out a comprehensive authorization from Congress. Any contrary in-
terpretation of the sunset provision is plainly wrong.””

That is exactly what I did say, and as the Chairman and other
Members may recall, the debate back in 2007 with the Bush Ad-
ministration was that the Bush Administration wanted the author-
ization to expire and to have only a continuing appropriation,
which the Department was saying that it could use to set stand-
ards however it wanted to. And I was making very clear that it
was Congress’ prerogative to reauthorize the law.

So I think it is extremely disappointing that the Blue-Green Coa-
lition, represented by Dr. Sivin today, deliberately misrepresented
my comments, and I know it was deliberate because my staff has

1The letter referenced by Senator Collins appears in the Appendix on page 201.
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communicated with the coalition. So I just wanted to put that on
the record. It was very disappointing, and it also does nothing to
advance what is an important debate and legitimate disagreements
over IST and other issues which reasonable people could certainly
disagree on.

There is another gross misinterpretation that I want to bring
out, and we just heard it in Dr. Sivin’s testimony. He claimed that
based on his interpretation of the chemical security law and regula-
tions, it “would be very difficult for DHS to disapprove of a plan
that indicates that a surveillance camera would be used instead of
fixing a gaping hole in a fence.”

Now, first of all, I cannot imagine any chemical facility not car-
ing about a gaping hole in its fence. But let us accept the premise
that maybe there is an irresponsible chemical facility that does in-
deed have a gaping hole in its fence. I find the interpretation of the
law by Mr. Sivin to be a gross misinterpretation of the authorizing
law, the final rule, and the Department’s own risk-based perform-
ance standards guidance document.

If you look at Section 550 of this document, there is a whole area
on the perimeter’s security, and Section 550 clearly states that the
Secretary may disapprove a site security plan if it fails to satisfy
the risk-based performance standards established by this rule.

I could go on and on, but I would like instead to ask our two ex-
perts here today, Mr. Poorman and Mr. Scott, whether you agree
with Mr. Sivin’s testimony that it would be very difficult for DHS
to deal with that gap in perimeter security. Mr. Poorman.

Mr. PoorRMAN. Well, I would say that I would agree with you,
Senator Collins, that I have never worked for any entity that would
allow for such a gap to stay in effect, and I think that DHS could
easily, through their risk-based standards that they are holding us
all accountable to, do enforcement if somebody left a gap like that
in their security perimeter fence in this case, absolutely.

We basically take a lot of time and effort and spend a lot of
money in meeting these standards which are designed to harden
our facilities against a terrorist attack. And that is the idea of the
risk-based performance standards, and that is why we are fully in
support of S. 2996, because it continues this program, which we
think is very good for the chemical security of our country.

Senator COLLINS. Mr. Scott.

Mr. Scorrt. I agree with you, Senator Collins. First of all, the
performance standards are very clear, and a security program that
started off with a gaping hole in the fence, the plan would not be
approved, and the site would be sent back to square one to come
up with a better plan.

In addition, there is another risk-based performance standard. If
you have an approved plan and your fence is whole and in good
shape and you have electronic surveillance but you have to do
maintenance and open a hole in that fence, there is a maintenance
performance standard that you have to follow in how you secure
that hole while the maintenance is being done, and when it is
closed, it needs to be reported back to DHS.

So there is a very clear guidance on situations like that, and
DHS certainly has the authority to disapprove a plan.

Senator COLLINS. Thank you.
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Mr. Chairman, if I could proceed? Thank you. I want to discuss
with our witnesses the issue of whether an IST mandate could
transfer the risk to a different part of the supply chain or actually
increase other risks. This is a complicated issue, and we just had
a discussion of wastewater treatment plans and about the benefits
of converting from chlorine gas to other procedures for purifying
the water.

But the fact is it is not nearly that simple, and I would like to
give an example that a water utility that is located in an isolated
area of the Northwest gave to me. It told me that if Congress were
to force the replacement of chlorine gas with sodium hypochlorite,
then the utility would have to use as much as seven times the cur-
rent quantity of treatment chemicals to get the same kind of water
quality results.

Now, what does that mean? That means that the utility would
have to have far more trucks delivering the bulk chemical into the
watershed, and the greater quantities of chemicals and the in-
creased frequency of truck deliveries would heighten the risk of an
accident that would result in a chemical spill into the watershed.
And, in fact, according to this utility, the accidental release of so-
dium hypochlorite into the watershed would likely cause greater
harm to the soils, and vegetation, and streams than a release of
chlorine gas in this remote area.

My point is that it is difficult to assess exactly what the replace-
ment of one chemical for supposedly a less hazardous chemical will
produce. And I would like to ask both of you to comment on the
issue of transferring risk.

Mr. Scott, we will start with you.

Chairman LIEBERMAN. Senator Collins, if I may, and I apologize
for interrupting. As Senator Collins knows, I have a previous com-
mitment. I have to go on to another meeting. I have some other
questions which I will submit for the record, and if you can, go as
long as you like and then please wind up.

Senator COLLINS. Thank you.

Chairman LIEBERMAN. I thank the witnesses. It has been a good,
thoughtful discussion, and the Committee will try to also act in a
good and thoughtful way.

Senator COLLINS [presiding]. Thank you, Mr. Chairman. I will
only proceed for a few more moments, but I very much appreciate
your holding this hearing.

Chairman LIEBERMAN. Thank you.

Senator COLLINS. Mr. Scott.

Mr. ScotT. There is the potential for shifting risk. As you men-
tioned, there are a lot of examples where the balance is very crit-
ical on how you apply the process or IST technologies to your proc-
ess.

The other piece of this is the product differentiation, which I
think was also mentioned earlier, the differences in the processes
that make a Dow product, for example, those sorts of things.

So the shifting of risk is one of the major concerns that we have
as far as the mandatory implementation of IST in the whole lan-
guage, and that is why we think the best result is for the site to
apply the whole realm of potential security enhancements to each
site-specific instance so that we do not shift the risk but we meet
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the risk-based performance standards, which is the end goal, to
meet those standards using any one of these alternatives.

The IST is not a panacea for all things security and all things
process safety. It is a good tool, but it is one of many tools that we
have available to us so we do make the right answer, we meet the
risk-based performance standards, and we do not shift the risk to
other areas at our sites.

Senator COLLINS. Mr. Sivin, do you not see a concern with shift-
ing the risk?

Mr. SiviN. H.R. 2868 prohibits DHS from approving any plan
that shifts risk.

Senator COLLINS. Mr. Poorman, is it that easy to determine
whether risk will be switched to a different part of the supply
chain or to a different area?

Mr. PoorMAN. Well, I think it would be very difficult. In our
company members’ specific situations, many of us are small batch
manufacturers, as I said earlier, and our processes are very unique,
and we know them best, and there is just a great concern about
DHS telling us what to do with our processes. They are very spe-
cific to deliver a certain type of end product that goes to a cus-
tomer. It has to meet their specifications and in some cases has to
meet specifications that are basically written in stone with FDA,
the Toxic Substances Control Act, the Federal Insecticide, Fun-
gicide, and Rodenticide Act, or other regulatory programs.

So it brings up a whole host of, I will say, collateral damage that
could occur if we are instructed by the Department of Homeland
Security to do something that would alter our process and shift
risk potentially but also shifts risk to our ability to conduct busi-
ness.

Senator COLLINS. From talking to many experts in this field, it
seems that there is a great deal of dispute and that there is not
an established scientific methodology for making that determina-
tion. Do you agree with that?

Mr. POORMAN. We certainly do, and we have been privy to wit-
ness a great deal of this debate. But we also know from our experi-
ence that chemical processes are complex, and the expertise lies
usually in-house in the companies that develop it. Again, I go back
to our example. We specifically develop very specific processes
using really world-class expertise, process chemistry, and process
technology. And when we do that effort, we make sure that these
processes are as safe as can be to deliver the end result. And so
we just feel that tinkering with that process could wreak havoc not
only with shifting risks or making things more unsafe as an un-
wanted consequence, but also impacting our ability to do business.

Senator COLLINS. Mr. Scott, you made an interesting point that
when Dow Chemical applies IST as a possibility or as a method of
reducing risk, that is much easier to do if you are building a new
plant or you are starting a new process. And, indeed, the water as-
sociations have told us about the overly simplistic assumption that
mandatory chemical substitution is something that is easy, and
they talk about the switch specifically from using chlorine gas to
other chemicals and talk about that it would require a complete
overhaul of a plant’s units and that it could cause upwards of $100
million in some cases.
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So could you comment further on the cost issue as far as the ap-
plication of mandatory IST rather than focusing on what the goal
is, what the standard is rather than telling a company how to
achieve that standard. What are the cost implications?

Mr. Scort. Well, I do not have a dollar figure, but the cost impli-
cations could be significant. You are talking about process changes.
You are talking about significant changes in the way you do your
business, maybe in the products that you are able to make as op-
posed to developing a layered security approach around identified
special targets within your facility that really improve the physical
security.

One example that we have in Dow is that we produce chlorine,
but we use our chlorine internally. We are an integrated facility,
and have integrated sites within Dow across the United States. So
that chlorine is used internally, but we do have to shift chlorine be-
tween facilities.

We were looking at opportunities to reduce the risk by stopping
the shipment of chlorine from one plant to another and looked at
a provider that was closer. But a molecule as simple as chlorine,
the locally available chlorine was not compatible with our process.
It is not an easy task to say chlorine is chlorine or any chemical
is the same as that chemical somewhere else.

So, as a result, we are partnering with a company to build a fa-
cility closer to our facility. The difference, that is a considerable in-
vestment that is being made, but the end result is very good in
that we have made some improvements in shipment at a facility
that is not the same issue.

So we focus on IST as one of the potential options that is avail-
able to us to improve security, but it is only one of the options, and
we have to look at that and get the right balance.

Senator COLLINS. Mr. Poorman, when people think of the chem-
ical industry, they tend to think of Dow Chemical. They tend to
think of large multinational enterprises, multi-billion-dollar cor-
porations. And, of course, those large companies do make valuable
contributions to our way of life and our economy.

But the fact is that the chemical industry is also compromised
of thousands of small and medium-sized chemical companies, and
they may focus on the production of just a few specific chemicals.
They may sell their products to larger companies that use them for
manufacturing or other industrial purposes. So their financial re-
sources for regulatory compliance are far less than those of large
companies.

Could you talk about what the implementation of inherently
safer technology would mean for those smaller companies both in
terms of their ability to operate efficiently, to provide jobs? Your
comments in general.

Mr. POORMAN. Sure. I appreciate that opportunity, Senator Col-
lins. Just relating back, the small chemical manufacturers are,
again, typically batch manufacturers, making what we will call
unique or novel molecules that provide some type of benefit to a
product that is being made by the customer in many cases, and
those are used in all sorts of applications and impact us in very
positive ways.
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But the problem lies in the complexities around this. The proc-
esses are very specific. They have been developed through a great
deal of effort and expenditure to get to that point, and approvals
in some cases by not only customers who are being sold the prod-
ucts that we make but also by regulatory entities such as FDA, an
example of the pharmaceutical intermediates.

So if that changes, if someone comes in and indicates that, well,
we could trade a raw material out, for instance, with something
that somebody deems will be safer, of course, there will be debate
as to whether that is true or not, but also we have to approach our
customers and say we are going to have to ask you to change your
proprietary formulation so that we can meet the requirements of
the Department of Homeland Security, and you can probably imag-
ine how our customers would react, especially when they can have
the opportunity to have this material made outside of the United
States of America.

So we are very concerned about that type of impact, but also, by
changing the formulation, we may have to go back to a regulatory
body such as FDA and make a request to change our proprietary
formulation on a particular material that we are manufacturing.
And that can take 1 to 4 years to go through that process. What
do we do in the interim?

So these are the concerns we have about that, and these are the
impacts that we would face as a small chemical manufacturer.

Senator COLLINS. Thank you. I want to thank our witnesses
today for helping us understand this complex issue. I am going to
submit three additional statements from various organizations for
the record. In particular, the testimony of Dr. Sam Mannan, the
Director of the Process Safety Center at Texas A&M, is very illu-
minative. He is a leading expert in the fields of chemical engineer-
ing and process safety, and his testimony focuses on the need for
far more research and data before any kind of Federal mandate to
implement or even consider IST should be incorporated into the
law. So I am going to submit those three statements for the
record.l

The Committee is going to be continuing to look at this impor-
tant issue. It is ironic, as I look back on this law’s birth, because
it was extremely difficult to get this law enacted in the first place
because the previous Administration was not enamored with hav-
ing chemical security authorization. And today we can look back
with pride on a lot that has been implemented effectively and in
my view is working very well. And I think some of the skepticism
in the chemical industry about having a Federal law has been re-
placed by a true partnership where industry has worked with the
Department of Homeland Security and as a result, as Under Sec-
retary Beers said today, our Nation is far safer.

So I look forward to working with the Administration, with my
colleagues on both sides of the aisle, and with the Chairman as we
pursue this issue.

1The prepared statements submitted by Senator Collins appear in the Appendix on pages
270-305.
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I also want to thank my staff for their hard work on this issue.
This is enormously complex, and it is very important that we get
it right. And in that regard, I thank our witnesses as well.

The record for this hearing will be held open for 15 days to allow
for the submission of any questions for the record from our col-
leagues as well as additional testimony and other documents.

And, again, I want to thank all of the witnesses for being here
today, and this hearing is now adjourned.

[Whereupon, at 11:50 a.m., the Committee was adjourned.]
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APPENDIX

Opening Statement for Chairman Joseph Lieberman
“Chemical Security: Assessing Progress and Charting a Path Forward”
Homeland Security and Governmental Affairs Committee
March 3, 2010
As Prepared for Delivery

Good morning, we call this hearing this morning to review the federal government’s efforts to strengthen
the security of hundreds of chemical sites around our country, and to chart, if we can, a path forward to reduce the
possibility that terrorists could take advantage of existing security vulnerabilities at these sites.

In the aftermath of 9/11, all of us developed a new of p ial targets of terrorists in our
homeland. Many quickly realized that some of our nation’s most robust and varied industries — while obviously a
source of great economic strength and job creation —also inherently posed substantial security risks, if attacked.
And that included the many facilities that produce or use hazardous chemicals that could be turned against us and
converted, effectively, into pre-positioned weapons of mass destruction.

In a worst case scenario, a successful attack on a facility using toxic chemicals in a densely populated area
— and we know that those facilities do exist - could put hundreds of thousands of lives at risk. So there was a need
for action.

In 2005 and 2006, under the leadership of Senator Collins, this Coramittee spent a fair amount of time
exploring these risks and drafting legislation to address the threat. I was pleased to cosponsor that legislation, and
while it did not itself become law, it certainly helped prompt Congress, in late 2006, to grant the Department of
Homeland Security (DHS) limited authority to begin a chemical site security program.  DHS has taken up that
charge and launched the Chemical Facilities Antiterrorism Standards program, which is known as CFATS. The
Department deserves credit for the hard work it has done to design and begin to implement these standards. Itis a
particularly challenging task because of the wide array of companies that use pc ially dang hemical
and the limited guidance Congress gave in the initial authorization.

Today we want to take stock of how the program is faring and determine how to strengthen it going
forward, since — the program’s initial three-year authorization has lapsed, and we are now operating on a one-year
extension.

I’'m pleased to say that though there was intense controversy over whether to begin a chemical security
program at all - because of opposition to government regulation in this area - there now seems to be general
agreement that CFATS is making a positive contribution to our national and homeland security and should be
continued. So the question becomes should we improve it and, if so, how can we improve the CFATS program as
we extend it? '

Twant in this statement to briefly discuss two issues that are commonly cited by some as ways to add
strength to the program. First, the current authorization exempts drinking and waste water facilities, even though
we know that some of these facilities would pose a high risk to surrounding communities in the event of a
terrorist attack because of the chemicals used there. Does that exemption make sense? Personally, I join with the
Administration in thinking that exemption leaves a troublesome security gap.
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Second, the current authorization is silent on the issue of “inherently safer technology” or IST, the practice
of using safer chemicals or processes to reduce the risks at a chemical facility. I think it’s important to look at
these alternatives as part of a comprehensive security system, since they are the only foolproof way to defeat a
terrorist determined to strike a chemical facility. There are encouraging developments on this front. For instance,
Clorox recently announced it will begin substituting high strength bleach for chlorine in its manufacturing
process, a move that should greatly reduce the transport and storage of toxic chlorine gas in relation to its
operations. I know that some of my colleagues strongly oppose mandating inherently safer technology systems,
or even mandating consideration of them, but we’re going to have a good healthy debate on that as we move
forward, and we should.

The House has already passed a CFATS reauthorization bill, which is H.R. 2868, which has been referred
to this Committee. The House bill would make significant changes in the program — such as including an IST
component and creating parallel security programs for drinking and waste water facilities at the Environmental
Protection Agency.

Closer to home, here in the Senate and this Commitiee, Senators Collins, Pryor, Voinovich and Landrieu
have offered a five-year reauthorization of the existing rules, and that is senate bill 2996. So we have before us
two different approaches on how to move forward and we may hear additional ideas today from the witnesses or
from other members of the Committee.

We are fortunate to have before us today as witnesses some Administration and private-sector leaders on
these issues and we will call on them soon and forward to their testimony.

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000046 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.002



VerDate Nov 24 2008

41

Statement of
Ranking Member Senator Susan M. Collins

Guarding America’s Chemical Facilities

Committee on Homeland Security and Governmental Affairs
March 3, 2010

* Kk K

More than 70,000 products are created through the use of chemicals,
helping to supply the consumer, industrial, construction, and agricultural
sectors of our economy. The United States is home to thousands of facilities
that manufacture, use, or store chemicals.

This industry is vital to our economy, with annual sales of nearly half
a trillion dollars, exports of $174 billion, and employees exceeding 850,000
people.

But after Sept. 11, 2001, we realized that chemical facilities were
vulnerable to terrorist attack. Given the hazardous chemicals present at
many locations, terrorists could view them as attractive targets, yielding a
terrible loss of life, significant injuries, and major destruction if successfully
attacked.

In 2005, as Chairman of this Committee, I held a series of hearings on
chemical security. Following these hearings, Senators Lieberman, Carper,
Levin, and I introduced bipartisan legislation authorizing the Department of
Homeland Security to set and enforce security standards at high-risk
chemical facilides. That bill was incorporated into the homeland security
appropriations act and signed into law in 2006.

To implement this new authority, DHS established the Chemical
Facility Anti-Terrorism Standards program, or CFATS. The program sets 18
risk-based performance standards that high-risk chemical facilities must
meet. These security standards cover a range of threats, such as perimeter
security, access control, theft, internal sabotage, and cybersecurity.

High-risk chemical facilities covered by the program must conduct
mandatory vulnerability assessments, develop site security plans, and invest
in protective measures.

The Department must approve these assessments and site security
plans, using audits and inspections to ensure compliance with the
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performance standards. The Secretary is empowered to shut down facilities
that are non-compliant.

This risk-based approach has made the owners and operators of
chemical plants partners with the federal government in implementing a
successful, collahorative security program.

This lJandmark law has been in place slightly more than three years.
Taxpayers have invested nearly $300 million in the program. Chemical
plants also have invested hundreds of millions more to comply with the law.
As a direct result, security at our nation’s chemical facilities is much
stronger than it was five years ago.

Now we are at a juncture where we must reauthorize the program or -
as some have proposed - scrap what has been a clear success and set off in a
different direction. I firmly believe that we should reauthorize the law.

Simply put, the program works and should be extended.

Proposals to drastically change this successful law would discard what
is working for an unproven and burdensome plan.

We must not undermine the substantial investments of time and
resources already made in CFATS implementation by both DHS and the
private sector. Worse would be requiring additional expenditures with no
demonstrable increase to the overall security of our nation.

Last November, the House of Representatives passed legislation that
would alter the fundamental nature of CFATS. It would require the
Department to completely rework the program. I am concerned about
several aspects of the House bill, not the least of which is the authority to
mandate the use of so-called “inherently safer technology,” or IST.

What is IST? It is an approach to process engineering. It is not,
however, a security measure.

An IST mandate may actually increase or unacceptably transfer risk to
other points in the chemical process or elsewhere in the supply chain.

For example, many drinking water utilities have determined that
chlorine remains their best and most effective drinking water treatment
option. Their decisions were not based solely on financial considerations,
but also on many other factors, such as the characteristics of the region’s
climate, geography, and source water supplies, the size and location of the
utility’s facilities, and the risks and benefits of chlorine use compared to the
use of alternative treatment processes.
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According to one water utility located in an isolated area of the
Northwest, if Congress were to force it to replace its use of gaseous chlorine
with sodium hypochlorite, then the utility would have to use as much as
seven times the current quantity of treatment chemicals to achieve
comparable water quality results. In turn, the utility would have to arrange
for many more bulk chemical deliveries, by trucks, into the watershed. The
greater quantities of chemicals and increased frequency of truck deliveries
would heighten the risk of an accident resulting in a chemical spill into the
watershed. In fact, the accidental release of sodium hypochlorite into the
watershed would likely cause greater harm to soils, vegetation and streams
than a gaseous chlorine release in this remote area.

Currently, DHS cannot dictate specific security measures, like IST. Nor
should it. The federal government should set performance standards, but
leave it up to the private sector to decide precisely how to achieve those
standards.

Forcing chemical facilities to implement IST could cost jobs at some
facilities and affect the availability of many vital products.

Last year, the Society of Chemical Manufacturers and Affiliates
testified that mandatory IST would restrict the production of
pharmaceuticals and microelectronics, hobbling these industries. The
increased cost of a mandatory IST program may force chemical companies
to simply transfer their operations overseas, costing American workers
thousands of jobs.

To be clear, some owners and operators of chemical facilities may
choose to use IST. But that decision should be theirs - not that of
Washington.

Congress should not dictate specific industrial processes under the
guise of security when a facility could choose other alternatives that meet
the nation’s security needs.

A straight-forward, common-sense reauthorization of this program is
critical. The “Continuing Chemical Facilities Antiterrorism Security Act of
2010,” which Senators Pryor, Voinovich, Landrieu and I recently introduced,
would extend CFATS for five more years,

No one is more conscious than I of the risks our nation faces through
an attack on a chemical facility. That is why I authored this law in the first
place and battled considerable opposition to get it enacted. We should
support the continuation of this successful security program without the
addition of costly, unproven federal mandates.
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Thank you, Chairman Lieberman, Ranking Member Collins, and distinguished Members of the
Committee. It is a pleasure to appear before you today to discuss the Department of Homeland
Security’s (DHS) regulatory authority for security at high-risk chemical facilities. As you are
aware, the Department’s current authority expires in October 2010 under Section 550 of the
Fiscal Year 2007 Department of Homeland Security Appropriations Act, as amended. DHS is
eager to work with this Committee, the larger stakeholder community across Congress, and all
levels of government and the private sector to achieve passage of legislation that permanently
authorizes and appropriately matures our chemical security program. In the interest of
facilitating that collaboration, my testimony focuses on the current program and the key

principles that DHS would like to see in future law.

Chemical Security Regulations

Section 550 of the FY2007 Department of Homeland Security Appropriations Act directed the
Department to develop and implement a regulatory framework to address the high level of
security risk posed by certain chemical facilities. Specifically, Section 550(a) of the Act
authorized the Department to adopt rules requiring high-risk chemical facilities to complete
Security Vulnerability Assessments, develop Site Security Plans, and implement protective
measures necessary to meet risk-based performance standards established by the Department.
Consequently, the Department published an Interim Final Rule, known as the Chemical Facility
Anti-Terrorism Standards (CFATS), on April 9, 2007. Section 550, however, expressly exempts

from those rules certain facilities that are regulated under other Federal statutes, including those
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regulated by the United States Coast Guard pursuant to the Maritime Transportation Security Act
(MTSA), drinking water and wastewater treatment facilities as defined by Section 1401 of the
Safe Water Drinking Act and Section 212 of the Federal Water Pollution Control Act,
respectively; and facilities owned or operated by the Departments of Defense and Energy, as

well as certain facilities subject to regulation by the Nuclear Regulatory Commission (NRC).

The following core principles guided the development of the CFATS regulatory structure:

1) Securing high-risk chemical facilities is a comprehensive undertaking that involves a
national effort, including all levels of government and the private sector. Integrated and
effective participation by all stakeholders—federal, state, local, and the private sector—is
essential to securing our national critical infrastructure, including high-risk chemical
facilities. Implementing this program means tackling a sophisticated and complex set of
issues related to identifying and mitigating vulnerabilities and setting security goals. This
requires a broad spectrum of input, as the regulated facilities bridge multiple industries
and critical infrastructure sectors. By working closely with experts, members of industry,
academia, and federal government partners, we leveraged vital knowledge and insight to

develop the regulation,

2) Risk-based tiering to guide resource allocations. Not all facilities present the same level
of risk. The greatest level of scrutiny should be focused on those facilities that, if

attacked, present the most risk and could endanger the greatest number of lives.

3) Reasonable, clear, and calibrated performance standards will lead to enhanced security.
The current CFATS rule includes enforceable risk-based performance standards. High-
risk facilities have the flexibility to select among appropriate site-specific security
measures that will effectively address risk. The Department will analyze each final tiered
facility’s Site Security Plan to see if it meets CFATS performance standards. If

necessary, DHS will work with the facility to revise and resubmit an acceptable plan.
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4) Recognition of the progress many companies have already made in improving facility

security leverages those advancements. Many responsible companies have made
significant capital investments in security since 9/11. Building on that progress in
implementing the CFATS program will raise the overall security baseline at high-risk

chemical facilities.

On Nov. 20, 2007, the Department published Appendix A to CFATS, which lists 322 chemicals
of interest, including common industrial chemicals—such as chlorine, propane, and anhydrous
ammonia—as well as specialty chemicals, such as arsine and phosphorus trichloride. The
Department included chemicals based on the consequences associated with one or more of the

following three security issues:

1) Release — Toxic, flammable, or explosive chemicals that have the potential to create
significant adverse consequences for human life or health if intentionally released or
detonated;

2) Theft/Diversion — Chemicals that have the potential, if stolen or diverted, to be used or
converted into weapons that could cause significant adverse consequences for human life
or health; and

3) Sabotage/Contamination — Chemicals that, if mixed with other readily available
materials, have the potential to create significant adverse consequences for human life or
health.

The Department established a Screening Threshold Quantity for each chemical based on its
potential to create significant adverse consequences for human life or health in one or more of

these ways.

Implementation and execution of the CFATS regulation requires the Department to identify
which facilities it considers high-risk. The Department developed the Chemical Security
Assessment Tool (CSAT) to identify potentially high-risk facilities and to provide methodologies
that facilities can use to conduct Security Vulnerability Assessments (SVAs) and to develop Site
Security Plans (SSP). CSAT is a suite of online applications designed to facilitate compliance

with the program,; it includes user registration, the initial consequence-based screening tool (Top-
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Screen), a Security Vulnerability Assessment tool, and a Site Security Plan template. Through
the Top-Screen process, the Department initially identifies and sorts facilities based on their

associated risks.

If a facility is initially identified during the Top-Screen process as potentially having a level of
risk subject to regulation under CFATS, the Department assigns the facility to one of four
preliminary risk-based tiers, with Tier 1 indicating the highest level of potential risk. Those
facilities must then complete SVAs and submit them to the Department. Results from the SVA
inform the Department’s final determinations as to whether a facility is in fact high-risk and, if
so, of the facility’s final tier assignment. Each one is carefully reviewed for its description of
how chemicals of interest are actually held at the site, how those chemicals are managed, and for

physical, cyber, and chemical security content.

Only facilities that receive a final high-risk determination letter under CFATS will be required to
complete and submit either an SSP or Alternative Security Plan (ASP). DHS’ final
determinations as to which facilities are high-risk are based on each facility’s individual
consequentiality and vulnerability as determined by its Top-Screen, SVA, and any other

available information.

After approval of their SVAs, the final high-risk facilities are required to develop SSPs or ASPs
that address their identified vulnerabilities and security issues. The higher the risk-based tier, the
more robust the security measures and the more frequent and rigorous the inspections will be.
The purpose of inspections is to validate the adequacy of a facility’s Site Security Plan and to

verify that measures identified in the plan are being implemented.

To date, we have reviewed nearly 38,000 Top-Screen consequence assessment questionnaires
submitted by potentially high-risk chemical facilities. Since June 2008, we have notified over
7,000 preliminarily tiered facilities that they have been initially designated as high-risk and are
thus required to submit SVAs; we have nearly completed our review of the almost 6,200 SVAs
that have been submitted. In May 2009, we began notifying facilities of their final high-risk
determinations, risk-based tiering assignments, and the requirement to complete and submit an
SSP or ASP.
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CFATS currently covers 6,023 high-risk facilities nationwide across all 50 states, of which over
3,500 facilities have received final high-risk determinations and due dates for submission of an
SSP or ASP. More than 1,600 facilities have submitted SSPs (or ASPs) to date, and the

Department is in the process of reviewing these submissions.

Implementation Status

In May 2009, the Department issued 141 final tier determination letters to the highest risk (Tier
1) facilities, confirming their high-risk status and initiating their 120-day time frame for
submitting an SSP. Since this initial set of final tier determinations, the Department has notified
approximately 3,400 additional facilities of their final tier assignments. The Department
continues to issue final tier notifications to approximately 500 facilities across all four risk tiers
each month. The Department expects to notify all of the 6,023 covered CFATS facilities of their
final tier assignments by end of summer 2010. In February 2010, the Department began

conducting inspections of final-tiered facilities, starting with the Tier 1-designated facilities.

It should be noted that the CFATS compliance inspection is comprehensive and detailed. The
Department intends to use these inspections to help gain a fuller understanding of the processes,
risks, vulnerabilities, response capabilities, security measures and practices, and any other factors
that may be in place at a regulated facility that affect security risk in order to determine if the

facility meets the CFATS requirements.

A critical element of the Department’s efforts to secure the nation’s high-risk chemical facilities,
the SSP enables final high-risk facilities to document their individual security strategies for
meeting the Risk-Based Performance Standards (RBPS) established under CFATS. Each high-
risk facility’s security strategy will be unique, as it depends on the facility’s risk level, security
issues, characteristics, and other factors. Therefore, the Site Security Plan tool collects
information on each of the 18 RBPS for each facility. The RBPS cover the fundamentals of
security, such as restricting the area perimeter, securing site assets, screening and controlling

access, cybersecurity, training, and response. The Site Security Plan tool is designed to take into
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account the complicated nature of chemical facility security and allows facilities to describe both
facility-wide and asset-specific security measures. The Department understands that the private
sector generally and CFATS-affected industries in particular are dynamic. The Site Security
Plan tool allows facilities to involve their subject-matter experts from across the facility,
company and corporation, as appropriate, in completing the Site Security Plan and submitting a
combination of existing and planned security measures to satisfy the RBPS. The Department
expects that most approved SSPs will consist of a combination of existing and planned security
measures, Through a review of the SSP, in conjunction with an on-site inspection, DHS will
determine whether a facility has met the requisite level of performance given its risk profile and

thus whether its SSP should be approved.

Along with the initial group of final Tier 1 notifications and the activation of the Site Security
Plan tool in May 2009, DHS issued the Risk-Based Performance Standards Guidance document.
The Department developed this guidance to assist high-risk chemical facilities subject to CFATS
in determining appropriate protective measures and practices to satisfy the RBPS. It is designed
to help facilities comply with CFATS by providing detailed descriptions of the 18 RBPS as well
as examples of various security measures and practices that would enable facilities to achieve the
appropriate level of performance for the RBPS at each tier level. The Guidance also reflects
public and private sector dialogue on the RBPS and industrial security, including public
comments on the draft guidance document. High-risk facilities are free to make use of
whichever security programs or processes they choose, provided that they achieve the requisite
level of performance under the CFATS RBPS. The Guidance will help high-risk facilities gaina

sense of what types and combination of security measures may satisfy the RBPS.

To provide a concrete example: In the case of a Tier 1 facility with a release hazard security
issue, the facility is required to restrict the area perimeter appropriately, which may include
preventing breach by a wheeled vehicle. To meet this standard, the facility is able to consider
numerous security measures, such as cable anchored in concrete block along with movable
bollards at all active gates or perimeter landscaping (e.g., large boulders, steep berms, streams, or
other obstacles) that would thwart vehicle entry. The Department will approve the security

measure as long as it is determined by the Department to be sufficient to address the applicable
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performance standard. Under Section 550, the Department cannot mandate a specific security

measure to approve the Site Security Plan,
Outreach Efforts

Since the release of CFATS in April 2007, the Department has taken significant steps to
publicize the rule and ensure that our security partners are aware of its requirements. As part of
this dedicated outreach program, the Department has regularly updated impacted sectors and
Government Coordinating Councils of industries most impacted by CFATS, including the
Chemical, Oil and Natural Gas, and Food and Agriculture Sectors. We have also made it a point
to solicit feedback from our public and private sector partners and, where appropriate, to reflect
that feedback in our implementation activities. We have presented at numerous security and
chemical industry conferences; participated in a variety of other meetings of relevant security
partners; established a Help Desk for CFATS questions; put in place a CFATS tip-line for
anonymous chemical security reporting; and developed and regularly updated a highly regarded
Chemical Security Web site (www.DHS.gov/chemicalsecurity). These efforts are having a

positive impact: over 38,000 Top-Screens have been submitted to the Department via CSAT.

Additionally, the Department continues to focus on fostering solid working relationships with
state and local officials as well as first responders in jurisdictions with high-risk facilities. To
meet the risk-based performance standards under CFATS, facilities need to cultivate and
maintain effective working relationships—including a clear understanding of roles and
responsibilities—with local officials who would aid in preventing, mitigating and responding to
potential attacks. To facilitate these relationships, our inspectors have been actively working
with facilities and officials in their areas of operation, and they have participated in over 100
Local Emergency Planning Committee meetings to provide a better understanding of CFATS

requirements.

We are also working with the private sector as well as all levels of government to identify
facilities that may meet the threshold for CFATS regulation but that have not yet registered with
CSAT or filed a Top-Screen. We have completed pilot efforts at the state level with New York
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and New Jersey to identify such facilities in those jurisdictions. We are using these pilots to help
the Department identify other facilities for our follow up. Further, we have commenced targeted
outreach efforts to certain segments of industry where we believe compliance may need

improvement.

Internally, we are continuing to build the Infrastructure Security Compliance Division that is
responsible for implementing CFATS. We have hired, or are in the process of on-boarding,
more than 140 people, and we will continue to hire throughout this fiscal year to meet our
staffing goals of 268 positions. The FY 2011 budget request allows the Department to continue
to meet program goals for hiring, training, equipping, and housing inspectors as well as to

continue the development and deployment of compliance tools for covered facilities.

Legislation to Permanently Authorize CFATS

We have enjoyed a constructive dialogue with Congress, including this Committee, as it
contemplates new authorizing legislation. The Department recognizes the significant work that
this Committee and others, including the House Committee on Homeland Security and the House
Committee on Energy and Commerce, have devoted to drafting legislation to reauthorize the
CFATS program and to address chemical security at the nation’s water systems. We appreciate
this effort and look forward to continuing the constructive engagement with Congress on these

important matters.

The Department supports a permanent authorization for the CFATS program. The Department is
committed to working with Congress and other security partners to pass stand-alone chemical

security legislation that includes permanent authority beginning in FY 2011,

While we remain committed to providing the Congress with a draft of a comprehensive
authorization bill this fiscal year, we recognize the time constraints and challenges of passing
such comprehensive authorization laws; thus the President’s FY 2011 budget includes a request
for a one-year extension of the statutory authority for CFATS, to ensure the time, if needed, to

complete enactment of a permanent program while avoiding the sunset of the Department’s
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regulatory authority on Oct. 4, 2010. Given the complexity of chemical facility regulation, the
logistics of implementing, as well as the resource implications of any requirements considered in
prospective legislation, should be taken into account to avoid having the Department to
extensively revisit aspects of the program that are either currently in place or will be

implemented in the near future.

It is important to highlight that the Administration has developed a set of guiding principles for
the reauthorization of CFATS. The following principles are the foundation for the Department’s
legislative position on permanent CFATS reauthorization in line with the Administration’s

guiding principles:

¢ The Administration supports permanent authorization to regulate security of high-risk

chemical facilities through risk-based performance standards.

o The Department should be given reasonable deadlines by Congress to promulgate new
rules to implement any new legislative requirements. CFATS, as currently being

implemented, should remain in effect until they supplemented by new regulations.

* The Administration supports, where possible, using safer technology, such as less toxic
chemicals, to enhance the security of the nation’s high-risk chemical facilities. We
recognize, however, that risk management requires balancing threat, vulnerabilities, and
consequences with the costs and benefits to mitigate risk. Similarly, the potential public
health and environmental consequences of alternative chemicals must be considered with
respect to the use of safer technology. In this context, the Administration has established
the following policy principles in regards to inherently safer technologies (IST) at high-

risk chemical facilities:

¢ The Administration supports consistency of IST approaches for facilities
regardless of sector.

e The Administration believes that all high-risk chemical facilities, Tiers 1-4,
should assess IST methods and report the assessment in the facilities’ SSPs.

Further, the appropriate regulatory entity should have the authority to require
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facilities posing the highest degree of risk (Tiers 1 and 2) to implement IST
method(s) if such methods demonstrably enhance overall security, are determined
to be feasible, and, in the case of water sector facilities, consider public health and
environmental requirements.

» For Tier 3 and 4 facilities, the appropriate regulatory entity should review the IST
assessment contained in the SSP. The entity should be authorized to provide
recommendations on implementing IST, but it would not have the authority to
require facilities to implement the IST methods.

* The Administration believes that flexibility and staggered implementation would

be required in implementing this new IST policy.

The Administration supports maintaining the Department’s current Chemical-terrorism
Vulnerability Information regime for protecting sensitive information relating to
chemical facility security. This regime is similar to, but distinct from, other Sensitive But

Unelassified information protection regimes.

The Department supports amending the current exemption for drinking water and
wastewater facilities to specify that EPA would have the lead on regulating for security,
with the Department supporting EPA to ensure consistency across all sectors; this
consistency could be achieved, for example, by the use of CFATS compliance tools and
risk analysis with modifications as necessary to reflect the uniqueness of the water sector
and statutory requirements. As DHS and EPA have stated before, we believe that there is
a critical gap in the U.S. chemical security regulatory framework—namely, the
exemption of drinking water and wastewater treatment facilities from CFATS. We need
to work with Congress to close this gap to secure substances of concern at these facilities
and to protect the communities that they serve; drinking water and wastewater freatment
facilities that meet CFATS thresholds for chemicals of interest should be regulated. We
do, however, recognize the unique public health and environmental requirements and
responsibilities of such facilities. For example, we understand that a cease-operations
order that might be appropriate for another facility under CFATS would have significant

public health and environmental consequences when applied to a water facility.

10
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o The Department supports modifying the exemption for facilities regulated under the
MTSA to provide that each chemical facility currently subject to MTSA shall submit
information to the Secretary of Homeland Security to determine whether it would be
designated as a high-risk chemical facility under CFATS. This will also ensure
consistency across all sectors and provides important information for the Department to
continue to evaluate regulatory regimes as part of its ongoing CFATS/MTSA
harmonization efforts. The Secretary would be authorized to require the facility to update
its existing vulnerability assessments or Facility Security Plans under MTSA to provide

an adequate level of security.

«  With respect to the other current statutory exemptions, the Department supports:
o Maintaining the exemptions for Departments of Defense and Energy facilities;
and
o Amending the exemption for facilities regulated under the Nuclear Regulatory
Commission (NRC) to clarify the scope of the NRC exemption and to specify that
the Department of Homeland Security shall make the final determination as to

whether a nuclear facility is exempt.

Conclusion

The Department is collaborating extensively with the public, including members of the chemical
sector and other interested groups, to work toward achieving our collective goals under the
CFATS regulatory framework. In many cases, industry has voluntarily made tremendous
progress to ensure the security and resiliency of its facilities and systems. As we implement the
chemical facility security regulations, we will continue to work with industry, our other federal

partners, states, and localities to get the job done.
The Administration recognizes that CFATS reauthorization requires further technical work. The

Department is ready to engage in technical discussions with Committee staff, affected

stakeholders, and others to work out the remaining technical details. We must focus our efforts
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on implementing a risk- and performance-based approach to regulation and, in parallel fashion,
continue to pursue the voluntary programs that have already resulted in considerable success.
We look forward to collaborating with the Committee, industry, and government partners to
ensure that the chemical security regulatory effort achieves success in reducing risk in the

chemical sector.

Thank you for holding this important hearing. 1 would be happy to respond to any questions you

may have,
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Introduction

Good morning Mr. Chairman, Ranking Member Collins, and Members of the Committee. 1 am
Peter Silva, Assistant Administrator for Water at the United States Environmental Protection Agency. |
welcome this opportunity to discuss EPA's efforts to promote security and resiliency in the Water Sector
with an emphasis on our role in addressing chemical security at water facilities.

EPA has worked over the last several years to support the Water Sector in improving security and
resiliency, and | am pleased to report that the sector has taken its charge seriously. EPA has been
entrusted with important responsibilities for coordinating the protection of the Water Sector through
Congressional authorization under the Public Health Security and Bioterrorism Preparedness and
Response Act of 2002 (the Bioterrorism Act}, and through Presidential mandates under Homeland Security
Presidential Directives (HSPD) 7, 9 and 10. HSPD 22 (the domestic chemical defense) also applies o

water protection.

Promoting the security and preparedness of the Nation's water infrastructure remains a priority of
the Agency in a post-9/11 and post-hurricane Katrina world. A loss of water service can seriously
jeopardize the public health, economic vitality, and general viability of a community. In working with the

Water Sector, we have émphasized a multi-layered approach to security consisting of prevention,
1
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detection, response, and recovery so that we can assist water facilities in avoiding incidents and, should an

incident occur, in quickly identifying and recovering from such events.

Implementation of Section 1433 of the Safe Drinking Water Act

Existing statutory requirements address chemical security at drinking water systems to a degree.
Section 1433 of the Safe Drinking Water Act (added by the Bioterrorism Act of 2002) required each
community water system providing drinking water to more than 3,300 persons to conduct a vuinerability
assessment, certify its completion, and submit a copy of the assessment to EPA. These vulnerability
assessments addressed security at water systems comprehensively, from water collection to treatment and
distribution, and they specifically included the use, storage, or handling of chemicals. In addition, Section
1433 required each water system to prepare or revise an emergency response plan that incorporates the
findings of the vulnerability assessment and to certify to EPA that the system has completed such a plan.

Since 2003, EPA has received 100% of the vulnerability assessments and emergency response
plan certifications from large and medium community water systems serving more than §0, 000 people.
Over 99% of small community water systems serving between 3,300 and 50,000 people have submitted
their vulnerability assessments and emergency response plan cerfifications. EPA reviewed the vulnerability
assessments fo ensure compliance with Bioterrorism Act, and where necessary provided technical
assistance to individual drinking water systems to bring these systems into compliance. EPA also initiated

some enforcement actions against non-compliant systems.

EPA’s Role in Chemical Security for Drinking Water and Wastewater Utilities

EPA's current approach for addressing chemical security in the Water Sector involves a long-

standing effort fo promote the voluntary adoption of countermeasures by water facilities. Before | discuss
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some of these activities, however, | would fike to take a step back to consider the broader implications of
chemical security for the Water Sector. Itis of paramount importance for us to acknowledge in this
discussion that the primary purpose of drinking water systems is the provision of safe drinking water, while
that of wastewater systems is the protection of water bodies. In fact, the effective treatment of drinking

water to control infectious diseases like typhoid and cholera has been hailed by the U.S. Centers for

Disease Control and Prevention as one of the greatest public health achievements of the twentieth century.

Therefore, authorizing language should allow for a consideration of this essential public health and
environmental mission, particularly with respect to any provision which may require a facllity to consider
alternative water treatment processes. In other words, chemical security regulations when applied to the
water sector should enable a reasoned balance of multiple, important factors so that we can achieve the
joint policy goals of protecting public health and the environment while enhancing security. Such factors
include: efficacy of treatment in meeting public health and environmental requirements, security concems,

refiability of treatment, source water characteristics, feasibility, and operator safety.

Tools and Technical Assistance

EPA has worked closely with the water sector to assess and reduce the risks associated with
hazardous chemicals. To this end, EPA and industry associations, often in partnership, have developed
tools, fraining and technical assistance to help water utilities identify and mitigate those risks. A few

examples of our efforts are as follows:

1. We developed tools that assist water systems with assessing vulnerabilities, including chemical

storage and handling. Examples of the tools include:

o The Vulnerability Self Assessment Tool (VSAT™) - a software package that supports water

3
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and wastewater ufility vulnerability assessments using a qualitative risk assessment
methodology;

s The Security Vulnerabilify Self-Assessment Guide for Small Drinking Water Systems - a
manual specifically designed to help small water systems conduct vulnerability assessments;
and

s The Securily Vulnerability Self-Assessment Guide for Very Small (<3,300) Systems, which
assists these systems in assessing their critical components and identifying security measures
that should be implemented.

2. Under the Bioterrorism Act of 2002, EPA created a document to “provide baseline information to
community water systems...regarding which kinds of terrorist attacks or other infentional acts are
the probable threats to: (A} substantially disrupt the ability of the system fo provide a safe and
reliable supply of drinking water, or (B) otherwise present significant public health concerns.” The
baseline threat document addressed vulnerabilities related to the use, transfer and storage of
chemicals, including the evaluation of different disinfection options. EPA provided this document fo
drinking water facilities to assist them in conducting their vulnerability assessments.

3. The National Association of Clean Water Agencies (NACWA) has worked with the Depariment of
Homeland Security {DHS) and EPA to create a Chiorine Gas Decision Tool for Water and
Wastewater Utilities. The Tool is designed fo provide utifities with a user-friendly, but thorough,
means of evaluating alternatives to chlorine gas disinfection.

4, EPA created a series of Security Product Guides that assist water facilities with making
enhancements to reduce risks and protect against man-made and naturally occurring events.
These guides provide recommendations for improving physical security, such as the use of

barriers, placement and security of aboveground equipment, selection of fencing materials, and the
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use of visual surveillance monitoring systems, all of which can help to secure hazardous chemicals
used by water facilities.

5, We funded a cooperative agreement with the American Society of Civil Engineers, the American
Water Works Association, and the Water Environmental Federation to develop Voluntary Physical
Security Standards for drinking water and wastewater systems. Completed in December 2006,
these voluntary standards address storage of hazardous or toxic chemicals, including chlorine and
ammonia gas.

6. Together with the National Oceanic and Atmospheric Administration, EPA developed ALOHA
{Aerial Locations of Hazardous Atmospheres) and RMP*Comp ~ software tools that many water
utilities and other facilities use to mode! the dispersion of hazardous substances. DHS uses

RMP*Comp in its Chemical Facilities Anti-Terrorism Standards (CFATS) program.

Risk Management Plans

In addition to the above activities, EPA's Chemical Accident Prevention Provisions (40 CFR 68.1 -
.220), developed under the authority of the Clean Air Act, Section 112(r), require ufility processes
containing certain levels of specific hazardous substances fo implement an accident prevention program,
conduct a hazard assessment, prepare and implement an emergency response plan, and submit fo EPA a
summary report known as a risk management plan (RMP). The RMP must describe the facility's accidental
release prevention and emergency response policies, the regulated substances handled at the facility, the
worst-case release scenario(s) and alternative release scenario(s), the 5-year accident history of the
facility, the Emergency Response Plan, and planned changes to improve safety at the facility (see 40 CFR

Part 68). Hazardous chemicals of most relevance to the Water Sector, including gaseous chlorine,
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ammonia, sulfur dioxide, and chlorine dioxide, trigger RMP regulatory requirements if they exceed certain

threshold quantities.

Considerations for Chemical Security in the Water Sector

It is important to note that the Administration has developed a set of guiding principles for the
reauthorization of the Chemical Facility Anti-Terrorism Standards (CFATS) program and for addressing the
chemical security of our nation's wastewater and drinking water treatment facilities. These principles are;

1) The Administration supports permanent chemical facility security authorities and a detailed and
deliberate process for doing so, hence our preference for that process to be completed in FY10.

2) Nonetheless, CFATS single year reauthorization in this session presents an opportunity to promote
the consideration and adoption of inherently safer technologies (IST) among high risk chemical
facilities. We look forward te working with this Committee and others on this important matter.

3) CFATS reauthorization also presents an opportunity to close the existing security gap for
wastewater and drinking water treatment facilities by addressing the statutory exemption of these
facilities from CFATS. The Administration supports closing this gap.

As we have stated to Congress before, we believe that there is a critical gap in the U.S. chemical security
regulatory framework—namely, the exemption of drinking water and wastewater treatment facilities. We
need to work with Congress to close this gap in order to secure substances of concern at these facilities
and to protect the communities they serve. Drinking water and wastewater treatment facilities that meet
CFATS thresholds for chemicals of interest should be regulated. We do, however, recognize the unique
public health and environmental requirements and responsibilities of such faciliies. For example, we
understand that a “cease operations” order that might be appropriate for another facility under CFATS
would have significant public health and environmental consequences when applied to a water facility.

The Administration also has established the following policy principles in regards to regulating security ét
water sector facilities:
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« EPA should be the lead agency for chemical security for both drinking water and wastewater
systems, with DHS supporting EPA's efforts.

s To address chemical security in the water sector, EPA would utilize, with modifications as
appropriate given statutory requirements and the uniqueness of the sector, DHS’ existing risk
assessment tools and performance standards for chemical facilities.

« DHS should be responsible for ensuring consistency of high-risk chemical facility security across all

18 critical infrastructure sectors.

« Where possible, we support using safer technology, such as less toxic chemicals, to enhance the
security of the nation’s high-risk chemical storing facilities, Facilities posing the highest degree of
risk should be required to implement IST method(s) if such methods enhance overall security, are
feasible, and consider public health and environmental requirements.

In addition to articulating these principles, | would like to present the Agency's view of the
appropriate division of regulatory labor between EPA and the states, EPA supports legislative authority
which would provide the states with an important role in regulating chemical security at water systems,
including a prominent state role in IST determinations and auditing/inspections. This federal partnership
with the states would leverage long established EPA-state relationships under the drinking water and

wastewater programs, as well as the states’ expertise and familiarity with individual water faclilities,
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CONCLUSION

Over the past several years, we have made progress in ensuring the security of our nation's
drinking water and wastewater systems. We have produced a broad array of tools and assistance that the
Water Sector is using to assess its vulnerabiliies, reduce risk, and prepare for emergencies, including
chemical theft and release. In developing these tools, we have worked effectively with our partners within

the sector, and also reached out to build new relationships beyond the sector, to ensure that water utilities

can be prepared fo prevent, detect, respond fo and recover from intentional incidents and natural disasters.

With respect to security at water sector facilities, we look forward to continuing fo work with
members of the Committee on legislation that ensures the security of drinking water and wastewater
facilities while supporting the critical mission of these facilities for public health and environmental
protection,

Thank you again for the opportunity to testify about our role in water security. | would be happy

to answer any questions you may have.
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Chairman Lieberman, Ranking Member Collins and Members of the Committee,
I am Dr. Darius Sivin, a Legislative Representative for the International Union,
United Automobile, Aerospace & Agricultural Implement Workers of America
(UAW). The UAW represents over one million active and retired workers. | have
been serving as a legislative representative for the UAW since November, 2007,
Before that, | worked in the UAW Health and Safety Department as an industrial
hygienist.

The UAW appreciates the opportunity to testify at this hearing on “Chemical
Security: Assessing Progress and Charting a Path Forward.” The UAW and
more than 50 partners in a coalition of labor, public interest, public health and
environmental organizations strongly believe that the existing Chemical Facility
Anti-Terrorism Standard (CFATS) is inadequate. in our judgment, the path
forward should be a comprehensive chemical security bill at least as strong as
the legislation passed by the House last year, the "Chemical and Water Security
Act of 2008" (H.R. 2868). We urge this Committee and the entire Senate to act
promptly to approve such legislation.

Importance of Chemical Security

The Department of Homeland Security (DHS) has identified approximately 6,000
high risk U.S. chemical facilities and classified them into four tiers. This number
does not include any drinking water or wastewater facilities, which are explicitly
excluded from CFATS by its authorizing legislation. According to a 2009
Congressional Research Service review of Environmental Protection Agency
(EPA) data', aimost 100 U.S. chemical plants each put 1 million or more people
at risk. Union members are concerned that their workplaces and communities
are not adequately protected from deadly terrorist attacks on chemical facilities
and drinking water systems. Employees are the ones who will get hurt first and
worst in the case of an attack.

The UAW represents workers at more than 15 facilities that are required to file
EPA risk management plans (RMPs), and are therefore potentially covered by
chemical security legisiation. These inciude a chemical manufacturer in Adrian,
M! and a wastewater facility in Detroit, both of which use chlorine gas by the rail
car. Because so many of our members live and work in the vulnerability zone of
the Detroit wastewater facility, which includes over 2 million people, we take no
comfort in the fact that Detroit has recently been a terrorist target. We are
encouraged by the fact that eleven wastewater treatment facilities in Michigan
have already converted from chlorine gas to ultraviolet light or liquid chlorine
bleach. it is likely that the Detroit facility can do the same.

! Shea DA (2009). Memorandum to Honorable Edward Markey Re: RMP Facilities in the United States as
of December 2009. Washington DC: Congressional Research Service.
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Other UAW-represented facilities that are required to file RMPs include:

- a pigment facility in St. Louis, MO where an attack could expose up to 88
thousand people to anhydrous ammonia:

- a brewery in Trenton, OH, where an attack could expose over nine
thousand people to anhydrous ammonia: and

- a plumbing fixture manufacturer in Searcy, AR, where an attack could
expose over 9, 500 people to anhydrous ammonia.

Water Facilities

The UAW believes that water facilities should be covered by chemical security
legislation. In 2006, the Government Accountability Office reported that two
thirds of large U.S. wastewater facilities use a disinfectant other than chiorine gas
or plan to switch away from chiorine gas®. An April, 2007 report by The Center
for American Progress (CAP) indicated that, between 1999 and 2007, at least six
drinking water and 19 wastewater facilities that had previously used chlorine gas
by the railcar switched to a less hazardous disinfectant, such as liquid bleach or
ultraviolet light. As a result, about 26 million people in nearby communities and
millions more along rail delivery routes were no longer threatened by chiorine gas
from these facilities. CAP reported that the cost of converting from the use of
chlorine gas was typically no more than $1.50 per ratepayer per year and often
much less. According to the same report, 24 drinking water and 13 wastewater
facilities still used rail shipments of chiorine gas, posing a potential danger to
more than 25 million Americans living nearby, and millions more near railways
that deliver the chlorine gas®. In our judgment, the low cost of conversion and
the large number of people who would be protected by eliminating the possibility
of chiorine gas releases argue strongly for the inclusion of drinking water and
wastewater facilities in comprehensive chemical security legislation.

Extending CFATS is Inadequate: Comprehensive Legislation is Necessary

The UAW and more than 50 other labor, public interest, public health and
environmental organizations have endorsed comprehensive chemical security

2 Government Accountability Office. (GAQ, 2006). Securing Wastewater Facilities: Utilities Have Made
Important Upgrades, but Further improvements to Key System Components May be Limited by Costs and
Other Constraints. Washington DC: GAO http://www.gao.gov/new.items/d06390.pdf

(Accessed Feb 25,2010)

* Orum P. (2007). Toxic Trains and the Terrorist Threat

How Water Utilities Can Get Chlorine Gas Off the Rails and Out of American Communities. Washington
DC: Center for American Progress.

http://www.americanprogress.org/issues/2007/04/chemical_security_report.html (Accessed Feb 235, 2010)
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legislation. We oppose a mere extension of the existing Chemical Facility Anti-
Terrorism Standard (CFATS) for several reasons:

1. The authorizing statute (Public Law 108-295, Section 550) exempts more
than 2500 water treatment facilities, some of which put major cities, such
as Detroit, at risk. These facilities need to be covered.

2. Under Section 550, DHS may not disapprove a site security plan based on
the presence or absence of a particular measure. This means that the
Department cannot even require a facility to assess methods to reduce the
consequences of an attack. It also would be very difficult for DHS to
disapprove of a plan that indicates that a surveillance camera would be
placed in a gaping hole in fence rather than fixing it. To disapprove of the
plan, DHS would have to prove that the camera did not achieve the same
level of "performance” as fixing the fence.

3. Although background checks are one of the CFATS performance
standards, CFATS provides. no redress procedure for an employee who
poses no security risk, but who suffers an adverse employment decision
due fo erroneous or irrelevant information arising from a background
check. In contrast, H.R. 2868 limits the kinds of information that could be
used to justify an adverse employment decision. It also provides
procedures for seeking redress if adverse decisions result from erroneous
or irrelevant information.

4. Section 550 fails to recognize that the success of any government security
program requires the public to have enough information to hold the
government accountable. Excessive secrecy does not increase security.
Instead, it simply provides cover for officials who may be failing to live up
to their responsibilities. Although it would be dangerous to make public
information concerning specific vulnerabilities of specific facilities, it is still
important to provide the public with enough information to make an
evaluation as to whether the government is adequately carrying out its
duties. The strong information protection provisions of Section 550 are
not adequately balanced with any obligations on the part of DHS to
disclose what kinds of enforcement activity it is or is not engaging in. The
impact on security of such a duty to disclose could only be beneficial.

It has been argued that, despite its flaws, CFATS should not be replaced by
comprehensive chemical security legislation because this supposedly wouid
force facilities to redo work they had already done or strand investments they had
already made. This argument simply ignores the fact that H.R. 2868 was
intentionally written to build seamlessly on the existing CFATS standard. The
House bill adds some requirements to the existing standard, but it does not
change the form or substance of compliance. Work that has already been done
to comply with the existing standard will not have to be redone. Marty Durbin,
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Vice President for Federal Affairs of the American Chemistry Council (ACC)
acknowledged this in his congressional testimony of October 1, 2009, when he
stated:

We're pleased to see the legislation reflect many of the security
measures that will be implemented under CFATS, and we appreciate
the efforts made to minimize duplication of effort by facilities that
have already acted or will take further action under the program®*.

Thus, the UAW believes that passage by the Senate of a bill similar to H.R. 2868
would provide continuity and permanence to the CFATS program. It would not
be disruptive.

The UAW and our coalition partners support comprehensive chemical security
legislation at least as strong as H.R. 2868 that would fix the problems we have
identified with CFATS. Such legislation should:

- Cover water facilities;

- Require assessments of methods to reduce the consequences of an
attack at all tiered facilities, and allow DHS to require implementation of
such methods, under specific conditions, at the highest risk facilities, while
providing funding for implementation;

- Provide for employee training in chemical security and allow for
participation by employees and their representatives in facility inspections
and in the development and implementation of security vulnerability
assessments and site security plans; and

- Provide citizens with enough information to determine whether the
government is adequately protecting their security and provide citizens
with procedures for holding the government accountable.

Process that led to passage of H.R. 2868

The UAW and our coalition partners welcomed the passage of H.R, 2868 as a
compromise measure that would improve protection for our members and their
families and communities. | would like to thank the American Chemistry Council
(ACC) for the constructive role it played in the passage of that bill. The ACC’s
spirit of compromise was reflected in both congressional testimony and in a letter
to Chairman Waxman. On October 1, 2008, Marty Durbin, Vice President for

* Durbin M. (2009). Statement of Marty Durbin Vice President, Federal Affairs American Chemistry
Council before the United States House of Representatives Energy and Commerce Subcommittee on Energy
and the Environment Legislative Hearing on H.R. 2868 “The Chemical Facility Antiterrorism Act of 2009"

http://fenergycommerce.house.gov/Press_111/20091001/durbin_testimony.pdf (Accessed Feb 25, 2010}
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Federal Affairs of the ACC, stated the following to the House Committee on
Energy and Commerce:

1 would like to acknowledge the willingness of this committee to seek our
input, and both to consider and understand our viewpoint. We have had
constructive discussions that | hope will continue as we work together
and the legislation progresses...}

In a letter to Chairman Waxman, dated October 20, 2009, Cal Dooley, President
and CEO of the ACC, stated: “The Chemical Facility Anti-Terrorism Act of 2009,
HR 2868, is the appropriate vehicle for ensuring a permanent CFATS program.”
He further stated: “the manager's amendment reflects several months of serious,
constructive dialog that has, | believe, resulted in important improvements to H.R.
2868." He went on to praise changes that made the bill more to ACC'’s liking in
the areas of employee participation and training, inspections, harmonization of
the Maritime Transportation Security Act (MTSA) with CFATS and civil suits. The
UAW and our coalition partners were pleased with the spirit of compromise
shown by the ACC in the process that led to the passage of the H.R. 2868. In
that spirit of compromise, we endorsed the bill even though it did not include
everything we would have liked in government accountability, implementation of
methods to reduce the consequences of an attack and worker protections. We
look forward to working with the ACC in that same spirit of compromise as
chemical security legislation is considered by the Senate.

Protecting Jobs

The UAW is confident that that there is no threat o jobs from the provisions in
H.R. 2868 that provide for implementation, under specified conditions, of a
facility's own proposed methods to reduce the potential consequences of a
terrorist attack. A European study of a broader category of technological
changes that includes safer and more secure technologies found that these
changes had no significant impact on employment. The San Francisco Chronicle
reported that Clorox plans to switch from chiorine gas to high strength bleach in
its household bleach manufacturing process in seven U.S. facilities. The
company expects no impact on jobs®. A Schweitzer-Mauduit paper mill in New
Jersey converted from using rail cars of chlorine gas to generating chlorine
dioxide on site. No jobs were lost as a result of this conversion’. In contrast, jobs
can be lost when disasters strike facilities, whether intentionally or unintentionally
caused. On July 7, 2009 the Delco Times, a Philadelp hia area newspaper,
reported that 40-50 jobs will be lost because Sunoco has decided not to rebuild

s .

Ibid
© Brown S. (2009) “Clorox to make changes at bleach plants.” San Francisco Chronicle.
http://sanfrancisco bizjournais com/sanfrancisco/stories/2009/11/02/daily17.html (Accessed Feb 25, 21010)

" Patel D Engler R and Coyle D. (2008). Still at Risk: Protecting New Jersey Jobs, Families,
and Hometowns From Toxic Chemical Disasters. Trenton: New Jersey Work Environment Council.
http://www. niwee.org/PDF /5t 11%20at<l020Risk%20Repo~102000t<1/02008.pdf

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000075 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.031



VerDate Nov 24 2008

70

an etéwylene unit that was damaged in an explosion that took place on May 17,
2009°.

If there are exceptional cases in which implementation of methods to reduce the
consequences of an attack would threaten jobs at a particular facility, the
language in H.R. 2868 prevents implementation. An October 30, 2009 letter to
the House, sighed by the UAW and five other unions, including the United
Steelworkers, who represent more chemical workers than any other union, and
the International Chemical Workers Union Council, states the following:

In our judgment, the legislation adequately protects jobs by requiring
DHS to show that implementation of security plans "would not
significantly and demonstrably impair the ability of the owner or operator
of the covered chemical facility to continue the business of the facility at
its location.

Moreover, the implementation provisions of the bill apply to only a small number
of facilities, all of which have the opportunity to appeal. A November 5, 2009
letter urging Representatives to vote for final passage of H.R. 2868 without
weakening amendments was signed by Louisiana Congressman Charlie
Melancon and four of his colleagues from the Blue Dog Coalition. That letter
says:

DHS has estimated that these provisions will apply to less than 3 percent
of all facilities under the regulations, or about 100-200 facilities. The
legislation also provides a robust technical appeals process for chemical
facilities that disagree with this determination. The Energy and Commerce
Committee developed this provision using considerable input from the
largest chemical industry association, the American Chemistry Council.

In conclusion, the UAW believes that now is the time to ensure the security of our
chemical and water facilities, as well as that of the Americans who work in them
and live near them. The existing CFATS regulations are inadequate. It is
imperative that Congress move forward on true chemical and water security. We
strongly urge this Committee and the entire Senate to approve a support
comprehensive chemical security bill at least as strong as H.R. 2868. We look
forward to working with the Members of this Committee on this important issue.
Thank you.

DS/AR:Ib
opeiud94
18662

8 hitp://www.delcotimes.com/articles/2009/07 /07/opinion/doc4a5328eat27dd959040 181.txt (Accessed July 20,
2009)
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1. Security is one of the Chemical Industry’s Top Priorities

The American Chemistry Council (ACC) represents the leading chemical companies in the
United States who produce the essential products critical to everyday life. The business of
chemistry is a critical aspect of our nation's economy; employing more than 800,000 Americans
and producing more than 19 percent of the world’s chemical products. In fact, more than 96%
of all manufactured goods are directly touched by the business of chemistry. ACC members
provide the chemistry used to produce life saving medications and medical devices; the body
armor used by our men and women in the military and law enforcement; the light weight
components for vehicles that help improve gas mileage; the energy saving building insulation
and windows; silicon for solar panels and the durable, and light weight wind turbine blades that
help provide green energy to name but a few.

Because of our critical role in the economy and our responsibility to our communities, security
continues to be a top priority for ACC members. In 2001, our members voluntarily adopted an
aggressive security program that became the Responsible Care® Security Code (RCSC).
Responsible Care implementation is mandatory for all members of the ACC and is regularly
reviewed by independent, credentialed third-party auditors. The RCSC is a comprehensive
security program that addresses both physical and cyber security vulnerabilities, which requires
ACC members to perform a comprehensive assessment of its security risks and to implement
appropriate protective measures throughout a company's value chain. The RCSC has been a
model for state-level chemical security regulatory programs in New Jersey, New York and
Maryland and was deemed equivalent to the U. S. Coast Guard's Maritime Transportation
Security Act (MTSA). To date, ACC members have invested over $8 billion dollars in security
enhancements under the auspices of the RCSC and in compliance with CFATS.

2. DHS and Industry Have Made Significant Progress Toward Increased Chemical Facility
Security.

On April 9, 2007 the U. 8. Department of Homeland Security published the “Chemical Facilities
Anti-terrorism Standards,” (CFATS). This comprehensive Federal regulatory program requires
high-risk chemical facilities to register with DHS (Top Screen), conduct a thorough site security
assessment and implement protective measures that comply with 18 risk based performance
standards (RBPS). The RBPSs identify the specific areas for which a covered facility's security
posture will be examined such as perimeter security, access control, personnel surety and
cyber. To meet the RBPSs, covered facilities can select security programs or processes they
deem appropriate for their site-specific circumstances so long as they achieve the requisite leve!
of performance in each area.

Since CFATS became effective in June 2007, DHS has reviewed nearly 38,000 Top-Screen
submissions and has notified more than 7,000 facilities of their high-risk designations and
preliminary tiers. As a result, the number of high risk chemical facilities has been reduced by
nearly 1000 facilities. According to DHS, this reduction has been due largely to the voluntary
material modifications that have lowered or even eliminated the use and storage of hazardous
chemicals onsite, thus lowering their risk profile and increasing the safety to our communities.
This clearly demonstrates that CFATS is working and should be fully supported.

Of those remaining, DHS has assigned final tiers to 3507 facilities including 225 Tier 1 sites,
515 Tier 2 sites, 1064 Tier 3 sites and 1703 Tier 4 sites. Each of these sites is in the process of
reviewing their site security plans. DHS inspectors have begun to conduct preliminary
inspections of Tier 1 facilities. And DHS will begin the first wave of compliance inspections in the
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first quarter of 2010. These inspections are designed to verify that facilities are doing what they
said they would do and that the protective measures meet the established performance level
commensurate with their level of risk.

For ACC members, this is exactly what a strong regulatory approach must do - set a high bar
through performance-based standards and then hold facilities accountable. The approach
taken by CFATS allows facilities to utilize a full range of potential security enhancements
depending on local site conditions and risk thus maximizing their potential effectiveness.

CFATS is a robust, comprehensive and demanding chemical security regulatory program. It will
require significant additional investment from ACC member company facilities deemed “high
risk.”

3. Congress Must Provide DHS with Sufficient Resources to Protect Chemical
Facilities and Make CFATS Permanent

DHS staff has demonstrated outstanding commitment and effort to effectively and expeditiously
implement the current CFATS program. ACC urges Congress to continue to provide the agency
with the necessary resources to handle the workload and to ensure that chemical facility
security is properly implemented in a timely manner. We were therefore pleased to see that
Congress approved the DHS 2010 budget request and provided a one-year extension for
CFATS to November 2010. While this extension is helpful, we encourage Congress to provide
permanence to the CFATS program, ensuring certainty and providing stability so the industry
can continue to move forward making security investments.

4. ACC Supports Effective Chemical Facility Security Regulations.

On February 4th, Senator Collins (R-Me) introduced a bipartisan bill to extend the current
CFATS regulations for five years. Titled “Continuing Chemical Facilities Antiterrorism Security
Act of 2010", S. 2996 would give DHS sufficient time to fully implement standards that it
developed in 2007. ACC supports that objective and this bi-partisan legislation. §.2996 will go a
long way to provide certainty and to ensure that this country continues to benefit from the
security measures in place, while recognizing the significant efforts currently underway.

Under the current CFATS program thousands of facilities across the U. 8. are taking significant
steps to secure their sites against a terrorist attack. DHS and industry are working diligently to
implement CFATS as effectively and as fast as possible. DHS personnel have conducted
reviews of site-specific vuinerability information and are assisting facilities as they develop site
security plans. DHS is in the process of visiting the regulated sites to review and approve their
security plans. This will include assessing how each facility has addressed the applicable risk
based performance standards which is a complex, site-specific, evaluation.

5. Inherently Safer Technologies

We believe that it is unnecessary and inadvisable for Congress to provide DHS the authority to
mandate prescriptive chemical process changes by including an IST provision within the CFATS
regulatory program. Through the use of Risk Based Performance Standards, CFATS has
demonstrated that it drives facilities to consider all possible risk-reduction options, including
inherently safer approaches, when developing a site security plan. The highest risk facilities
subject to CFATS face significant capital investments to implement enhancements, thus
providing the incentive for the facility to consider all such risk reduction options in order to move
into a lower risk based tier, or potentially out of the program. While you can't mandate
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innovation, CFATS already provides the incentives to unleash the ingenuity, expertise and
resources of the chemical industry. Congress should not abandon a strategy that employs
performance-based security standards that recognizes the need for site-specific solutions and
that holds facilities accountable, while avoiding the potential for risk shifting.

6. Should water systems be covered under CFATS?

Safety and security should be a top priority for every facility that produces stores or uses
chemicals. If Congress expands the sectors covered by either CFATS or a separate initiative,
ACC believes that the regulatory approach should be consistent across sectors. Security
programs should be performance-based and implemented to address the specific needs and
circumstances of each individual facility. The use of chlorine to help provide safe drinking water
is widely recognized as one of the most important public health advances in history. in the early
20™ century, tens of thousands people died each year of water-borne diseases such as cholera
and typhoid fever. Drinking water chiorination and filtration have helped to virtually eliminate
these diseases in the U.S. As with other applications of chemistry, any security standards for
the water sector must focus on reducing overall security risks without compromising the
essential services that these facilities provide.

In Conclusion ‘

We agree that our shared priority is to enhance security at chemical sites nationwide. ACC
members have invested $8 billion in security enhancements including both physical and cyber
security protections through the RCSC and the chemical industry are covered by the one of
most comprehensive Federal regulatory programs in existence. The members of ACC and the
chemical industry are committed to continuing an aggressive approach to safeguarding
America's chemical facilities. It is in this spirit, we are offering our assistance to continue to work
with the DHS and members of Congress in support of our shared mission.
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Good morning, Chairman Lieberman, Ranking Member Collins, and members of the Commiittee.
My name is Stephen Poorman, and I am the International Environment, Health & Safety
Manager for FUJIFILM Imaging Colorants Ltd. I am pleased to provide this testimony regarding
the Chemical Facility Anti-Terrorism Acts Standards (CFATS). I speak before you today on
behalf of the Society of Chemical Manufacturers and Affiliates (SOCMA), of which FUJIFILM
is a member.

Less than four years ago, and working in a bipartisan manner, Congress enacted a strong
chemical security regulatory program. It was this committee’s sustained effort over two years
that drove that legislation. Thanks to the bipartisan leadership shown by your committee, the
U.S. Department of Homeland Security (DHS) and regulated facilities are deep in the middle of
implementing this vital program in a focused, cooperative manner, We urge you not to upset —
and further delay ~ this important process by sending DHS and regulated facilities back to the
drawing board.

SOCMA strongly supports DHS’s current CFATS program, This demanding program is now
requiring over six thousand chemical facilities nationwide to develop and deploy meaningful
security enhancements. It protects facilities against attack without impairing the industry’s ability
to remain innovative and maintains some of the nation’s highest paid jobs in the manufacturing
sector.

Congress can best assure the CFATS’s program’s success and forward momentum by passing S.
2996, the Continuing Chemical Facilities Antiterrorism Security Act of 2010, recently
introduced by Ranking Member Collins, together with Senators Pryor, Voinovich, and Landrieu.
This bill would reauthorize the CFATS program until 2015, thus allowing DHS and facilities to
remain focused on successfully implementing that program as quickly as possible.

The House has taken a very different approach than the Senate so far to address the future of
CFATS. First, it approved largely a partisan bill (H.R. 2868) with no support from the minority -
- not a single vote in favor. That bill includes provisions that are fundamentally unwise and
potentially counterproductive to our shared goal of preventing terrorist incidents at chemical
facilities. The House bill was approved despite testimony from numerous witnesses who shared
strong concerns regarding these provisions. After sharing with you what steps SOCMA and its
members have taken before and within the CFATS program, I will explain why we support S.
2996 and why we respectfully, but strongly, oppose any mandate that facilities implement so-
called inherently safer technology (“IST”).

Despite what you will hear today about how the House’s version of mandatory IST would not
impact jobs, I ask that you take seriously our concerns about job impacts. As the voice of many
small and large chemical manufacturers that employ thousands of employees in key
manufacturing states such as Connecticut, Michigan, Arkansas, Delaware, and Missouri, we
stand to lose greatly. It is a wonder why IST proponents still support such a provision when there
is so much uncertainty about the concept and how DHS could apply it -- and during a historic
economtic recession in which our nation’s unemployment rate still stands at nearly 10%.
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L SOCMA and the Current State of Chemical Facility Security
A. SOCMA

SOCMA is the leading trade association representing the batch, custom and specialty chemical
industry. SOCMA’s nearly 300 member companies employ more than

100,000 workers across the country and produce some 50,000 products — valued at $60 billion
annually — that make our standard of living possible. From pharmaceuticals to cosmetics, soaps
to plastics and all manner of industrial and construction products, SOCMA members make
materials that save lives, make our food supply safe and abundant, and enable the manufacture of
literally thousands of other products. Over 80% of SOCMA’s active members are small
businesses.

ChemStewards® is SOCMA’s flagship environmental, health, safety and security (EHS&S)
continuous performance improvement program, It was created to meet the unique needs of the
batch, custom, and specialty chemical industry, and reflects the industry’s commitment to
reducing the environmental footprint left by members’ facilities. As a mandatory requirement for
SOCMA members engaged in the manufacturing or handling of synthetic and organic chemicals,
ChemStewards is helping participants reach for superior EHS&S performance.

B. SOCMA’s Security Achievements to Date

Maintaining the security of our facilities has always been a priority for SOCMA members, and
was 5o before September 11. After the tragic events of 9/11, SOCMA members did not wait for
new government regulations before researching, investing in and implementing additional and
far-reaching facility security measures to address these new threats. Under the ChemStewards
initiative, SOCMA members were required to conduct security vulnerability assessments (SVAs)
and to implement security measures.

SOCMA designed an SVA methodology specifically for batch, custom and specialty chemical
facilities that was approved by the Center for Chemical Process Safety (CCPS) as meeting its
requirements for an effective methodology. SOCMA members have spent billions of dollars and
have devoted countless man-hours to secure their facilities and operations. These investments
will naturally continue for the foreseeable future.

Many (though by no means all) SOCMA member company facilities are encompassed by the
CFATS program. These facilities have completed and submitted their Top-Screens and SVAs
and, as notified by DHS, have initiated or completed their Site Security Plans (SSPs).

These plants are implementing additional required security measures and are being (or will soon
be) inspected by DHS to verify the adequacy of those plans and their conformance to them.
Many of our member companies” other facilities comply with the Coast Guard’s facility security
requirements under the Maritime Transportation Security Act (MTSA).

Looking well beyond regulatory requirements, our members have also partnered with DHS on
many important voluntary security initiatives and programs, including the Risk Assessment
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Methodology for Critical Asset Protection (RAMCAP), the Buffer Zone Protection Plans, and
the Homeland Security Information Network (HSIN). SOCMA is a founding member of the
Chemical Sector Coordinating Council, which has served as a model for how critical
infrastructure sectors should work together and with DHS.

Through these councils and other avenues, we and our members have developed close and open
working relationships with DHS and other federal agencies, and with state and local
governments, to exchange information and coordinate roles in maintaining the security of our
critical chemical facility infrastructure. These actions have included holding joint training
exercises and conducting annual security conferences that involve federal and state government
officials with security expertise. Industry personnel from the largest companies to the smallest
have shared best practices at association meetings and conferences.

C. Preserving the Progress under CFATS

While we will leave a detailed progress report on the CFATS program to DHS, SOCMA wants
to emphasize that we regard the program thus far as a success. Almost 40,000 facilities have
submitted Top-Screens, close to 7,000 have completed SVAs, and DHS has now requested SSPs
from facilities in all four tiers of the program, including the great majority of Tiers 1-3. Top tier
SSPs have undergone reviewed and inspections are now starting. Of perhaps greatest interest to
many members of this panel, we understand that more than 1000 facilities — roughly 15 percent
of the preliminarily tiered facilities- have changed processes or inventories in ways that have
enabled them to screen out of the program. Thus, as predicted, CFATS is driving facilities to
reduce inherent hazards, where doing so is in fact safer, does not transfer risk to some other point
in the supply chain, and makes economic sense.

To fully gauge the effectiveness of the CFATS program, Congress should allow it to be fully
implemented — for all tiered facilities to fully comply (or be brought into compliance). Thus,
Congress should reauthorize the underlying statute for another five years — as S. 2996 would do
— or simply make the current program permanent.

The House-approved bill, H.R. 2868, would jeopardize the progress that industry and DHS have
made together under CFATS. The bill’s requirement of mandatory implementation of IST would
shift DHS’s focus from securing our industry against terrorism to conducting engineering and
chemistry assessments, while potentially phasing out legitimate products that improve our daily
lives and enhance our safety.

1L SOCMA supports S. 2996

SOCMA strongly supports S. 2996. It will reauthorize the CFATS program until 2015, thus
allowing DHS and facilities to remain focused on successfully implementing that program as
quickly as possible.

SOCMA is also generally supportive of the bill’s provisions to create voluntary chemical
security training and exercise programs. Properly executed, such programs would enhance the
capabilities of high-risk chemicals faculties to prevent, prepare and respond to acts of terrorism.
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Similar to provisions in the SAFE Ports Act, these features of the bill would create valuable
solutions to protect our nation’s critical infrastructure from a terrorist attack. Training and
exercise programs would support a collaborative environment, involving federal, state, and local
governments, facilities, and public and private universities, all dedicated to achieving the goals
set forth in the National Infrastructure Protection Plan.

SOCMA does encourage the Committee to clarify three provisions of the bill:

o The language addressing both the training and exercise programs calls for an evaluation
“against clear and consistent performance measures.” It is not evident, however, what
sorts of performance measures are envisioned. Further guidance, either in bill or report
language, would assist DHS and others in understanding Congress’s intent.

e The language regarding training calls for it to “[a)ddress[] security requirements under
chemical facility security plans.” Chemical facility site security plans are protected
Chemical-terrorism Vulnerability Information, which should not be disclosed to the
public. Any training would need to ensure that such information is not compromised.
An alternative formulation might be to call for training to enable facility personnel to
assure attainment of applicable Risk-Based Performance Standards. A publically-
available DHS guidance document provides additional detail on these standards.

® Finally, we ask the Committee to consider further the requirement of training programs to
“individuals in neighborhoods around chemical facilities on how to observe and report
security risks.” Again, it will be important that this training not create protected
information problems.

III.  Mandatory IST Is an Inherently Risky Proposition

As established by H.R. 2868, Section 2111 of the CFATS statute would require Tier 1 and 2
facilities to implement “methods to reduce the consequences of a terrorist attack” —i.e., IST —
whenever DHS made specified findings about risk reduction and technical and economic
feasibility. However common sense such a mandate might appear on the surface, it is
fundamentally a bad idea in the security context. Inherent safety is a superficially simple but
truthfully very complex concept, and one that is inherently unsuited to regulation. Any IST
mandate is bound to create situations that will actually increase or transfer overall risks. It
would also wreak economic havoc on regulated facilities, notwithstanding the findings DHS
would have to make. Makers of active pharmaceutical ingredients, common fuels and other
federally-regulated substances would be most at risk of such economic damage.

A, ‘What Inherent Safety Really Is and Why Mandating It Is Not
Inherently Better

First and foremost, it is important to clarify a common misunderstanding about inherent safety.
Quite simply, IST is a process-related engineering concept, not a security one. It is premised on
the belief that, if a particular chemical process hazard can be reduced, the overall risk associated
with that process will also be reduced. In its simplicity, it is an elegant concept, but the reality is
almost never that simple. A reduction in hazard will reduce overall risk if, and only if, that
hazard is not displaced to another time or location, or result in the creation of some new hazard,
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Inherent safety is only successful if the sum total of all risks associated with a process life cycle
is reduced. This is rarely a simple calculation, and to some extent it is an irreducibly subjective
one (for example, a substitute chemical that may reduce explosion risks may also pose chronic
health risks).

The calculation becomes even more difficult when it is being done not solely for reasons of
process safety (where accident probabilities can be estimated with some degree of confidence)
but also for reasons of security (where the probability of terrorist attack is highly uncertain but
certainly low). There is no agreed-upon methodology to measure whether one process is
inherently safer than another process — something DHS’s Science & Technology Directorate is
attempting to address -- in a multi-million dollar, multi-year process that may or may not
succeed. This is why the world’s foremost experts in IST and chemical engineering consistently
recommend against regulating inherent safety for security purposes.

Here are several examples of how difficult it can be to reduce overall risk when attempting to
reduce hazard:

Eliminating the use of a hazardous catalyst
A chemical company wants to eliminate the use of a hazardous catalyst, which is typically used
in small amounts. The catalyst serves as a booster to start a chemical reaction to make a building
block for a drug used to treat cancer. Catalysts tend to be hazardous by nature, which reduces the
number of available alternatives. The only way the company can initiate the reaction without
using a hazardous catalyst is to increase the temperature and pressure of the system. The overall
risk of the new system, aggravated by increasing the temperature and pressure, may actually be
greater than the risk associated with use of the catalyst, because catalysts are typically used in
small amounts and the likelihood of an accident is remote.

Reducing the amount of a chemical stored on site
A manufacturing plant is considering a reduction in the volume of a particular chemical stored
on site. The chemical is used to manufacture a critical nylon additive, which is sold to another
company and used to make seat belts stronger. Because it is a critical component for nylon
strength and seatbelt production cannot be disrupted, the production schedule cannot change. If
the amount stored on site is reduced, the only way to maintain the production schedule is to
increase the number of shipments to the site. This leads to more deliveries (an increase in
transportation risk) and more transfers of chemical from one container to another (an increase in
transfer risk). Economic risks are also increased since there is now a greater chance that
production could be disrupted by a late shipment.

How location and individual circumstance affect risk perception
It is difficult to describe a scenario in which moving a hazard does not result in a simple transfer
of risk from one location to another. For example, location can highlight different risk
perspectives, such as the use of chlorine, a hazardous gas that comes in various types of
containers. A commonly used example compares the inherent safety of a rail car, which typically
holds up to 90 tons, versus storage in one-ton cylinders. Residents near the facility would
probably view the one-ton cylinder as inherently safer than a rail car.
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On the other hand, workers who have to connect and disconnect the cylinders 90 times, instead
of just once for the rail car, would probably consider the rail car inherently safer.

B. IST’s Impact on Pharmaceuticals and Micreelectronics

One of SOCMA’s greatest concerns with Section 2111 is the real possibility that it will
negatively restrict the production of active pharmaceutical ingredients (APIs), many of the key
raw materials of which are included on DHS’s Appendix A of covered chemicals.

APIs are used in prescription and generic drugs, life saving vaccines and over-the-counter
medicines. They are thoroughly regulated by the FDA and must meet demanding quality and
purity requirements, Substituting chemicals or processes used for the production of

APIs would likely violate the conditions of their FDA approvals. Requiring IST could delay
clinical trials while new replacement chemicals are identified or invented, and would force API
manufacturers and their customer drug manufacturers to reapply for FDA approval of their
products because of the significant change in the manufacturing.

The lengthy 1 - 4 year approval timeline for a new or equivalent replacement chemical would be
a high price to pay for American consumers, many of whom rely on ready access to
pharmaceuticals. To meet continuing consumer demand, API production would likely shift to
foreign countries, where the FDA is less able to monitor conformance to quality standards.

Many SOCMA members’ products are also vital to the manufacture of microelectronics.
Below, we offer several examples, provided by SOCMA members, of how IST could cripple the
pharmaceutical and microelectronics industries.

Lifesaving Antibiotics: Company A
Company A is a minority-owned small business regulated by DHS under CFATS. It produces an
active pharmaceutical ingredient critical to specific antibiotics used in the treatment of a life-
threatening bacterial infection. For this purpose, the company is also regulated by the FDA.
Since the product’s specifications are likely not to be attainable via any chemical substitution or
altered process, if a “safer” manufacturing process alternative was mandated, the company would
likely be forced to discontinue production, lay off workers and increase our nation’s vulnerability
to bacteriological threats. The impact of a mandatory alternative would thus be swift and direct.

Common Pain Reliever. Company B
Company B manufactures the active pharmaceutical ingredient Ibuprofen. Ibuprofen is a non-
steroidal anti-inflammatory dnig (NSAID) used to treat pain and relieves symptoms of arthritis
such as inflammation, swelling, stiffness, and joint pain. It is one of the world’s most successful
and widely-used pain relievers, and is listed on the World Health Organization’s model list of
medicines. Changing the raw materials, and consequently the process, used to manufacture it
presents a risk to public health and a substantial cost for re-qualification from a technical,
regulatory, and potentially clinical perspective.

 World Health Organization, WHO Model List of Essential Medicines (March 2005).

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000087 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.043



VerDate Nov 24 2008

82

Company B’s 31-year old process to manufacture Ibuprofen bulk active is well characterized and
controlled, and consistently makes a safe and efficacious product. The process-characteristic
impurity profile, specified under the prevailing USP and European Pharmacopoeia compendia, is
proven to have no impact to public health by its use by millions of people worldwide. The costs
derived from IST, if it impaired production quantities or product quality, would ultimately be felt
by consumers.

Microelectronics: Company C
Company C manufactures two Appendix A chemicals of interest targeted by industry critics.
First, Company C uses small amounts of hydrochloric acid (HCI) in a very high purity, aqueous
form (37%) to manufacture a product that represents almost half of the company’s revenue
worldwide (~$30 million/yr). The product is used in the microelectronics industry to
manufacture integrated circuits and LCD displays. If HCl were not available, Company C would
be unable to make its largest product, resulting in at least a 50% reduction in workforce, which
would equate to losing 60 jobs. If the company chose to continue the business, alternatives
would have to be developed and implemented to continue manufacture of those products, which
could easily require billions of dollars of research, development and implementation, resources
that small companies like Company C, which include many of SOCMA’s members, do not have.
Additionally, Company C uses HCI to protect the environment; its use brings the pH of the
company’s wastewater into the range dictated by its wastewater permit.

The company also uses small volume products using aqueous (49%) hydrofluoric acid (HF) that
are sold into the microelectronics industry. Customers of Company C that need HF for their
products require Company C to undergo specific certification standards as a product supplier. If
Company C was forced to use a substitute, it would immediately be out of compliance with its
customers’ product standards, which (obviously) would negatively impact Company C’s
business. In some cases, the HF is being used as a safer alternative to replace hydroxylamine
(HA), the use of which has been reduced due to the multiple explosions at HA manufacturing
facilities. In some cases, anhydrous HF may be necessary as water may be incompatible with the
manufacturing process. If manufacturers of microelectronics were denied a supply of HF, there
would be a negative consequence to the domestic manufacture of integrated circuits and LCD
displays.

SOCMA is aware that the Energy & Commerce Committee’s report on H.R. 2996 opined that,
where mandated IST “could result in a product that is less effective or less available to those who
need it,” or “forced the company to seek new regulatory approvals (such as from the Food and
Drug Administration) that could take years to obtain, that could mean that the covered facility
could not continue its business™ and “the Department must consider such unintended
consequences.™ Respectfully, SOCMA’s concerns are not alleviated by such non-binding
language. Not only would DHS not be required to follow it, but DHS would also be free to
conclude that the amount of delay required to get an FDA approval, or the degree to which the
effectiveness of a product would be diminished, would not mean that the facility could not
continue its business. After all, a sufficient large and flexible facility might well be able to stay
in business even though it has lost an important product or market. But this Committee should

“H.R. Rep. No. 111-205, pt. 2, at 48 (Qct, 23, 2009).
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not be encouraging the destruction of products and markets, for questionable benefits, in this
economy (or any other).

C. IST’s Impact on Jobs

It goes without saying that process or product changes will have a negative impact on the jobs at
facilities forced to make these changes. There are multiple pressures on SOCMA’s members, not
just whether there is a market that can afford to purchase what they produce or whether they can
compete with the lower wages and resource costs in foreign countries. Chemical manufacturers
are required to comply with many state, local, and federal regulations. Regulatory requirements
cost money, money that is used to hire workers, train them, to innovate, develop new products
and to provide healthcare to them. The chemical industry is one of the most regulated industries
in the United States. Spending money to comply with new regulations necessarily causes
companies to assess how they will pay for it. There isn’t much available capital these days for
manufacturers to take on new regulations aimed at their very livelihood, especially small
manufacturers.

Because they lack the economies of scale and resources of larger companies, small businesses
will be the most vulnerable to the IST provisions of the House bill. The unintended consequences
of this provision will not only affect chemical manufacturers, but also resonate throughout their
value chain. Since the economic downturn, small businesses have been hit hard by the economic
recession. While producer prices have risen at an annualized rate of 8.3 percent, consumer prices
have barely moved (only rising an annualized 1.3 percent), suggesting that firms have been
unable to pass along higher costs to their customers. Meanwhile, unemployment remains high,
ending the year at 10 percent. The United States economy has lost 310,000 net jobs during the
last quarter, on top of the 4.8 million lost during 2009. States in which chemical manufacturing is
concentrated represent some of the hardest hit areas. For example, Michigan’s unemployment
rate at the end of 2009 was 14.6%, the highest in the nation. SOCMA has several manufacturing
members in Michigan, most of which are small companies but which pay competitive wages.
Missouri is not far behind at 9.6%, Delaware at 9.0%, and Connecticut at 8.9%.° SOCMA
members from most of these states have written to their Members of Congress, asking you to
support the current CFATS program and oppose mandatory IST requirements.

D. Experts Agree IST Should Not Be Mandated

As these examples demonstrate, a “simple” reduction in hazard may not necessarily result in a
reduction of overall risk, and a poorly constructed or incomplete analysis could result in a “safer”
alternative producing more harm than good. That is why government

agencies and experts who really understand inherent safety have consistently opposed

giving government the power to mandate it. This includes:

» Neal Langerman, representing the American Chemical Society — the majority’s

*U.S. Bureau of Labor Statistics, December 2009.
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own technical witness at the Homeland Security Committee hearing last June.*

« Sam Mannan, Director of the Mary Kay O’Connor Process Safety Center at Texas
A&M University, in testimony before the Homeland Security Committee on
December 12, 2007.°

* Dennis Hendershot, testifying on behalf of the Center for Chemical Process
Safet}g before the Senate Environment & Public Works Committee on June 21,
2006.

It is likewise instructive that the state of New Jersey, whose chemical facility security program is
regularly contrasted with the CFATS program, only requires consideration of IST — it does not
require facilities to implement it. 1t is even more telling that H.R. 2868 avoids the politically

* See http://homeland.house.gov/SiteDocuments/20090616103505-95857.pdf, page 7:
In conclusion, the existing regulatory structure, under the U.S. EPA Risk
Management program and the U.S. OSHA Process Safety Management standard,
provide strong incentives to examine and implement IST. These programs work
in natural conjunction with Homeland Security’s mandate to enhance
infrastructure security. The provisions of the Chemical Facility Antiterrorism Act
of 2006 provide a sufficient legislative framework for this purpose. The most
effective steps to further infrastructure protections will likely include incentives,
rather than new regulations.

testimony,” pp. 6-7: )
[TIn developing inherently safer technologies, there are significant technical
challenges that require research and development efforts. These challenges make
regulation of inherent safety very difficult. . . . Instead of prescriptive
requirements for inherently safer technology and approaches, facilities should be
allowed the flexibility of achieving a manageable level of risk using a
combination of safety and security options. . . . Over the past 10-15 years, and
more so after 9/11, consideration of Inherently Safer Technology (IST) options
and approaches has effectively become part of industry standards, with the experts
and persons with know-how assessing and implementing inherently safer options,
without prescriptive regulations that carry risks (both as trumping other tools or
potentially shifting risk). A better approach for applying IST in security is by
allowing the companies to assess IST as part of their overall safety, security and
environmental operations and therefore, cannot be prescriptive.

® See http://epw.senate.gov/109th/Hendershot_Testimony.pdf, at 4-8, esp. 5-6:
There are tens of thousands of chemical products manufactured, most of them by
unique and specialized processes. The real experts on these technologies, and on
the hazards associated with the technology, are the people who invent the
processes and run the plants. In many cases they have spent entire careers
understanding the chemistry, hazards, and processes. They are in the best position
to understand the best choices, rather than a regulator or bureaucrat with, at best, a
passing knowledge of the technology

10
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sensitive question of whether to require public drinking water systems and publicly-owned
wastewater treatment works to implement IST by deferring the decision to EPA and the states,”
Congress should not require DHS to do what all these experts have concluded is unwise, and
what it is unwilling to do directly when the public is picking up the tab.

E. Conditioning the IST Mandate Does Not Solve the Problem

SOCMA is aware that the House bill would only allow DHS to impose mandatory on Tier. 1 and
2 facilities when it can make various findings about feasibility, cost impacts and risk transfers.
But that approach does not address our fundamental objection to the concept, which is that it
would take IST decisions away from the process safety experts who know their own processes
the best and would allow their judgments to be second-guessed by busy government officials
sitting miles away reviewing documents. While these officials may be sincerely trying to do their
best, we simply do not trust that their judgments will be better than ours. We also fear the
prospect of liability if a “safer” process or chemical that one of our member companies is
compelled to use ends up causing an accident or some other harm. Will the federal government
indemnify facilities in the cases where it overrules their judgments regarding inherent safety?
And even if a facility ultimately succeeds in persuading DHS to allow it to retain its proposed
approach, that process will inevitably have costs in time and resources.

Preceding all these concerns, moreover, is an even more basic one: no one knows how to
compare the “inherent safety” of two processes. Here is what the experts have told Congress:

* I do not believe that the science currently exists to quantify inherent safety. . .. The
first challenge is simply to measure the degree of inherent safety in a way that
allows comparisons of alternative designs . . . .}

+ Inherently safer design is not a specific technology or set of tools and activities at
this point in its development. . . . Current books and other literature on inherently
safer design . . . describe a design philosophy and give examples of
implementation, but do not describe a methodology.®

« While scientists and engineers have made great strides in understanding the impacts
of industrial processes and products over the past several decades, there is still no
guaranteed formula for developing inherently safer production processes.'

The experts at the National Research Council concluded recently: “Inherently safer chemistry . ..
offers the potential for improved safety at chemical facilities. While applications show promise

7 See H.R. 2868, § 202(a) (new 42 U.S.C. § 300i-2(g)(3)(B)), § 302(a) (new 33 US.C. §
1302(b)3NCHYaI)D).

® Testimony of Sam Mannan, supra note 5, at 6.

® Testimony of Dennis Hendershot, supra note 6, at 1-2.

* Testimony of Neal Langerman, supra note 4, at 6-7.
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and have found use within the chemical industry, these applications at present are still quite
limited in scope.”"!

While it may be feasible to develop a technical consensus methodology for measuring and
comparing inherent safety, none exists at present. Before Congress and the Administration could
even consider mandating IST implementation, they would need to know that methodologies exist
to compare various alternatives from the standpoint of inherent safety. As discussed above, DHS
has launched a major effort to develop an IST database and to develop a consensus definition of
IST. SOCMA members and staff have been participating in this effort and cautiously support it.
It is too early to tell, however, how successful it will be. In fact, DHS just recently initiated a
stakeholder process to achieve among experts a consensus on what IST is in a security regulatory
context. However, at present, there appears to be little consensus. Congress might ask DHS also
to study the over 1,000 facilities that have changed products or processes and thus reduced their
risks sufficiently that they have been removed from the CFATS program. But Congress should
otherwise avoid legislating in this area while that process is still ongoing.

IV. Conclusion

SOCMA supports permanent chemical site security standards that are risk-based and realistic,
and we urge Congress to reauthorize the existing CFATS program. Mandating inherently safer
technology as a security measure will inevitably create negative unintended consequences, and
Congress should not require DHS to do so. SOCMA asks that you please support S. 2996 and
maintain the same bipartisanship this committee demonstrated in 2005 when it initiated the
process that led to CFATS.

On behalf of SOCMA, 1 appreciate this opportunity to present the association’s views on these
important issues. I look forward to your questions.

! National Research Council, Board on Chemical Sciences & Technology, Terrorism and the
Chemical Infrastructure: Protecting People and Reducing Vulnerabilities (2006), at 106,
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Center for American Progress

RN
New Survey Shows Improved Chemical Security Makes Millions

Safer
March 2, 2010

March 2, 2010

Contact: Jason Rahlan
Phone: 202.481.8132

Email: jrahlan@americanprogress.org

By Reece Rushing, Paul Orum

Interactive map: Protecting Americans from Toxic Terrorism
Chart: List of the 554 converted water utilities (pdf)

Fact sheet: Safer Chemicals Create a More Secure America

WASHINGTON—With the Senate Committee on Homeland Security and Government Affairs scheduled to hear

] 1

testimony on Wednesday about prop | security legislation, a new survey by the Center for American

Progress identifies 554 drinking water and wastewater plants in 47 states that have replaced extremely hazardous

substances with safer and more secure chemicals or processes.

More than 40 million Americans are no longer in danger of harm from a terrorist-released or accidental toxic gas

plume because their water utility has converted to safer alternatives to chorine gas in water treatment.

“These facilities show what can be done with proven technologies to remove chemical hazards from communities,”
said Paul Orum, who conducted the survey as a consultant to the Center for American Progress. “Unfortunately, weak

federal chemical security standards don’t encourage more treatment plants to reduce their hazards.”

The Department of Homeland Security and other agencies warn that terrorists could use industrial chemicals as pre-
positioned weapons. Current temporary Chemical Facility Anti-Terrorism Standards, or CFATS, exernpt water

utilities and do not require any facilities to look for safer and more secure chemicals and processes.

At least 2,600 additional water and wastewater facilities still use large amounts of chlorine gas.
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“Leading facilities have converted, but progress is slow,” said Reece Rushing, Director of Government Reform at the
Center for American Progress. “We know how to dramatically reduce the risk of toxic terrorism. But more than 2,500
water facilities still use large amounts of potentially deadly chlorine gas, threatening millions of Americans. We can

do better.”

The 554 converted water facilities arve located in 47 states and the District of Columbia (all states except North Dakota,
New Hampshire, and New Mexico). Of the 554 converted facilities, 235 treat drinking water, 315 treat wastewater,
and four treat both. Of the 315 converted wastewater facilities, approximately 140 switched to ultraviolet light and 175

switched to liquid bleach.

About two-thirds of U.S. wastewater plants already use a disinfectant other than chlorine gas, according to the U.S.

Government Accountability Office, Drinking water utilities in at least 160 large U.S. cities already use liquid bleach,

Water utilities use chlorine to disinfect drinking water or wastewater. Utilities may avoid chlorine gas by switching to
liquid chlorine bleach (sodium hypochlorite), which they may buy in bulk or generate on site. Wastewater plants may
also avoid chlorine gas by switching to ultraviolet light. Some wastewater plants also avoid sulfur dioxide gas, used to

dechlorinate, by switching to sodium bisulfite.

In November 2009, the House passed the Chemical and Water Security Act (H.R, 2868), a comprehensive chemical
security standard that would include water utilities and encourage hazardous chemical plants to develop safer and

more secure technologies.

“Converted facilities are safer for employees and communities while reducing potential costs and liabilities for
companies,” Orum said, “Congress should ensure that high-hazard chemical facilities take reasonable steps to adopt

proven alternatives.”

The 554 converted facilities together removed their toxic gas dangers to 1 million or more people in 12 states: New
York, New Jersey, California, Ohio, Maryland, Pennsylvania, Florida, Indiana, Georgia, Michigan, Louisiana, and

Virginia. In an additional 22 states, the converted facilities removed their dangers to more than 100,000 people.
Interactive map: Protecting Americans from Toxic Terrorism

Chart: List of the 554 converted water utilities {(pdf)

Fact sheet: Safer Chemicals Create a More Secure America

###
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Center for American Progress

Safer Chemicals Create a More
Secure America

We Can Diminish the Security Threat from Chemical Plants

March 2, 2010

‘The Department of Homeland Security and numerous security experts warn that terrorists
could use industrial chemicals as improvised weapons of mass destruction, But chemi-

cal facilities can often remove the danger of a catastrophic chemical release and make
thernselves less attractive targets for terrorists by using safer and more secure chemicals

or processes, Such alternatives invest in American workplaces and communities—and are
already used in many industries,

Research shows that hundreds of chemical facilities are switching to safer, more secure
chemical processes, while eliminating dangers to millions of people. Cost-effective alterna-
tives are already in use at bleach producers, water utilities, power plants, oil refineries,

I f among other ind But many other
facilities have not yet adopted available alternatives.

melters, and many

Yet the Interim Chemical Facility Anti-Terrorism Standards, which expire October 4,
2010, address site security without developing ways to remove unnecessary terror targets.
Physical site security, however worthy, cannot assure protection, address supply chain
porary dards exerapt th ds of water utilities
and ports from security requi exclude knowledgeable empl from security
planning, lack basic accountability for government enforcement, and even bar DHS from

risk, or modernize facilities. The

requiring any specific security measure.

‘The Chemical and Water Security Act, H.R. 2868, now under consideration in the
Senate Homeland Security and G 1 Affairs C: ittee, as well as the Senate
Environment and Public Works C i iblishesa p prehensi

program that would require high-hazard chemical plants to review methods to reduce the
consequences of a terrorist attack. It would require the very highest hazard facilities to imple-

ment such technigques where cost effective, technically feasible, and risk reducing. And also it
would provide limited funding for facilities that upgrade to safer, more secure technologies,
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These measures would help secure our nation’s chemical facilities and keep Americans

safer, And in fact, reports from the Center for American Progress show that many compa-
nies already use intrinsically more secure technol that remove the danger of a major

toxic gas release,

The following options remove catastrophic toxic gas release dangers to employees and
communities and are already in use in the United States.

Companies typically adopt an alternate chemical or process, nse a chemical in a less
dangerous or less concentrated form, or generate a chemical only as needed without stor-

age. Other options include colocating chemical suppliers with users, improving inventory

control, or minimizing bulk storage. These changes remove unnecessary dangers and avoid
P Tiability i personal p

site security, and emergency planning,

certain costs related to regulatory
" ; "

+ Bleach manufacturers eliminate bulk chlorine gas by generating chiorine on-site as
needed without storage.

« Petrolenm refineries eliminate hydrofluoric acid atkylation by using less hazardous sulfu-
ric acid or by developing solid acid catalysts.

‘Water utilities eliminate bulk chlorine gas by using liquid bleach, ozone without storage,
and ultraviolet light as appropriate.

* Paper mills eliminate bulk chlorine gas by using hydrogen peroxide, ozone, or chlorine
dioxide without bulk storage.

* Pool service companies eliminate chiorine gas by using chlorine tabs or liquid bleach,

+ Manufacturers of polyurethane foams eliminate bulk ethylene oxide by substituting
vegetable-based polyols.

« Soap and detergent manufacturers eliminate bulk oleum and sulfur trioxide by using
sulfur burning equipment on site.

+ Manufacturers of ferric chloride eliminate bulk chlorine gas by processing scrap steel
with less concentrated liquid hydrochloric acid (less than 37 percent) and oxygen.

+ Titanium dioxide producers eliminate bulk chiorine gas by generating chlorine onsite or
using the sulfate process.

S dary alumi smelters eli

bulk chiorine gas by removing impurities with

nitrogen gas injected with magnesium salts,

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000096 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.052



VerDate Nov 24 2008

91

Manufacturers of semiconductors, silicon wafers, and metal products eliminate concen-
trated hydrofluoric acid by using less concentrated forms (less than S0 percent).

Power plants eliminate bulk anhyd: ia gas by using cleaner combustion or
by using aqueous ia or urea in pollution control equip they also remove
chlorine gas by using liquid bleach to treat cooling water.

Wholesale chemical distributors eliminate most bulk chlorine gas and sulfur dioxide gas
by distributing alternatives such as liquid bleach and sodium bisulfite.

i

Pulp mills, food p plants, and |
eliminate bulk sulfur dioxide gas by, as appropriate, g ing sulfur compounds on site

waste recovery operations

or purchasing sodium bisulfite, metabisulfite, hydrosulfite, or other alternatives.

Diverse manufacturers eliminate bulk chlorine gas by generating chlorine on site as
needed, such as for fuel additives, water hemicals, and aramid polymers used
to make bulletproof vests,

These existing practices show what is possible for companies and the federal government
as they work to eliminate the homeland security risks of using, manufacturing, and trans-
porting dangerous chemicals.
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Center for American Progress

Water utilities that have converted from fy hazard b e
Congressional Facility name. ity State  industry type Former taxic da:;:’:;ne da:;'e':‘::me New chemical
district chemizat (mites) population or process
1 Ketchtkan Chiasination Plant Ketchkan A Drinking water Chiorine gas 190 5510 Ucguid bleach
3 Chaccolocco Creek Wastewater Treatment Plant Ouford A Wastewater Chlortne gas 130 2200 Ultraviolet light
4 John B. Ralns Fifter Plant FortPayne AL Drinkingwater Chiorine gas 26 476 Liguid bleach
7 Valley Creek Wastewates Treatment Plant Bessemer AL Wastewater  Sulfur dioxide gas 168 7.800 Uttraviolet Hight
§ Caaba River Wastewater Treatment Plant Bimingham AL Wastewater Chiarine gas 0% 5176 Uhtravioket light
6 Shades Mountain Fifter Plant Birmingham AL Drinkingwater Chiorine gas 304 53,000 Liguid bleach
7 Five Mife Creek Wastewater Treatment Plant Fultondale AL Wastewater Chlorine gas 206 13200 Ultraviolet ight
1 Cartos A Morrs WWTP Prichard AL Wastewater Chlorine gas 130 31500 Liquid bleach
1 Stanley Brooks WWTP Prichard A Wastewater  Sulfur dioide gas 130 6000 Sodium bisulfite/bleach
3 Sugar Creek Wastewster Treatment Plant Meanderclty AL Wastewater Chiorine gas 130 860 Liquid bleach
3 Harrison Waste Water Treatment Plart Harrson AR Wastewater Chlorine gas 250 108 Ultraviotet light
3 Bemryville, Gty ot WWTP Berryville AR Wastewater Chiorine gos 220 4000 Ultraviolet fight
3 City of Vars Buren Main Plant Van Buren AR Wastewater Chiorine gas 300 2,000 Ultraviolet light
1 Wynne Water Utlitles Wynne L Wastewater Chiotine gas 220 B Ultraviolet fight
3 Russelivile Water Treatment Plant Russellvite AR Drinkingwater Chiorine gas 200 5,380 Uiguid bleach
2 Adams Field Wastewater Freatment Plant Little Rock ] Wastewater Chlorine gas 253 12600 Ghraviolet fight
2 JackH, Wikson Water Treatment Plant tittle Rock AR Drinkingwater Chlorine gas 390 54000 Liquid bleach konverting!
2 Ozark Water Treatment Plant tittle Rock AR Drinkingwater Chlorine gas 300 74000 Uiquid bleach {converting}
2 Hazet Street Wastewater Treatment Plant Benton "R Wastewater Chlorine gas 130 7690 Uhtraviolet light
3 Massard Wastewatet Treatment Faclity Barling A Wastewater Chiorine gas 260 2701 Ultraviolet light
3 Benton/Washingtan Regionai Public Water Authotity Unealn AR Drinking water Chtorine gas 110 7 Uguid bleach
6 Chandler Water Treatment Plant Chandter Az Drinking water Chlorkne gas 130 13,000 Liquid bleach
H City of Ef Mirage Wastewater Treatment Plant £iMirage Az Wastewater Chlorine gas 130 [ Liquid bleach/0V
2 Goodyear 157th Ave, Wastewater Treatment Plant Goodyear Az Wastewater Chiorine gas 376 200 Liquid bleach
5 Northwest Water Reclamation Plant Mesa Az Wastewater Chiorine gas 130 13.000 Ultravictet tight
3 Southeast Water Reciamation Plant Mesa Az Wastewater Chiorine gas 130 2400 Uhvaviolet light
5 Johny G. Martinez Water Treatment Plant Tempe Az Drinkingwater Chlotine gas 090 7070 Liquid bleach
5 Sauth Tempe Water Treatment Plant Tempe AT Drinkingwater Chiorine gas 090 11,203 Uiguid bleach
7 Water Polfution Control Facilty - Figuarox Yuma AZ Wastewater Chiorine gas 130 1,000 Liquid bleach
3 fare Water Treatment Plant tane CA Drinkingwater Chiarine gas 130 8,000 Udquid bleach
3 Tanner Water Treatment Plant SutterCresk  CA  Drinking water Chlorine gas 300 1,800 Liquid bleach
3 City of Angels Water Treatment Faclity AngelsCamp €A Drinking water Chlotine gas 130 208 Liquid bleach
3 y CA Drinking water Chorine gas 130 1515 Uquid bleach
3 Jenny Lind Water Treatment Plant ValleySprings A Drinking water Chiorine gas 130 196 tiquid bleach
3 La Contenta Wastewater Treatment Plant Valley Springs  CA Wastewater Chiorine gas 130 215 Ultraviolet light
4 South Tahoe Public ttiliry District South{akeTahos €A Wastewater Chlorine gas 720 27,000 Liguid bleach
2 KCWA ID4 Water Purification Plant Bakerstield CA Drinkingwater Chiorine gas 130 16663 tiquid bleach
n Canyon Chlaination Faciity Ausa cA Drinkingwater Chiorine gas 5.00 5,085 Liquid bleach

1
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Water utilities that have converted from ly h d bstances (ontin el
Congressiona Facily name Gy sme mousryope N ol gmguaame Mo hemc
{miles} poputation

2 Canyon Filtration Plant Apuse CA Drinking water Chlotine gas 5.00 5,086 iquid bleach
» Burbank Water Reclamation Plant Chlorination Stn. Burbank A Wastewater Chiorine gas 100 32000 Uquid bleach
EY “Tapia Water Reclamation Factity Calabasas A Wassewater Chlorine gas 440 2,000 Liquid bleach
37 JolntWater Pollution Control Plant Carson 4 Westewater CHlorine gas 380 210000 tiquid bleach
% Long Beath Water Redtomation Plant tongBeach A Wastewater  Sufus dioxide gas % 20000 Sodium bisulfite/leach
38 Pomona Water Reclamation Plant Pomona @ Wastewater  Sulfur dioxide gas 244 52000 Sodium bisuffite/bleach
2 Whitter i ) Wastewater  Sulfur dloxide gas 250 98,000 Sodium bisulfitefbleach
7 .. THiman Water Reclamation Plant Van Nuys 9 Wastewater Chlorine gas 250 112000 Liquid bleach
£ Westlake Water Flitration Plant WestiakeVilage  CA Drinking water Chlorine gas 054 4474 Liquid bleach
18 City of Merced Wastewater Treatmen Facility Merced A Wastewater  Sulfur dioxide gas 700 63270 Sadium bisulfite/bleach
“ Big Canyon Reservolr CoonaDelMar  CA Drinking water Chlotine gas 130 18,000 Liquid bleach
43 1.B.1atham Regional Plant Dana Point A Wastewater Chiorine gas 138 20,000 Liquid bigach
% Orange County Water District FountainValley ~ CA Drinkingwater Chiorine gas 400 406,000 tiquid bleach
3 3A Treatment Plant tagunatiguel  CA Wastewater Chlorine gas 270 4,000 Liquid bleach
a2 Yorba Linda Water District Placentia €A Drinkingwater Chlorine gas 130 27,000 Liquid bleach
4 Dry Creel Reglonal Wastewaer Treatment Plant Roseville A Wastewater Chlorine gas 950 626000 Ultraviotet light
4 Water Treatment Plant Canyonlake  CA Orlnkingwater Chlorine gas 225 6540 Liguid bleach
4 Valley Saninary District Water Reclamation Plant Indio A Wastewater Chlorine gas 450 76500 Ligid bleach
a® Horsethief Canyon Water Redamation Faciity LakeBlsinore (A Wastewater Chlorine gas 228 5430 Liguid bleach
49 Rafiroad Canyon Water Reclamation Faciity lakefisnore  CA Wastewater Chiorine gas 225 14182 tiquid bleach
% Reglonal Wastewatet Faciity Lekefisnore  CA Wastewater Chlorine gas 100 1070 Uktaviolet ight
“ Calaks Pumping Station Muriema CA  Drinking water Chlcrine gas 140 4200 Liquid bleach
“ Lake Mathews Reservolr Riverside CA Drnking wates Chlorine gas 620 94,000 tiquidbleach
“ March Wastewater Reclamation Facilty Riverside 28 Wastewater Chiorine gas 22 7959 tiquid bleach
P Riverside Regloat Water Quality Contral Plant Riverside @ Wastewater Chlorine gas 320 129,000 Liguid bleach
3 W1 Calvine Meadows WTP ElkGrove CA Drinking water Chiorine gas 300 4500 Hiquid bleach
3 WT2Waterman Road WTP ElkGrove CA  Drinking water Chlorine gas 030 8310 Liquid bleach
43 Rialto Wastewater Tregtment Plant. Bloomington CA Wastewater Chiorine gas 270 32823 Liltraviolet light
% Royer Nesbit Treatment Plant Etiwanda A Orinkingwater Chlorine gas 300 25000 Liquid bleach
4 Grand Terrace Chlorination Station GrandTerace  CA Drinkingwater Chicrine gas 130 12926 Uiquid bleach
a Reglonal Plant #1 Ontario A Wastewater Ehlorine gas 700 350,000 Liguid bleach
- Rainbow Municipal Water District Fallbrook CA Orinking water Chiorine gaz 300 8,000 Liguid bleach
) fied Mountaln Station Fallbrook €A Drinking water Chiorine gas 300 4260 tiquid bleach
“ Betsworth Faclity ValleyCenter  CA Drinking water Chlorine gas 560 24000 Calctum hypochiorite
4 ConiValley Faclity ValeyCenter €A Drinking water Chiarine gas 340 3400 Calcium hypochlorite
" White Stough Water Polfution Controf Facliity Lodt < Wastewater Chlorine gas 500 06,505 Ultraviolet ight
u Wastewater Quality Control Facilty Manteca @ Wastewater  Sulfur dioxide gas 540 71540 Ultraviolet light
" Palo Alto Reglonal Water Qualty Control Plant Palo Alto <A Wastewster  Sulfur diodide gas 480 191996 Sodium bisuifte/bleach
7 Easterly Wastewater Treatment Plant Elmira [ Wastewater Chiorine gas 300 4300 Liquid bleach
10 Noith Bay Regional Water Treatment Plant Fairfeld €A Dinkingwater Chlorine gas 300 16500 Liguid bleach
10 Waterman Water Treatment Plant Farfeld CA Drinking water Chlorine gas 130 8,000 Liquid Heach

2 Center for American Progress | Watet yohiie
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Water utilities that have converted from extremely hazardous substances fronsin.en

Congressional Facility name ity State tndustrytype | OLTE toxic dang':':;ne darFx;r::;ne New chermicat
district chemical (miles) nopulation ar process
3 City of Oxnard Wastewater Treatment Plant Oxnasd A Wastewater Chiorine gas 090 4750 Liquid bleach
2 Oftvehurst FUD Wastewater Treatment Plant livehurst A Wastewater Chiorine gas. 300 12,340 Uhraviclet Bight
2 ‘Wes Brown Treatment Plant Thorntan <« Drinking water Chiorine gas. 130 11,687 Liquid bleach/iv.
2 Big Dry Creek Water Reclamation Facility Westminster < Wastewater Chiorine gas 300 26,000 Uhraviolet Jight
2 £3re! Street Water Treatment Plant Bouider «© Drinking water Chiorine gas 480 960 Liquid bleach
2 Betasso Water Treatment Plant Boulder w Drinking water Chiorine gas 307 9,200 {iquid bleach
4 City of Langmont Wastewater Treatment Plant Longmont w© Wastewater Chiarine gas 300 41,000 Ultraviotet light
2 Upper Eagle Regionat Water Aushority Plant Avon €0 Drinkingwater Chiotine gas 130 3000 Uquid bleach
2 Arvada Water Treatment Plant Arvada w© Drinking watet Chiorine gas 300 23,878 Liquid bleach
2 Halston Water Treatmant flant Arvada «© Orinking water Chiorine gas 420 23878 Liquid bleach
7 Cty of Golden Water Treatment Plant Goiden w© Drinking water Chiotine gas. 050 55900 Liquid bieach
7 Maple Grove Water Treatment Plant Lakewaod @ Drinking water Chiorine gas. 090 4,000 Liquid bleach
4 City of Loveland Wastewater Treatment Plant Loveland © Wastewater Chiorine gas. 130 4952 Ultraviolet fight
3 fish Creek Filtration Plant SteamboatSprings €O Drinking water Chiorine gas 240 5,000 Liquid bleach
4 231 Ave Treated Water Storage Facliity Greeley €O Drinking water Chlorine gas 090 5122 Liquid bleach
4 ‘Water Poltution Control Facility Greeley «© Wastewater Chionine gas 050 1,500 Ultraviolet light
4 Mianus Water Treatment Plant-Aquarian Water Co. CosCob o Drinking water Chioting gas 130 9,700 tiquid bleach
H City of Danbury - West Lake Water Treatment Plant Danbury £F  Drinking water Chlotine gas 130 9474 Liquid bleach
4 BHC Easton LakeTreatment Plant © Easton < Drinking water Chiorine gas. 300 26060 Liquid bleach
4 Falrfield Water Poltution Control Facility Fairbield cr Wastewater Chiorine gas 130 6500 Ultraviolet light
4 BHC Stamford Water Treatment Plant Stamford €T Drinidng water Chlorine gas 300 30,000 Uauid bieach
4 Stamford WPCF Stamford cr ‘Wastewater Chiorine gas 220 70,000 Ultraviolet light
1 Hockanum River Water Follution Controf Facility Manchester a Wastewater Chlorine gas 130 5,000 Uitraviolet light
5 New Britain Water Departiment New Britain a Drinking water Chlorine gas 206 10,000 Liguid bleach
1 Reservoir 6 Water Treatment Facifity West Hartferd [ Orinking water Chiorine gas 030 844 Liquid bleach
1 West Hartford Water Treatment Facility West Hartford a3 Drinking water Chiorine gas. 130 5017 Liquid bleach
k) Lake Satonstalt Water Treatment Plant East Haven CF Drinking water Chiorine gas 300 63,000 Liquid bleach
s City of Meriden Water Pollution Control Facility Meriden r Wastewater Chiorine gas. 380 56400 Liguid bleach
3 Lake Gaiffard Water Treatment Plant North Branford < Drinking water Chiorine gas. 300 24,000 Liquid bleach
3 ity of West Haven Water Poliution Control Fac, West Haven us Wastewater Chlorine gas 300 13,19 Liquid bleach
3 West Rivet Water Treatment Plant Weodbridge  CT Deinking water Chlorine gas 300 29,000 Liquid bleach
2 Norwich Wastewater Treatment Plant Norwich a Wastewater Chiorine gas 138 13,238 Liguid bleach
1 Blue Plains Wastewater Treatment Plant Washington e Wastewater Sulfur dioxide gay 1500 1,700,000 Sodium bisulfite/bleach
i Delaware City Wastewater Treatment Plant CelawareClty D Wastewater Chlartrie gas 090 ] Liquid bleach
1 MOT Water Farm No. 1 Odessa Ot Wastewater Chiorine gas 130 1,500 Ulteaviolet fight
1 City of Waimington Water Poliution Controf Fac. Wimington OF Wastewater Chlotine gas 1300 560,000 Liquid bleach
1 ‘Board of Public Works Lewes ot Wastewater Chiorine gas 160 2800 Yirraviolet Sight
15 D.B. Lee Wastewater Treatment facility Metboume L Wastewater Chlorine gas 130 1059 Liquid bleach
15 City of Palm Bay Palm Bay L Drinking water Chiorine gas. 630 500 Liid bleach
23 Peele-Dixte Water Treatment Plant Fort Layderdale FL Drinking water Ammonia gas 200 50,300 Adgueous ammonla/bleach
A East & West Site Water & Wastewater Facilities Margate FL Drinking/Wastewater Chiorine gas 260 98,000 Liquid bleach

o uthities g gy
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Water utilities that have converted from extremely hazardous substances i s
Congressional " ) Formertoxic , TOrmSr - Farmer New chemical
district Facility name City State  Industry type chemical danger zone danger 0ne or process
{miles) population
7 The City of Miramar East Water Trestment Plart Miramar FL Drinkiog water Chlorine gas 130 35,000 Liquid bleach
3 Afington Water Treatment Flant Jacksonvifle fL Drinking water Chiorine gas 210 45,000 Uquid bleach
3 Buckman Water Reclamation Faciitty Jacksorwille i Wastewater Chlorine gas 790 360,000 twaviolet light
4 Community Hall Water Treatment Plant Iacksonwifle B Drinking water Chlorine gas 210 17000 Liquid bleach
4 Deerwood 3 Water Treatimient Plant Iacksonville H Drinking water Chiorine gas 210 14,000 Liquid bleach
4 District # Water Reclamation Facility Jacksonvilfe FL Wastewater Chlorine gas 230 3,000 Uhraviolet ight
3 Fairfax Water Treatment Plant Jacksonville P Drinking water Chiorine gas 210 57,000 Uguid bleach
4 Hendricks Water Treatment Plant Jacksonville FL Drinking water Chiorine gas 170 17.000 tiquid bleach
3 Hightands Water Treatment Piant Jacksonville fL Drinking water Chlorine gas 210 18000 tquid bleach
4 Lakeshare Water Treatment Plant Jacksonvifle fL Drinking water Chlorine gas 170 000 tiquid bleach
3 Lovegrove Watet Treatraent Plant Jacksonville fL Drinking water Chiorine gas 170 30,000 Liquidbleach
3 Maln Street Water Treatment Plant Jacksonwille FL Drinking water Chlarine gas 160 29,000 Liquid bleach
[ Marietta Water Treatment Plant Jatksanville FL Drinking water Chlorine gas 219 12000 Uquid bleach
4 McDuff Water Treatment Plant Jacksonville FL Orinkingwater Chlorine gas 1 44,000 Liuid bleach
3 Norwood Wates Treatment Plant Jacksonville FL Drinkingwater Chiorine gas 210 50,000 {iquid bleach
4 Oakridge Water Treatment Plant Jacksanville FL Drinking water Chlorine gas 210 15,000 tiquidbleach
4 Ridenour Water Treatment Plant Iacksonville FL Drinking water Chlorine gas 230 15000 tquid bleach
3 River Oaks Water Treatment Plant Jacksonville A Drinking water Chlorine gas 210 28,000 Liquid bleach
4 Southeast Water Treatmient Plant Jacksonville FL . Drinking water Chlorine gas 210 4400 Liquid bleach
6 Southwest Water Treatment Plant Jacksonville FL Drinking water Chiarine gas 210 28,000 tigquid bteach
H Lake Bridge Water Treatment Plant Ly fL Drinkingwater Chlorine gas 380 5,606 Liquid bleach
17 Fafkenburg Advanced Wastewates Trestment Plant Tampa fL Wastewater Chlorine gas 480 12000 Ultraviolet fight
9 Nosthwest Regiorial Wates Reclamation Facllity Tampa FL Wastewater Chlorine gas 480 13,000 Uhraviclet light
" River Oaks Advanced Wastewater Tratment Plant Tampa R Wastewater Chiorine gas 480 38,000 Liquid bleach
6 Leesburg Wastewater Treatment Plant Leeshurg f Wastewater Chiorine gas 130 6000 Liquid bleach
" 85U Water Treatment Plant BonitaSprings  FL  Drinkingwater Chiorine gas 02 00 Liquid bleach
4 Central Advanced Wastewater Treatment Facility Fort Myers S Wastewater Chiforine gas 293 53885 Liquid bleach
" Green Meadows Water Treatment Plant Fort Myers FL Drinking water Chiorine gas 300 200 Liquid bleach
“% South Advanced Wastewater Treatment Facllity FortMyers L Wastewater Chlorine gas 293 0519 Liquid bleach
" Greater Pine Island Reverse Osmosis WTP StlamesCty  FL  Drinking water Chlorine gas 090 2% tiquid bleach
B Water Reclamation Facllity #1 Ocala i Wastewater Chlorine gas 090 7 Liquid bleach
6 Water Reclamation Facility 42 Ocala fl Wastewater Chionne gas 050 7 tiquid bleach
n Hialeah Water Treatment Plant Hileab Rl Drinking water Ammonia gas 30 110,000 ‘Aqueous ammonia
17 Qetfter-Norwood Water Treatment Plant Miam| FL Orinking water Chiorine gas 190 10,000 tiguid bleach
] Easter Reglanal Water Productian Faclitty Orlando £ Drinking water Chiorine gas 090 5631 Liquid bleach
2 Easter Reglonal Watet Reclamation Facilty Orlanda L ‘Wastewater Chiorine gas 130 576 Liquid bleach
% Wellington FL Drinking water Chiorine gas 350 44343 Liguidbleach
9 Hudson Wastewater Treatment Plant Hudson R Wastewater Chiorine gas 130 6,200 Liquid bleach
5 Cypress Creek Pumping Station LandO'iakes  FL Drinkingwater Chiorine gas 360 4388 tiquid bleach
9 Deer Park Wastewater Treatment Plant NewPortRichey  FL Wastewater Chiorine gas 130 22600 tiquid bleach
H Little Road Water Treatment Plant NewPortRichey  H.  Drinking water Chiorine gas 130 8400 tiquid bleach
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Water utilities that have converted from extremely hazardous substances «onir

Congressional ” . Former toxic Former Farmer New chemical
district Facility name City State  Industry type chemical danger zone danger zone or process
{miles) population

9 Emibsassy Hills Wastewater Freatinent Flant Newport Richey L Wastewater Chiorine gas 130 7,900 Liquid bleach
5 ‘Shady Hifls Wastewater Treatment Plant Spring Hill L Wastewater Chiorne gas 300 2500 Liquid bleach
5 Wesley Center Wastewater Treatment Plant Westey Chapel £l Wastewater Chiorine gas 130 2500 iguid bleach
5 Southeast Wastewates Treatment Plant Zephyrhilts L Wastewater Chiorine gas 130 970 Uguid bleach
9 East Advanced Pollution Cantrol Fadllity Clearwater fL Wasiewater Chiorine gas. 0.90 5007 Liguid bleach
3 Marshall $t. Advanced Pollution Control Facility Clearwater L Wastewater Chiorine gas 090 10,160 Liguid bleach
3 Northeast Advanced Poliutian CantrotFaciity Clearwater 3 Wastewater Chiorine gas 220 38,000 Liquid bleach
9 Reservair 3 Clearwater FL Drinking water Chicrlne gas 20 54,000 Liquid bieach
8 Reservolr2 Clearwater L Drinking water Chiorine gas 200 37,000 Liuid bleach
9 Reservoir 3 Clearwater 28 Drinking water Chiorine gas 200 39,000 Liquid bleach
10 Albert Whittted Water Reclamation Facility 5t Paversburg L Wastewater Chierine gas 162 32,000 Liquid bleach
12 Folk County South County s WTF Frostproof f Deinking water Chlorine gas 310 5257 Liquid bleach
7 Potk County Turner Road WPF Mulberry f Drinking water Chiorine gas EN 23,000 Liquid bleach
2 Poik County Central Regional WWTTF Winter Haven i Wastewater Chiorine gas 310 14316 Liquid bleach
12 Poik County Gordonvilie WPF Winter Haven ;% Drinking water Chlorine gas 330 1900 Liguid bleach
13 Eastside WARF. Nokomis FL Wastewater Chlatine gas 130 2493 Liquid bieach
13 Clty of North Port Wastewater Treatment Plant North Fort FL Wastewater Chiorine gas 130 1197 Liquid bleach
13 City of North Port Water Treatroent Plant North Port AL Drinking water Chiorine gas 130 3312 Liguid bleath
3 ity of Venice R O. Water Treatment Plant Venice FL Drinking water Chiorine gas 130 5993 Liquid bleach
13 . Mabry Carlton Water Treatment Facllity Venice L Drinking water Chiorine gas 37 2,200 Liquid bleach
u City of Altamonte Springs Watet Treatment Plant 2 Altamonte Springs  FL Drinking water Chlorine gas 130 0428 Liquid bleach
1) City of Aftamonte Springs Water Treatment Plant #5  Altamonte Speings  FL Drinking water Chlorine gas 130 17,242 Liguid bleach
7 Greenwood Lakes WWIP Lake Mary FL Wastewater Chlorine gas 130 25440 iquid bleach
7 Des Pinar WIP/WWTE Site Longwoad FL  Drinking/Wastewater Chiorine gas 130 6,300 Liguid bleach
7 Wekiva Hunt Club WWTF/WTP Longwood FL  Orinking/Wastewater  Chlorine gas 130 11,600 Liquid bleach
7 Northwest Regional WWT# Sanford FL ‘Wastewater Chiorine gas 040 L] Liquid bieach
E Winter Springs East Wastewater Plant WinterSprings  FL Wastewater Chiarine gas 130 5024 Liquid bleach
7 Bethune Point Wastewater Treatment Plant Daytona Beach 8 Wastewater Chiorine gas 130 2147 Uitraviolet hight
2 Brennan Water Treatment Plant DaytonaBeach  FL Drinking water Chiorine gas 130 7 Liquid bleach
24 ‘Westside Regional Wastewater Treatment Plant Daytona Beach FL Wastewater Chlorine gas 136 148 Ultraviolet tight
7 Ormand Beach Wastewater Treatment Plant Ormond Beach 1% Wastewater Sulfur dioxide gas. 133 9,600 Sodiumn bisulfite/bleach
7 Ormond Beach Water Treatment Plant Ormond Beach L Drinking water Chiorine gas 133 11,000 Liquid bleach
1) R.Dwayne Huffinan Reclalmed Water Plant  PortOnange fl Wastewater Chiorine gas 050 18,000 Liguid bleach
1" Cartersville Waste Water Polluston Cantrol Plant Cartersvilie GA Wastewater Chiorine gas 220 70714 Liquid bleach
1 Naval Submatine Base (NSB) Kings Bay Kings Bay GA  Drinking/Wastewates  Chlorine gas 130 652 Liquid bleach
1 Mission Trace Water Plant St Marys GA Drinking water Chiorine gas 130 12,000 Liquid bleath
1 Water Plant #3 (Gid Jefferson Road) 5t Marys GA Drinking water Chionine gas 130 10,000 Liguid bleach
1 Weed Street Wastewater Treatment Flant St.Marys GA Wastewster Chilorine gas 040 1,000 Liguid bleach
1 Tybee Island Wastewater Treatment Plant Tybee Island GA Wastewater Chiorine gas 130 2,000 Ultraviotet light
€ Rase Creek Water Pollution Conteol Plant Woodstack GA Wastewater Chiorine gas 130 10,160 Calcium hypechiotite
1 1. G. Beacham Water Treatment Plant Athens GA Drinking water Chiorine gas 090 12,185 Ligquid bleach
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Water utilities that have converted from extremely hazardous substances cononaed:
¥
Congresiona Facity name Gy smte wdomyyme T gongerone dangerzone o el
(miles) popuiation

6 South Cobb WRE Auseel] A Wastewater Chiorine gas 30 40656 Liquid bleach
i Noonday Creek WRF Kennesaw GA Wastewater Chiorine gas 262 47,200 Uttraviolet ight
6 Quarles Water Treatment Plant Marietta GA  Drinking water Chorine gas 050 439 Liguid bleach
10 Clark it Water Treatment Plant Appling GA  Drinking water Chiorine gas 130 150 Liquld bleach
10 itte River WPCP Evans A Wastewater Chiorine gas 130 1400 Ultraviolet Bght
10 im Blanchard Water Treatment Plant Martinez GA Drinking wates Chiotine gas 130 3530 Liquid bleach
10 Reed Creek WPCP Martiner [2) Wastewater Chiorme gas 130 3530 Ultraviotet ight
5 R M. Clayton WAC Atianta GA Wastewater Chiotine gas 1400 1151993 Uttraviolet light
10 Augusta Water Treatment FitterPlant Augusta GA  Drnkingwater Chiotine gas 050 6017 Liguld bleach
12 1.8. Messerly Wastewater Treatment Plant Augusta GA Wastewater Chiorine gas 130 3300 Liquid bleach
2 Spint Creek Wastewatet Treatment Plant Augusta GA Wastewater Chlorine gas 099 1,000 Liquid bleach
H Walkoloa Beach Resort Water Reclamation Plant Walkoloa H Wastewater Chiorine gas 300 3000 Liquid bleach
2 Kaunakakel WWRE Kaunakakai H Wastewater Chiorine gas 085 1,000 Ligukd bleach
4 Mason Clty Water Department Mason City 1A Drinkingwater Chiorine gas 030 1700 Liquid bleach
1 Eagle Point Water Plant Dubuque o Orinking water Chiorine gas 540 53459 Liquid bleach
3 West Des Moines Water Works WestDesMoines 1A Drinking water Chiorine gas 430 87874 Liquid bleach
5 Shox ity WWIP Siowe Clty [’y Wastewater Chlorine gas 300 10635 Uiguid bleach
1 City of Boise- West Bolse WTP Base [ Wastewater Chiorine gas 130 6000 Ultraviolet ight
10 ‘Wilmette Water Plant Wimette L Drinkingwater Chlotine gas 260 50,000 Uguid bleach
3 Downers Grove Sanitary District DownersGrove 1L Wastewater Chlorine gas 090 5880 Liguld bleach
3 Clry of Emburst Wastewater Treatment Plant Elmhorst [ Wastewater Chiotine gas 300 100,000 Udquid bleach
] MrVernon Wastewater Treatenient Facllity Mt Vemon [ Wastewater Chiorine gas 130 2250 Liquid bleach
" Aurora Watet Treatiment Plant Aurora L Oninkingwater Chlorine gas 130 17.000 Liquid bleach
10 Village of Mundefeln-Waste Water Treatment Plant Uibertyvilie [ Wastewater Chionne gas 090 1734 Uiguid bleach
7 Sanitary District of Decatur Decator [N Wastewater Chiorine gas 380 59,000 Liquid bleach/uV
7 Granite City Regionat Waste Water Treatment flant Granite City [ Wastewster Chiorine gas 230 7000 Liguid bleach
8 Woodstock [ Wastewater Chiotine gas 600 25,000 Uquid bleach
17 Malinve Water Treatment Plant Moline R Orinkingwater Chiorine gas 540 19887 Liguid bleach
13 Springbrook Water Reclamation Center Naperville I Wastewater Sulfur dioxide gas. 15 4830 Sodium bisulfite/bleach
3 ‘Water Pollution Control Plant Fort Wayne N Wastewater Chiorine gas 1400 330,000 Liquid bleach
9 Jeffersonville Wastewater Treatement Plant Jeffersonille W Wastewater Chiotine gas 100 8,000 Ultraviolet ight
s Jasper Wastewater Treatment Plant Jasper N Wastewater Chlorine gas 130 7.000 Ultraviolet fight
9 Seymour Wastewatet Treatment Facility Seymour N Wastewater Chlorine gas 136 1500 Ultraviolet light
3 Vincennes Wastewater Treatment Fachity Vincennes N Wastewater Chiorine gas 160 8455 Ultraviolet ight
7 Fall Creek Water Treatiment Plant Indianapolls N Drinking water Chiorine gas 1100 71633 Uiquid Blesch
7 White River Water Treatment Plant Indianapolls N Drinkingwater Chiorine gas 1500 968,579 liquid bleach
1 Flint Lake Treatment Plant 2 Vallparaiso W Drinkingwater Chlorine gas 290 1523 Liquid bleach
2 ‘Mishawaka Wastewater Treatment Plant Mishawaka W Wastewater CWorinegas 130 24,500 Liquid bleach
2 Edison Fiftratian Plant and Wel Field South Bend W Drinking water Chiorine gas 130 18815 Liquid bleach
H Glive 5t Well feld South Bend W Drinking water Chiortne gas 130 14158 Liguid bleach
4 Canal Road Pumping Station Lafayette N Drinkingwater Chiorine gas 130 22,000 tiquid bleath
4 Glick Pumping Station tafayette ™ Drinking wates Chiorine gas 130 18000 tiquid bleath
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Water utilities that have converted from extremely hazardous substances fronun: e

Congressional " y Former toxic Former Former New chemicat
district Facifity name City State  Industry type chemical danggr zone danger zone or process
{miles} population

2 Chinton Reservoir Water Treatment Plant Lawrence XS Drinking water Chlorine gas 130 7654 Uguid bieach
3 Kaw River Water Treatment Plant tawrence #s Drinking water Chiorine gas 130 3400 Liquid bleach
3 Johnson County Wastewater-Tomahawk Leawood LS Wastewater Chiorine gas 0.5 2806 Uhnravilet light
3 Johnson Caunty Wastewater-Martway Pump Station Mission XS Wastewater Chiorine gas 059 9815 Uhtraviglet fight
3 Johnson County Wastewater-Nelson Complex Mission [ Wastewaler Chlaring gas 0se 10,201 Uhtraviolet ight
3 Johnson County Wastewater-Turkey Creek Mission s Wastewater Chlorine gas 050 10,201 Vltraviolet ight
3 Johnson County Wastewater - Middie Sasin Overland Park XS Wastewater Chiorine gas 950 041 Ultraviolet Hight
3 Johnison County Wastewater-75th Street Purnp Station Qverdand Park. Ks Wastewater Chiorine gas 090 12,104 Ultraviolet light
4 ‘Sewage Treatment Plant No.2 Wichita ks Wastewater Chiorine gas 300 18,000 Utraviotet fight
2 Topeka K5 - N, Topeka Wastewater Treatment Plant Topeka s Wastewater Sulfur dioxide gas 310 39.000 Liquid bleach
4 Fori Thornas Flltration Plant Fort Thoras KY Drinking water Chiorine gas 260 47,706 Liguid bleach
2 AWRA East Wastewater Treatment Plant Owensboro KY Wastewater Chiorine gas 300 27,750 Liquid bleach
2 Waste Water Treatment Plant, West Owensbore XY Wastewater Chlorine gas 2500 90,000 Liquid bleach
4 Dry Creek Wastewater Treatment Plant Eranger Ky Wastewater Chiorine gas 130 5,500 Liquid bleach
5 London Wastewates Treatment Plant London LA Wastewater Chlorine gas 460 18,238 Uttraviolet light
2 Shetbyville Municipal Wastewater Treatment Plant Shelbyville Ky Wastewater Chiatine gas 263 12,000 Ultraviclet light
1 ‘Franklin Water Treatment Plant Franklin L\ Drinking water Chiorine gas 050 3,100 Diquid beach
4 Lucas Waste Water Treatment Plant Shreveport LA Wastewater Chiorine gas 950 726 Uttraviolet iight
4 Notth Regional Wastewater Treatment Plant Shreveport ey Wastewater Chiotine gas 090 726 Uitraviolet light
7 ity of Sulphur Regonal Wastewster Facliity Westlake 1A Wastewater Chlorine gas 540 41,000 Ultraviolet Hight
2 Bridge City Wastewater Treatment Plant Bridge City A Wastewater Chiorine gas 130 5,183 Liquid bleach
1 Jefferson Parish Fast Bank WWTP. Harghan 1A Wastewater Chiorine gas 1200 790,000 tiquid bleach
2 Marreto Wastewater Treatment Plant Marreto LA Wastewater Chiorine gas. 130 22,600 Liguid bleach
3 Thibodaux Water Plant Thibodaux LA Drinking water Chioring gas. 263 21,766 Liquid bleach
5 ity of Ruston - Wastewater Treatment Plant Ruston A Wastewater Chiofine gas 136 20 Ultraviolet light
3 ‘Water Pallution Control Center Monroe 1A ‘Wastewatet Chlorine gas 449 14738 Ultraviolet light
3 Destrehan Wastewater Treatment Plant Destrehan LA Wastewater Chiorine gas 138 1528 Uhtraviolet light
3 Houma Water Treatment Plant #2 Houma YA Drinking water Chionine gas 130 2100 Liquid bleach
1 Pitrsfield Wastewater Teeatment Facility Pittsfield MA Wastewater Chiorine gas . 130 9300 Liquid bleach
3 ity of Arrieboro Wastewater Treatment Plant Attlebore MA Wastewater Chiorine gas 300 67,026 Liquid bleach
4 High Hill Chlorination Buiiding Dantmouth MA Drinking water Chiorine gas 90 7300 Liquid bleach
5 Lawrence Water Filteation Plant Lawrence MA Drinking water {hiorine gas 120 13,008 Chiorine dioxide/bieach/UV
1 Holyoke Water Poflution Controf Faclity Holyoke MA Wastewater Chlorine gos 130 27568 Liquid bleach
5 Lowel! Reglonal Water Utility intake Station Lowelt MA Drinking water Chiorine gas 130 7552 Chorine dioxide
5 Lowef! Reglonal Water Utility Treatment Plant Lowelt MA Drinking water Chiorlne gas 130 10,382 Chiorine dioxide/bieach
5 Letchworth Avenue Wastewater Treatment Facility No.Billerica MA Wastewater Chiorine gas 130 7,500 Liquid bleach
4 Quittacas Water Treatment Plant Rochester MA Drinking water Chiorine gas 290 4,000 Liquid bleach
3 Annapolis Water Reclamation Facility Annapolis ME ‘Wastewater Sulfur dioxide gas 290 23,000 Sodium bisulfite/bieach
1 Amold WIP Amold MD Drinking water Chiorine gas 270 31,500 Liguid bleach
5 Broadwates Water Reclarration Facility Churchton MO Wastewater Suffur dioxide gas 290 5,000 Uhtravioletlight
3 Crofton Meadows Jf Water Plant Crofion MD Drinking water Chiorine gas 270 17,500 Liquid bleach
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Water utilities that have converted from extremely hazardous substances !

Congressional " ’ Formertoxic | FOMer o FONMEL oy chemical
district Facility name City State  Industry type chemical danggr zone danger zone ar process
{miles} population

3 Patuxern Water Reclamation Facliity Crofton MD Wastewater Sulfur dioxide gas 290 25,000 Ultraviolet ight
7 Ashburtan Fitration Piant Baltimore MD  Drinking water Chlorine gas 320 38837 Liquid bleach
2 Back River Wastewater Treatment Faciity Bakimore MD Wastewater Chlorine gas 1400 1470000 Liquid bleach
6 City of Westrninste: Weastewater plant Westminster  MD Wastewater Chiorine gas 030 3259 Liquid bieach
5 Mattawoman Wastewater Treatrment Plant LaPlata 1] Wastewater Sulfur dioide gas 540 94,500 Ultraviolet fight
1 Cambridge WWTF Cambridge MD Wastawater Sulfur dioxide gas 130 8,300 Sodturm bisulfite/bleach
8 MD Wastewater Chiorine gas 130 7759 Uttraviotet fight
5 Fiscataway Wastewater Treatment Plant Accakeek Mo Wastewater Sulfur dioxide gas 110 20,000 Ukraviolet tight
5 Western Branch Wastewater Treatment Plant Upper Marlhors MD Wastewater Sulfur dioxide gas 30 7322 uhraviolet fight
2 Lake Aubum Intake Facllity Auburn ME  Drinking water Chlorine gas 130 1157 Uguid Bleach
2 L Poliution | Authorlty Lewiston ME Wastewater Chlorine gas 130 10,300 Ligquid bleach
l East End Wastewater Treatment Plant Portland ME Wastewater Chiorine gas 300 £4411 Liquid bleach
1 Sebiago Lake Water Treatment Facifity Standish ME  Drinkingwater Chiorine gas 300 3856 Liquid bleach/ozone
6 Bentan Harhor-St. Joseph Join WWTP Saint foseph 1] Wastewater Chiorine gas 130 16,000 Liquid bleach
7 CBPU Waste Water Treatment Plant Coldwater ] Wastewater Chlorine gas 010 [ Ultravioletfight
H Petoskey Wastewater Treatment Plant Petoskey ] Wastewater Chlorine gas 30 1900 tiquid bleach
5 Katamazoo Water Reclamation Plant Kalamazoo 4] Wastewater Chlorine gas 130 17,300 Liquid bleach
3 City of Grand Rapids Wastewater Treatment Plant GandRapids M Wastewater Chlorine gas 130 15873 Uhraviolet light
3 City of Grandville Wastewater Treatment Plant Grandville L] Wastewater Chlorine gas 130 2900 htraviolet light
7 City of Adrian, M| - Wastewater Treatment Plant Adrian 7] Wastewster Chlorine gas 300 8679 Utmaviolet light
7 City of Adrian, Ml - Water Treatment Plant Adrian [ Drinking water Chlorine gas 300 B2 Liquid bleach
% City of Montoe Water Filtration Plant Monroe M Drinking water Chlorine gas 150 18,000 Liquid bleach
1 Muskegon Heights Water Filtration Plant NortonShores  M! Drinking water Chiorine gas 100 32,000 Liquid bleach
2 Donald K. Shine Water Treatrment Plant Holland ] Drinking water Chiorine gas 050 1500 tiquid bleach
2 Holland Wastewater Teeatment Plant Holkand M Wastewater Chiorine gas 130 16,000 Liguid bleach
10 City of Port Huron Wastewatet Treatment Plant Port Huron M Wastewater Chiorine gas 1.00 13,000 Liquid bleach
10 City of Port Huron Watet Treatment Plant PortHuron Mt Drinking water Chlorine gas 100 7,700 tquid bleach
% Yostanti Community Ulthities Autharity psitantl " Wastewater Chiorine gas 130 10613 Ultraviolet fight
13 Wyandotte Wastewater Treatment Faclity Wyandotte i Wastewater Chiorine gas 1400 1160000 Untraviolet ight
1 Mankato Wastewater Treatment Plant Mankato MN Wastewater Chiorine gas 130 10933 Liquid bleach
2 Saneca Wastewater Treatment Plant Eagan MN Wastewater Sulfur dioxide gas 190 22793 Sodium bisulfite/bleach
2 Metropolitan Council- Empire WWTP Farmington N Wastewater Sulfur dioxide gas 190 1,664 Ultraviolet ight
2 Metropalitan Councif - Hastings WWTP Hastings MN Wastewater Chiorine gas 170 11,504 Liguid bleach
2 Metropoiitan Councll- Rosemount WWTP Rosernaunt M Wastewater Chiorine gas 170 351 Ultraviolet light
8 Grand Rapids Waste Water Treatment Pant GrandRapids  MN Wastewater Chiorine gas 130 748 Liguid bleach
7 Hutchinson Wastewater Treatment Facility Hutchinson N ‘Wastewater Chiorine gas 100 12,882 Ultraviolet ight
7 Hutchinson Water Treatment Plant Hutchinson MN  Drinking water Chiorine gas 130 4641 Liquid bleach
4 Metrogolitan Wastewater Treatment Plant st.Paul MmN Wastewater Chiotine gas 750 520000 tiquid bleach
1 Western Lake Superior Santtary District Duhith N Wastewater Chlorine gas 10322 128,293 Uguidbleach
2 Cottage Grove Wastewater Treatment Pant {ottage Grove M Wastewater Chiorine gas. 170 3,100 Ultravioletlight
6 Liberty Water Treatment Plant Liberty MO Drinking water Chionne gas 130 2,250 Liguid bleach
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Water utilities that have converted from extremely hazardous substances ontnued

Congressionat " ) Formertoxic | Former - Former New chemical
district Facility name City State  Industry type chemical danggr zone danger 2one or process
{miles) population

7 Northwest Treatment Plant Springfield 0 Wastewater Chlarine gas 230 1,500 Ultraviolet light
7 Missourt American Water Company Blendville Plant Joplin MO Drinking water Chlorine gas 130 14,006 Liquid bleach
6 Maryvlie Water Treatment Plant Maryvitie MO Drinkingwater Chiorine gas 100 8850 Liquid bieach
2 City of OFallon Wastewater Treatment Pant QFalion MO Wastewater Chiorine gas 220 16,500 Uhraviolet light
2 Fenton Wastewater Treatment Plant fenton MO Wastewater Chlorine gas 130 499 Utteaviolet light
2 Grand Glaize Treatment Plant Valley Park MO Wastewaler Chiorine gas 130 10,000 Liquid bleach
4 Laurel WWTP #1 tawsel M Wastewater Chiorine gas 130 500 Ultraviolet Hight
4 WWTP 82 Laurel s Wastewater Chlorine gas 130 800 Ultraviolet light
2 City of Vicksburg Wastewater Treatment Facility Vickshburg s Wastevwater Chiorine gas 100 4760 Liguid bleach
2 ity of Vicksburg, Wates Treatment Facility Vicksburg M5 Orinking water Chiorine gas 210 3417 Liquid bleach
1 ‘Havre Water Plant Havre M Drinking water Chiorine gas 20 10000 Liquid bleach
1 Missour River Treatment Plant Helena MT  Drinking water Chlorine gas 23 1800 Liquid bleach
1 Colstsip Water Yreatment plant Colstrip MT  Drinking water Chiorine gas 10 1500 Liquid bleach
13 EdThomas Water Treatment Plant Burlington NC  Drinking water Chiorine gas 130 8400 Liquid bleach
10 Catawba River Water Filration Plant Morganton NC - Drinking water Chiorine gas 264 15,367 Liquid bleach
2 Cross Creek Water Reclamation Facility Fayetteville NC Wastewater Chiorine gas 009 0 Liguid bleach
7 Rockfish Creek Water Reclamation Fayetteville NC Wastewater Chiorine gas 009 0 Liguid bteach
4 Brown Water Treatment Plant Durham NC  Drinking water Chiarine gas 130 1400 Liquid bleach
4 Williams Water Treatment Plant Dutham NC  Drinking water Chlorine gas 130 9,800 Liquid bleach
13 City of Oxford Wastewater Treatment Piant Oxford NC Wastewater Chicrine gas 130 2,664 Uttraviolet fight
2 ABUzzle, . Water Plant Erwin NC Drinking water Chiorine gas 290 3,100 Liquid bleach
2 Chty of Sanford Water Treatment Plant Sanford NG Drinking water Chiorine gas 290 n Liquid bleach
10 City of Lincotnton Waste Water Treatment Plant Lincolnton Ne Wastewater Chioeine gas 100 5,000 Liquid bleach
I} Irwin Creek Wastewater Treatment Plant Charkotte NC Wastewater Chlarire gas 130 4750 Ultravioletlight
g Sugar Creek Wastewater Treatment Plant Chatkotte NC Wastewater Chiorine gas 130 13,200 Ultraviolet fight
] City of Kannapolls Water Treatment Plant Kannapolls NC  Drinking water Chlotine gas 300 12770 Liquid bleach
2 Town of Gamer WWTP Facility Gamer NC Wastewater Chlorine gas 13 208 Caldum hypochlorite
2 132nd & Harney Pump Station Omaha NE  Drinking water Chiorine gas 260 39,000 Uquid bleach
2 Maple Road Pump Station Omaha NE Drinking water Chlorire gas 260 12,000 Liguid bleach
2 Missourt River Wastewater Treatment Plant Omaha NE Wastewater Chlorine gas 130 9,400 Liquid bleach
2 Ratnwood Pump Station Omaha NE  Drinking water Chiorine gas 260 11,000 Liquid bleach
2 Skyline Pump Station Omaha NE drinking water Chlorine gas 260 2,700 tiquid bleach
2 Turnes Boulevard Pump Station Omaha NE  Drinking water Chlorine gas 260 93,000 Liquid bleach
2 Walnut Hill Pump Station Omaha NE Drinking water Chlorine gas 260 104,000 Liguid bleach
1 Northeast Wastewiater Treatment Facility Lincoln NE Wastewater Chiorine gas 130 350 Ultraviglet light
N Theresa Street Wastewater Treatment Faclity Lincoln NE Wastewater Chiorine gas 130 8100 Ultraviaet light
1 City of Norfolk WPC Norfotk 3 Wastewater Chiorine gas 130 8100 Uttravioet light
2 76th & Harrison Pump Station Lavista NE  Drinking wates Chiorine gas 268 60,000 Liquid bleach
2 36th & Edna Pump Station Omaha NE  Drinking water Chlorine gas 260 59,000 Liquid bieach
9 Bergen County Utlitles Authority tittie Ferry W Wastewater Chiorine gas 0% 5800 Liquid bleach
EH River Road Plant Chiorination and De-Chiorination Princeton N Wastewater Chlorine gas 220 24078 Liquidbleach
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Water utilities that have converted from extremely hazardous substances irannier;

Congressionat " . Farmer toxic Former Farmer New chemical
district Facility name City State  Industry type chernical danger zane danger zone ar process
(miles})  population
& Cart J. Qlsen Water Treatment Plant Edison N Drinking water Chiarine gas .15 Q Liquid bleach
& Middlesex County Utifities Authority Sayrevifle N Wastewater Chiotine gas 3560 10,740,900 Liquid bleach
8 Litde Falls Water Treatment Plant Totowa N Drinking water Chiorine gas 5.40 430,000 Linuid bleach
5 Chemical Bullding/ Filtration Plant Wanaque N Orinking water Chiorine gas 130 6,000 Liguid bleach
5 Lower Gate House Wanague N Drinking water Chiotine gas 130 723 Uiquid bleach
5 Cid (Original) Treatment Plant Wanague NS Drinking water Chiorine gas 130 5573 Liquid bleach
7 Somerset Rariatn Valley Sewerage Authority (SRYSA}  Bridgewater N Wastewater Chlorine gas 130 £500 tiquid bleach
Rt Edward B Decher Secondary Wastewater Tret. Plant Elizabeth N Wastewatet Chlorine gas 1400 50,000 Liquid bleach
13 Wastewater Treatment Plant {TCPA IDNo. 1903) Linden NS Wastewater Chiorine gas 130 10,000 Ultraviolet light
2 Truckee Meadows Water Reclamation Factiity Reno NV Wastewater Chlorine gas 540 113,000 tiquid bleach
2 City of Auburn Watey Purtfication Plant Aubum NY Drinking water Chiorine gas 130 8,500 Liquid bleach
2 Cityof Water Pollution Controf Plant i NY Wastewater Chiorine gas 130 400 Liquid bleach
18 Poughkeepsies Water Treatment Faciity Poughkeepsie  NY  Drinking water Chiorine gas 260 15,907 Liquid bleach
a ECSD 42 - Big Sister Creek WWTP Angola NY Wastewater {hiorine gas 270 8,789 Liguid bleach
7 Erie County Southtowns WWITP Buftalo NY Wastewater Chlorine gas 270 32083 Liquid bleach
7 ECSD #6 - Lackawanna WWTP Lackawanna NY Wastewater Chiorine gas 270 54157 iiguid bieach
2 City of Niagara Falls Wastewater Treatment Plant Niagara Falls NY Wastewater Chiorine gas 25,00 1,100,000 Liguid bleach
24 Onelda County Water Poliution Controi Plant Utica NY Wastewater Chiorine gas 130 13,500 Liquid bleach
25 Marcelius Wates Treatment Plant Marcellus NY. Drinking water Chiorine gas 300 5367 Liquid bieach
5 Otisco Lake Metering Station Marietta NY  Drinking water Chlorine gas 300 2377 Lquid bleach
2 Chty of Newburgh Water Filtration Plant Newburgh NY  Orinkingwater Chlorine gas 130 7500 Liquid bleach
19 Peekskill Wastewater Treatment Plant Paekskiil NY Wastewater Chlorine gas 130 14,300 Liquid bleach
18 Port Chester Wastewater Treatment Plant Port Chester NY Wastewater Chlorine gas 130 22,600 Liguid bleach
8 Middletown Wastewater Treatment Plant Middetown ox Wastewater Chlorine gas 260 21,000 Liguid bieach
1 Clermont County Lower East Fork WWTF Milford OH Wastewater Chiorine gas 260 2500 Uhtraviolet fight
6 & Department O g Chiorine gas 260 25,500 Liguid bleach
n Baldwin Water Treatment Plant Cleveland OH Drinking water Chiorine gas 130 38,300 Liquld bleach
" Nottingham Water Treatrent Plant Cleveland OH  Drinking water Chiorine gas 1400 1100000 Uguid bleach
5 Defiance Water Treatment Plant Defiance OH Dilnking water Chiorine gas 136 4000 Liquid bleach
15 Dublin Road Water Plant Columbus OH Drinking water Chiorine gas 130 17015 Liquid bleach
% Jackson Pike Wastewater Treatment Plant Columbus O Wastewater Chiorine gas 100 57,000 Liguid bleach
7 Southerly Wastewater Treatment Plant Lockboume OH Wastewater Chiorine gas 330 4,600 Liguid bleach
7 Xenia Ford Road Wastewater Treatment Plant Xenla OH Wastewater Chlorine gas 220 6510 Ultraviolet ight
? Xenia Glady Run Wastewater Treatment Plant Xenla OH Wastewater Chiorine gas 2% 4100 Uhtravioletlight
1 Mili Creek WWTP Cincienatl OH Wastewater Chivrine gas 1400 860,000 Liquid bleach
1 Muddy Cresk WWTP Lincinnatl oH Wastewater Chiorine gas 130 2300 Liquid Bleach
2 Polk Run WWTP Loveland oK Wastewater Chlorine gas 130 6,800 Uttraviodet light
4 City of Findlay Water Polfution Control Centey findlay aH Wastewater Chlorine gas 130 13,000 Ultraviotet fight
4 City of Findiay Water Treatment Plant Findlay OH Drinking water Chlotine gas 130 15,000 Liguid bleach
& City of Steubenville, Wastewater Treatment Plant Steubenville OH Wastewater Chiorine gas 70 3,000 . Liquid bleach
L Aqua Dhio Inc. Lake Shore Division Mentoronthelake OH Drinking water Chiorine gas 150 15,738 1iquid bleach
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Water utilities that have converted from extremely hazardous substances fcan

Congressional i " Former toxic Former Former New chemical
district Facifity name City State  {ndustry type chemical danger zone danger zone ar process
{miles} population
14 ‘Lake County Water Treatment West Willoughby oH Drinking water Chlosine gas 150 19,752 iiquid bieach
2 Newark Water Treatment Plant Newark o1 Drinking water Chiorine gas 300 37000 Liquid bleact
9 Maumee River Wastewater Treatment Plant Waterville oH Wastewater Chiorine gas 130 1,500 Ultraviolet fight
8 Cefina Water Treatment Plant Celina oH Drinking water Chiprine gas 130 FARS] Liquid bleach
W Akron Water Supply Plant Kent OH  Drinking water Chiorine gas 1400 411,356 Uquid bleach
77 Streetsboro-Hudson WWTP Strestsboro OH Wastewater Chiorine gas 688 15,091 Liquid bleach
2 City of Portsmouth Water Treatment Plant Portsmouth O Drinking water Chiorine gas 130 5,798 Higuid bieach
17 ‘Wayren Water Filtration Plant Conttand oH Drinking water Chiorine gas 130 2,140 Liquid bleach
18 City of Dover Wastewater Treatment Plant Dover OH Wastewater Chiorine gas o0se 2900 Uttraviotet Hght
5 City of Bowling Green Water Treatment Bowling Green oH Drinking water Chiorine gas 130 580 Liguid bleach
4 Ctty of Lawton Wastewater Treatment Plant Lawton oK Wastewater Sulfur dioxide gas Y 3500 Ukteaviolet fight
4 City of Lawton Watey Treatment Plant Medicine Park oK Drinkling water Chiorine gas 350 500 Liquid bleach
2 Broken Bow Water Treatment Plang Hochatown 0K Orinkingwater Chiorine gas 050 18 Liquid bleach
5 Bethany Water Plant Bethany oK Drinking water Chiorine gas 128 2851 Liquid bleach
3 Clackamas River Water WTP Clackamas OR Drinking water Chioring gas 130 8900 Liquid bleach
4 ity of Myrtle Creak Wastewater Treatment Plant Myrtle Creek OR Wastewater Chiorine gas 150 7,200 Ultaviotet light
5 ‘Winstor-Green Wastewster Treatrient Faciity Raseburg on Wastewatet Chiorine gas 1200 10000 Liquid bleach
2 Big Butte Springs Butte Falls OR Drinking water Chiorine gas 030 20 tiquid bleach
2 Robert A, Duff Water Treatment lant White City OR  Drinking water Chiotine gas 20 330 tiquid bleach
4 Albany Wastewater Plant Albany or Wastewater Chlorine gas 5.20 46,899 Liquid bleach
4 Albany Water Plant Albany OR  Drinking water Chlorine gas 160 17,296 Liquid bleach
5 Wiliow Lake Wastewater Treatment Plant Salern OR ‘Wastewater Chiorine gas 100 15,585 Liguid bleach
5 Gerentsland Freatment Facility Stayton OR  Drinking water Chlorine gas 300 2600 Liquid bleach
H Franzen Reservolr Disinfection System Tumner Ok Drinking water Cilorine gas 300 4900 Liguid bleach
3 Columbia Boulevard Wastewater Treatment Plant Portland R Wastewater Chlorine gas 560 157500 Liguid bieach
6 Jolnt Municipat Autharity of Wyorissing Valley feading [y Wastewater Chlorine gas 200 £4,000 Liquid bleach
9 Tyrone Wastewater Treatment Plant Tyrone £ Wastewater Chlorine gas 290 150 Uttravictet fight
8 Chalfont-New Britain Township Jt Sewage Authority Doylestown PA Wastewater Chlorine gas 090 1000 Ultraviolet light
8 Pennridge Wastewater Treatment Authority WWTP Sellersville PA Wastewater Chlorine gas 130 9,789 Ultraviclet light
5 St Marys Wastewater Treatment Plant St Marys PA Wastewater Chiorine gas 130 7 Uhtraviofet hight
15 Northammpion Borough Municipal Authority WP Whitehall PA Drinking water Chlarine gas 300 3725 Liquid bleach
1 Atea Joint Authority i £ Wastewater Chloine gas 130 1046 Ultraviolet fight
n GHISA Wastewater Treatment Facility West Hazleton PA Wastewater Chlorine gas 130 3,700 Ultraviolet Iighf
w0 itary Authority - West P w Wastewater Chlorine gas 260 38000 tiquid bleach
7 Matsunk Water Pollution Control Center Bridgeport PA Wastewater Chlorine gas 130 14,361 Liguid bisach
7 Oaks Wastewater Treatment Factiity Oaks oA Wastewater Chlarine gas 204 13,300 Liquid bleach
5 ENPWISAWWTP flymouth Meeting ~ PA Wastewater Chlorine gas 187 40414 Liquid bieach
15 Easton Area Joint Sewer Authority WRCF Easton PA Wastewater Chlorine gas 130 8735 Liquid bleach
10 City of Sunbury Wastewater Treatment Facifity Sunbury oA Wastewater Chiorine gas 350 20,400 Uttraviolet light
2 Belmont Water Treatment Plant Phifadelphis PA Drinking water Chlorine gas 170 | 49,670 Liquid bleach

13 Northeast Water Pollution Controf Plant Philadelphia PA Wastewater Chlorine gas 730 1575971 Liquid bleach

axtremaly hazendous substances
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Water utilities that have converted from extremely hazardous substances tootin.cd;
Congressional . ; Former toxic Former Former New chemical
district Facility name City State  Industry type chemical danger zane danger 19ne or process
tmiles) population
3 Samuel §, Baxter Water Treatment Plant Philadelphia PR Drinking water Chiorine gas 730 782071 Liquid bleach
t Southeast Water Pollution Control Plant Philadelphia ) Wastewater Chiosine gas 730 1,182,741 tiquid bleach
2 Authority of the Borough of Charlerol Chaleral PA Wastewater Chiorine gas 130 3450 Liquid bleach
2 Warwick Wastewater Treatment Facllity Warwick Ri Wastewater Chlosine gas 090 100 Liquid bieach
1 Water Poflution Controt Newport 3 Wastewater Chiorine gas 130 14460 Liquid bleach
1 Pawtucket Water Purification Facility Cumberand R Diinking water Chlorine gas 300 122,000 Liquid bleach/LY (hew plant)
1 Woonsocket Reglonaf Wastewater Commission ‘Waonsacket R Wastewater Sulfur dioxide gas 080 5700 Sodium bisulfite/bleach
2 Quonset Point Wastewater Treatment Facliity NorthKingstown ~ RI Wastewater Chiorine gas 10 12,200 Liquid bleach
H Lake Hartwell Fitter Plant Andersan 5 Drinking water Chiorine gas 30 1500 Liquid bleach
3 Middle Branch WWTP Easley sc Wastewater Chlorine gas [ 137 Ukraviolet light
13 North Charleston Sewer District WWIP Herbert Site Charteston sC Wastewater Chierine gas 1400 365,213 Uhraviolet light
1 Plum istand WWTP Charleston ¢ Wastewater Chiorine gas 140 7,500 Liquid bleach
§ City of Johnsonville Wastewater Treatment Plant Johnsonville sC Wastewater Chiorine gas 300 2600 Liquid bleach
4 Lower Reedy Plant Fountaininn sC Wastewater Chiorine gas 130 00 Ultraviotet light
4 WCRSA Mauldin Road Plant Greenville s¢ Wastewater Chlorine gas 050 4,000 Uhtraviotet fight
4 Pelham WWTP Greer 5¢ Wastewater Chioriae gas 150 4000 Uhtraviolet light
4 Gilder Creek WWTR Simpsonvifie 4 Wastewater Chlorine gas 130 720 Uravicfet light
3 W.R. Wise Water Treatment Faciiity Greenwood SC Drinking water Chiotine gas 300 2444 Liquid bleach
3 West Alexander WWTP Greenwood sC Wastewater Chiorine gas 188 3300 Uhraviolet fight
3 Wilson Creek WWTP Greenwood sC Wastewater Chlorine gas 188 1800 Ulraviolet light
t GSWSA Myrtle Beach SWTP Myrtle Beach SC Drinking water Chlorine gas 123 5,500 tiquid bleach
4 Durbin Creek WwWTP R Fountalninn sC Wastewater Chlarine gas 130 1400 Utraviolet light
5 City of Bishopuille Wastewater Treatment Facility Bishopyille sC Wastewater Chlorine gas 150 1300 Ulrraviolet light
2 Lake Murray WTP texington 5C  Drinking water Chlorine gas 190 4000 Liquid bleach
4 City of Union Water Treatment Plant Unlon SC Drinking water Chirinie gas 190 2600 Uquid bleach
1 Chty of Aberdeen Wastewater Treatment Plant Aberdeen 5D Wastewater Chiarine gas 350 15,000 Ultraviolet ight
i Wastewster Treatment Plant Yankton 0 Wastewater Chiorine gas 130 10,000 Ultraviolet ight
1 Newport Utitties Board Wastewater Treatment Plant Newport ™ Wastewater Chlorine gas 300 9595 Liquid bleach
1 Newport Utifitles Boarc Water Plant Newport TN Drinking water Chiorine gas 220 732 Liguid bleach
4 City of Pulaskl Wastewater Treatment Plant Pulaski ™ Wastewater Chiorine gas 090 3700 Ultravioet light
3 Soddy Daisy Falling Water Uttty District Soddy Daisy N Drinking water Chlorine gas 130 2,000 Liquid bleach
2 First Utility District of Knox County WTP Knowvile TN Orinking water Chiorine gas 130 7020 Liquid bleach
2 First Uttty Disteict of Knox County WWT® Knowville ™ Wastewater Chlosine gas B ) 3900 Liquid bleach
2 Knox Chaprnan Utility District WTP Knowvile ™ Drinking water Chiorine gas 300 6300 Liquid bleach
2 Nartheast Knox Utlity District WTP Knoxvile TN Drinking water Chiorine gas 300 7900 Liquid bleach
2 ‘West Knox Utiity District WTP Knowville TN Drinking water Chiorine ges 300 2600 Liquid bleach
2 West Knox Utility District WWTP ¥nowville ™ Wastewater Chiorine gas 300 1800 Liquid bleach
8 Clarksyille Water Treatment Plant Clarksville TN Drinking water Chiorine gas 130 2727 Liguid bleach
[ LaVergne Water Treatrment Flant LaVergne TN Drinking water Chiorine gas 130 3400 tiquid bteach
5 Stones River Water Treatment Plant Murfeesboro TN Drinking water Chlorine gas 130 3000 Liquid bleach
6 The Jor W. Lovell Water Qualty Cantrol Center Murfreesboro TN Wastewater Chiorine gas 030 5,006 Utraviolet light

12 Center for American Progress | Water ubdits ahrances
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Water utilities that have converted from extremely hazardous substances i

Congrassional - N Former taxic Former Former New chemical
district Facility name City State  industry type chemical danggr 2o0ne danger one o1 process
(miles) population

5 Smyria Wastewater Treatment Plant Smyma ™ Wastewater Chiorine gas 050 1,250 Ultraviolet light
1 Unlcol Water Filter Plant Unicol ™ Drinking water Chiorine gas 1e 300 Liquid bleach {converting}
4 McMinnifie Wastewater Plant McMinnvitle ™ Wastewater Chiorine gas 130 5000 Linuid bleach
4 Warren County Utifity District Water Treat. Piant McMinnvilie ™ Orinking water Chlorine gas 280 1,200 Liquid bleach
1 Regtonal Waste Water Treatment Plant Gray ™ Wastewater Chiorine gas 11 2,100 Ultraviolet light
3 Knob Creek Waste Water Plant Johnson Cty ™ ‘Wastewater Chiorine gas 11D 1,700 Liguid bleach {converting)
1 Jonesboraugh Water Treatment Plant Jomesborough ™ Oririking water Chlorine gas 230 3.000 Liquid bleach
2 Market Street Pumping Station. San Antonio ™ Drinking water Chiorine gas 260 109,000 Liquid bleach
2 City of Pearland Barry Rose W. W. Treatment Plant Pearland ™® Wastewater Chiorine gas 400 46,000 Liquid bleach
2 City Pearland ™ Wastewater Chlorine gas 400 56,000 Liquid bleach
30 Dallas County Park Cities MUD Treatment Plant Dalllas ™ Drinking water Chlorine gas 130 8817 Liquid bleach
% Pecan Creek Water Reclamatian Plant Denton R Wastewater Sulfur dioxide gas EALY 21,000 Ultraviglet fight
& Red Oak Creek Reglonal Wastewater System Red Oak it Wastewater Chlorine gas 300 10,127 Utraviolet light
6 City of Waxshachie Wastewater Treatment Plant Waxahachie ™ Wastewater Sulfur diowide gas 230 8,000 Uttraviolet light
2 ity of Rosenberg -WWTP 2 Rosenberg ™ Wastewater Chlorine gas 3.00 28437 Uttraviolet light
2 City Sugar Land South Wastewater Treatment Plant SugarLand ™ Wastewater Chlorine gas 130 6700 Liquid bleach
2 SugarLand Reglonal Sewerage System SugarLand ™ Wastewster Chlotine gas 130 3298 Liquid bleach
4 Dallas Salmon Wastewater Plant. League City ™ Wastewater Chlorine gas 400 49,000 Uhraviolet ight
4 Wastewster Treatment Plant Sherman ™ Wastewater Chiorine gas 4506 25800 Ultraviofet light
2 Cypress-Klein UD Wastewater Treatment Plant Houston ™ Wastewater Chlarine gas 130 13,000 Uiquid bieach
2 Seabrook Wastewater Treatment Plant Seabrook T Wastewatey Chlorine gas 540 61,036 tiquid bleach |
2 ‘South Wastewater Treatmant Flant Mission x Wastewater Chiorine gas 090 6,000 Ultraviglet ight
5 City of Tewrell - Water Treatment Plant Tesrelh ™ Drinking water Chiorine gas 220 7.900 Liguid bleach
25 Lakeway MUD - Wastewater Treatment Plant -4 Lakeway ktd Wastewatet Chiorine gas. 0.40 576 Liquid bleach
1 Water Treatment Plant 43 tayton UF Drinkingwater Chiorine gas 090 4125 tquid bleach
2 Big Cottonwood Water Treatment Facility Salt Lake City ur Drinking water Chiorine gas 090 1504 Liquid bleach
3 South Valley Water Reclamation Facility West jordan Ut ‘Wastewater Chiorine gas 440 131,968 Ultravioletlight
3 Springville City WWTP Springuifle uT Wastewater Chiorine gas 130 3340 Ulteaviolet light
1 Water Treatment Plant #2 Ogden ur Drinking water Chiorine gas 090 8A7S Liguid bleach
8 Abert Water Treatment Plant Lynchburg VA Drinking water Chiorine gas 136 "o Liguid bieach
6 College Hift Water Treatment Flant Lynchburg VA Drinking water Chiorine gas 050 2200 Liguld bleach
6 tynchburg Regional Wastewater Treatment Facifity tynchburg VA Wastewater Chlorine gas 090 2300 Uguid bleach
0. Fairfax County Water Authority - James ), Corbalis Herndon YA Drinking water Chiorine gas 090 3,100 Liquid bleach
10 Kenvveth 8, Rollins Memortal Water Fitration Plant Leeshurg VA Drinking water Chiorine gas 300 6000 Liquid bleach
5 Town of South Hili Reglonal WWTP South Hilt VA Wastewater Chiorine gas 6390 260 Ultraviofet light
3 Lee Hall Water Treatment Plant Rewport News VA Drinking water Chiorine gas 130 1900 Liquid bleach
6 Roanoke Regional WPCP Raanoke VA Wastewater Chlorine gas a92 5,260 Liquid bleach
? Ni River Water Treatment Plant Spotsylvania VA Drinking water Chionine gas R 1884 Liquid bieach
1 Smith Lake Water Treatment Facility stafford VA Drinking water Chiorine gas 220 17,000 Liquid bleach
1 ity of St. Albans Wastewater Treatment Facifity St Athang v Wastewater Chiorine gas 80 3,500 Liquid bleach
4 ity of Kennewick Callector Welt #5 Kennewick WA Drinking water Chiorine gas 130 7300 Liquid bleach

13 Center for American Progress | Water ui:tith
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Water utilities that have converted from extremely hazardous substances icuara

Congressional Facifity name Gy st idusmyipe PN O pengersone Mo chemicl
district chemical (miles) population o7 process
4 City of Kennewick Waste Water Treatment Plant Kennewick WA Wastewater Chlarine gas 130 2300 Utravighetight
4 City of Kennewick Water Fifter Plant Kennewick WA Drinking water Chiorine gas 130 7300 Liquid bleach
4 Wenatchee Wastewater Treatment Plant Wenatchee WA ‘Wastewater Chiorine gas 130 15,000 Uhraviotet fight
g South Treatment Plant Rentory WA Wastewater Chiorine gas 290 $50,000 Uquid bleach
|l Central Kitsap T, Plant Poulsbo WA Wastewater Chiotine gas 390 8330 Ultraviolet hight
1 Lemola Chlarine Station, LS. 96 Poulsbe WA Wastewater Chlorine gas 300 3453 Liquid bleach
2 ity of Tacoma, Central Wastewater Treatment Plant Tacoma WA Wastewater Chlorine gas 130 5800 Liguid bleach
2 ity of Mount Vernon Wastewater Utiltty Moum Vermon WA Wastewater Chlorine gas 160 5498 ltraviolet light
1 City of Edmonds Wastewater Treatment Plant Edmonds WA Wastewater Chiorine gas 490 8,800 tiquid bleach
2 Everett Water Pollution Control Facility Everett WA Wastewater Chiorine gas 220 3117 Liquid bleach
5 ity of Walf Walla Wastewater Treatment Facifity Walla Walla WA Wastewater Chlotine gas 130 5,200 Liquid bleach/UV.
8 Heart of the Valley Metropolitan Sewerage District Kaukauna wi Wastewater Chlorine gas 133 7.365 Liquid bieach
1 Ratine Utibties - Wastewater Utiilty Racine wi Wastewater Chiorine gas 130 7,500 Uhraviolet light
5 Waukesha Wastewater Treatment Plant Waukeshs Wi Wastewater Chiorine gas 130 18,000 Ultraviolet fight
6 Neenah Menasha Sewerage Commission Menasha wt Wastewater Chlorine gas 540 54,000 tiquid bleach
[ Neenah Water Treatment Plant Neenah Wi Drinking water Chlorine gas 250 34,000 Liguid bleach
2 City of Chavleston Wastewater Treatment Plant Charleston w Wastewater Chlorine gas 130 2,600 Ultraviolet light
1 Crow Creek Wastewater Faciity Cheyenne wY Wastewater Chiotine gas 236 1492 Uhraviolet fight
1 Dry Creek Wastewater Facliity Cheyenne wY Wastewater Chiorine gas 220 417 Ultraviolet ight
1 Roundtop Water Treatment Plant Cheyenne WY Diinking water Chlorine gas 220 84 Calcium hypochlorite
1 Sam Hobhs Reglonal Wastewater Facility Casper wy Wastewater Chlorine gas 130 8956 Utraviolet light
1 Sheridsn Water Treatment Plant Sheridan wy Drinking water Chlorine gas 120 oo Liquid bleach
1 Evanston Water Treatment Plant Evanston WY Drinking water Chiorine gas 0.9¢ 10,803 Liquid bleach/AlV
These g water and wast i he U,
Each converted since 1999 10 a safer process, Centerfor og facit o and the
facilities In Risk #lans. Some of the faciliti pi y reparts by the Center for American Progress: “Preventing Toxic Terrorism and “Joxic rains and the Terrorlst Threat”

14 Center for American Progress | wistor s Stees shat suwn sminver b frine
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Chemical Security 101

What You Don’t Have Can't Leak, or Be Blown Up by Terrorists
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Executive summary

Most of the nation’s 101 most dangerous chemical facilities could become less attrac-

tive terrorist targets by converting to alternative chemicals or pracesses. Doing so would
improve the safety and security of more than 80 million Americans living within range of a
worst-case toxic gas release from one of these facilities, according to data compiled for this
report, Millions more living near railroads and highways used for transporting hazardous
chemicals would also be safer and more secure.

The Department of Homeland Security and numerous security experts have repeatedly
warned that terrorists could use industrial chemicals as improvised weapons of mass
destruction. Current chemical security efforts, however, are inadequate to protect work-
places and communities,

Indeed, temporary standards enacted twao years ago {and set to expire in 2009) focus
almost entirely on physical security measures, such as adding gates and guards, These
measures, however worthy, cannot assure protection against a concerted attack, insider
sabotage, or catastrophic release. Nor do they protect communities along chemical deliv-
ery routes, More than 90 percent of the 101 most dangerous facilities ship or receive their
highest-hazard chemical by railcar or truck.

‘The only certain way to protect our communities is ta remove the possibility of a toxic gas
release by converting facilities to safer, more secure alternative technologies. This report
identifies opportunities for conversions at the 101 most dangerous facilities, each of which
threaten roughly 1 million people or more in surrounding areas, The chemicals most
often posing the greatest danger at the top 101 facilities are chlorine—almost always in
railcars—followed by hydroftuoric acid and sulfur chemicals,

Most of the top 101 facilities could convert to safer and more secure chemicals or
processes already being used by similar facilities that do not endanger large numbers of
people. In particular:

« Thirty bleach plants could remove danger to some 50 million Americans by generat-
ing chlorine on-site without rail shipment and bulk storage. This includes the Clorox
Company in Los Angeles, which puts over 5.5 million people in danger.

1 Center for American Progress | Chemical Security 181
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Fifteen water utilities could remove danger to 17 million people by converting from
chiorine gas (and sometimes sulfur dioxide gas) to alternatives that include liquid
bleach or altraviolet light. This includes the Howard F. Curren wastewater plant in
Tarnpa, Fla., which puts more than a million people in danger.

Eight petroleum refineries could remove danger to 11 million Americans by substituting
toxic hydrofluoric acid, used in refining crude oil, with sulfuric acid or emerging solid
acid catalysts. This includes the ExxonMobil Corp, refinery in Chalmette, La., which
puts over 1 million people in danger.

A variety of safer, more secure alternatives are available to 21 facilities that receive

chemicals by rail or truck for use in making such diverse products as oil additives,

b armical buil

water and ials for
Company in Elwood, IIL, which puts 1.2 million people in danger in producing
industrial and household cleaners with sulfur trioxide. Using on-site sulfur burning

equipment would eliminate this danger.

f vests, This includes Stepan

Inv addition to the top 101, the report also identifies 202 additional high-hazard facilities
that could make similar changes, Bach of these facilities has some 100,000 people or

more living within range of a worst-case toxic gas release (commonly called a “vulner-
ability zone”), Together these 303 facilities are found in 41 states and endanger a total
of 110 million people.

Previous reports by the Center for American Progress show such conversions are possible.
In fact, many chemical facilities have already switched to safer, more secure alternatives,
and frequently they saved money doing so. While gates and guards always cost money,
facilities that remove hazardous chemicals reduce their need for costly physical security.
They also may reduce regulatory burdens, improve efficiency, upgrade production, and
better protect warkers.

Despite this opportunity, the federal government currently has no plan, program, or
authority to spur removal of y phic chemical hazard: even to

require chemical facilities to examine safer and more secure alternatives. To address these

deficiencies, Congress should establish 2 comprehensive chemical security program
rooted in identifying, developing, and leveraging the use of safer and more secure tech-
nologies. In particular, this program should:

Require chemical facilities to assess and use feasible alternatives that reduce the poten-
tial harm of a terrorist attack

Create financial incentives for facilities to convert by requiring liability insurance and
targeting conversion funding to publicly owned facilities and first-adopters of innova-
tive technologies

Invest in collaborative research to identify safer, more secure alternatives

Center for American Progress | Chemical Security 101
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Utilize the exp
plans, and inspections

ge of facility empl in security

Build the oversight capacity of government agencies and require administrative trans-
parency to hold those agencies accountable

Ensure equal enforcement of standards without special treatment for facilities in volun-
tary industry security programs

Include all relevant industries, in particular currently exempted water utilities

Respect the right of states to set more protective standards if federal actions won’t pro-
tect communities

Safer and more secure technologies fix the root of the problem. What you don’t have can’t
{eak, or be blown up by terrorists.

Major findings

» Safer and more secure chernicals or processes could remove the warst chemical release
scenario at most of the nation’s 101 highest-hazard chemical facifities (See Appendix A
on page 29 for the details)

» Atleast 90 percent of the 101 most dangerous facilities ship or receive their highest-
hazard chemical in indefensible railroad tank cars or trucks

+ More than 80 miflion Americans five within range of a catastrophic chemical refease
from at Jeast one of the 101 most hazardous chemical facilities

« Solutions applicable to the top 101 facilities could improve safety and security at

many other high-hazard facifities, including an additional 202 listed in this repart
{See Appendix B on page 35 for the detaiis)

3 Center for American Progress | Chemical Security 101
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Background

Current temporary security standards are insufficient

Certain industrial chemicals, if released, have the potential to form a poison gas cloud
that spreads over large areas, possibly over many miles, Those exposed to the gas may
be severely injured or even killed. The Department of Homeland Security, for example,
estimates that a major chlorine gas spill in an urban area could kill 17,500 people.!
Because of this lethal potential, many federal agencies have warned about terrorism at
chemical plants, as have chemical industry associations, labor unions, and other non-
governmental organizations.

The response from Congress, however, has been slow and incomplete. In October 2006,
Congress enacted temporary Chemical Facility Anti-Terrorism Standards, or CFATS,
which expire in October 2009. These standards lay important groundwork but leave
fundamental challenges unresolved. The CFATS framework cannot ultimately lead to
chemical security.

Under CFATS, the Department of Homeland Security sets performance standards that
focus on physical site security and effectively end at the plant fence line. Yet 90 percent of
the nation’s 101 most dangerous chemical facilities ship or receive their most hazardous
chemical by rail or truck. The CFATS do not require facilities to account for chemical
hazards in transportation along supply or distribution chains. Spending a billion dollars—
or a trillion—on plant-site security won't protect unguarded railcars and trucks that travel
thousands of miles over railroads and highways. Indeed, rail workers report “a disturbing
lack of security along the railroad tracks and in rail yards™

The CFATS framework does not require facilities to assess safer and more secure alterna-
tives. Rather, the focus on site security assumes a given chemical hazard is unavoidable—
or a company prerogative. The CFATS actually prohibits the Department of Homeland
Security from requiring facilities to consider cost-effective alternative technologies that
could remove the threat of a catastrophic toxic gas release. Moreover, the standards fail to
cover water utilities even though 15 are among the nation’s 101 most dangerous facilities
and could readily convert to alternatives.*

4 Center for American Progress | Chemical Security 101
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‘There has been legislation introduced every year since 1999 to require chemical facilities
ta assess safer and more secure alternatives (see box below describing recent legisla-
tion).$ But the Bush administration, the chemical industry, and some congressional
Ieaders have consistently opposed such measures, effectively stifling comprehensive
chemical security legislation.

Replacement chemicals can substantially improve safety and security

It should not simply be assumed that a given chemical hazard is unavoidable. In many
cases, chemical facilities may be able to convert to safer and more secure chemicals and
processes. A previous report by the Center for American Progress identified 284 facilities
in 47 states that have already made such conversions.® As aresult, 38 million people no
Tonger live under the threat of a major toxic gas cloud from these facilities.

Another report by the Center also identified 25 water utilities that eliminated railcar
shipments of chlorine gas by converting to safer and more secure alternatives for water
treatment.” These conversions removed the threat to 25 million Americans living in sur-
rounding communities and millions more along rail delivery routes.

Adopting safer and more secure alternatives is the only certain way to prevent a cata-
strophic chemical release, Such measures remove the possibility of a release, By contrast,
physical barriers may be destroyed by a truck bomb, evaded by insider sabotage, or oth-
erwise defeated. Security may also be unreliable. Investigative journalists have found lax
security at more than 100 chemical facilities across the country®

Recent chemical security legislation

In 2006, Senator joe Biden (D-DE) introduced $.2855/5.2920 to provide Appropriations Act {Sec. 550). These standards make no structured effort
grants for water utifities that replace hazardous chiorine gas o remove unnecessary chemical targets and expire in October 2009

VerDate Nov 24 2008

In 2006, Senator Frank Lautenberg (D-NJ), Senator Barack Obama {D-iL),
and others introduced $,2486 to require chemical facilities to thoroughly
review and use safer and more secure alternatives where practicable

In 2006, the House Homeland Security Committes passed H.R.5695,
a bipartisan compromise to assess and reduce, where feasible, the

In 2007, Congress medified the temporary CFATS program to protect the
right of states to set protective standards

in March 2008, the House Homeland Security Committee, chaired by
Representative Bennie Thompson (D-MS), passed the Chemical Facility
Anti-Terrorism Act, HR.5577, requiring chemical facilities to devefop

potential consequences of a terrorist attack, House leaders
this bipartisan compromise in creating the temporary Chemical Facility
Anti-Terrorism Standards, or CFATS, included in the Homeland Security

5 Center for American Progress | Chemicat Securlty 101
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For some facilities, there may be nio safer, readily available substitute chemical or process.
These facilities should maintain sufficient emergency mitigation systems, establish adequate
buffer zone di to sur

ding populations, and act to minimize transportation risks.

In particular, chemical suppliers should co-locate with chemical users where possible, At B

co-located facilities, chemical trucks or trains can be replaced by less hazardous local pipe- If we make fewer
dentified i : \

lines. Many facilities i in this report rep dispersed suppl

tions and thus rely on roads or rails that travel through densely populated areas, toxic p rod ucts, use

milder manufactur-

Converting to safer alternatives is affordable . .
ing conditions, and

The Department of Homeland Security estimates that chemical facilities will spend $1.5 .

billion each year on security measures under the current temporary CFATS regulations.® [0 roduce less toxic

Facilities that are able to convert to safer alternatives, however, are able to avoid security

costs associated with storing and transporting a high-hazard chemical. waste, we reduce

If a facility does not have a chemical with catastrophic potential, it does not need to spend the oppPo rtunities

as much on guards, gates, and other security measures. Nor is such a facility subject to the

requirements of the CFATS and ather laws and regulations governing extremely hazard- for terrorists”

ous chemicals. As a result, the facility may save money on regulatory compliance staff,

permits and fees, inspections, emergency planning, and personal protective equipment for  ~ National Research Council
employees, among other savings.

The facility may also pay lower insurance premiums, and certainly faces lower liabilities
for deaths, injuries, contamination, and property damage in the event of a major toxic
gas release. High-hazard toxic gases account for just 0.3 percent of rail carloads, for
example, but they carry enormous risks and potential liabilities.' One insurance study
found that a major chlorine rail spill in an urban area could cause 10,200 fatalities and
over $7 billion in damages.”

Indeed, converting to safer, more secure technologies may provide the most economical
solution to chemical security, According to survey findings from the Center for American
Progress, 76 of 226 facilities 34 percent) that recently adopted safer alternatives expected
to save money as a result, and half did not anticipate any increase in costs.” Twenty large
water utilities surveyed by the Center converted to safer disinfectants for no more than
$1.50 per year per person served—or less than the cost of a bag of potato chips—and typi-
cally spent much less.*

6 Center for American Progress | Chemical Security 101
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Major findings

This report examines safer and mare secure options at the 101 most dangerous U.S. chemi-
cal facilities, measured by the number of people in surrounding areas who live within
range of a major toxic gas release. This list was developed from Risk Management Plans, or
RMPs, reported by chemical facilities to the Environmental Protection Agency, as directed
by the Clean Air Act. Approximately 13,600 chemical facilities currently submit an RMP.
Each RMP includes the company's of potential including a

worst-case scenario, of a major chemical release. This “off-site consequence analysis™ is
meant to help communities prevent and prepare for serious chemical spills and emergen-
cies. The public, however, can only obtain access to this information at federal reading
rooms that are subject to cumbersome access restrictions.'

Since RMPs include only one toxic chemical worst-case scenario, this report only inves-
tigates alternatives for each facility’s most dangerous toxic chemical. This excludes other

toxic chemicals used on-site—even if they also pose major emergency release hazards—

as well as fl. ble chemicals, which typically end: far fewer people. '

B

The 101 highest-hazard facilities endanger millions of Americans

More than 80 million Americans in 30 states live within range of a catastrophic chemical
release from at least one of the nation’s 101 highest-hazard chemical facilities. The chemi-
cals most commonly reported by these facilities as posing the greatest danger are chlorine
gas (63 facilities), hydrofluoric acid (12 facilities), anhydrous sulfur dioxide (six facilities),
and oleum or sulfur trioxide {four facilities). Just 14 chemicals comprise the worst-case
scenarios at the top 101 facilities. The types of facilities that make up the 101 highest-
hazard facilities include:

» Thirty rail-dependent bleach plants, which together threaten nearly S0 million
Americans. Kuehne Chemical in South Kearny, N.J,, for example, puts 12 million
people in danger, and KIK Company in Denver puts 1.7 million people in danger.

» Fifteen water utilities that use chlorine gas or sulfur dioxide gas, which together threaten

17 million people. For example, Fiveash Water Treatment Plant in Fort Lauderdale, Fla,,
puts 1.5 million people in danger.

7 Center for American Progress | Chemical Security 161
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« Eight petrol fineries that use hydrofluoric acid in turning crude oil into gasoline.
These facilities threaten approximately 11 million Americans. For example, Marathon

Petroleum in St. Paul Park, Minn,, puts 2.2 million people in danger.

» Twenty-seven other chemical-user facilities that receive chemicals by rail or truck
for use in making diverse products, Appleton Papers in West Carrellton, Ohio, for
example, uses chiorine gas to bleach recycled paper, putting 1.2 million people in danger.
Infinesm USA in Linden, N.J, uses chlorine gas to produce oil additives, putting 4.2
million people in danger. And, Midland Resources in St. Louls, Mo, uses chlorine gasin
producing water treatment chemicals, putting 1.2 million people in danger.

Fourteen facilities that produce chemicals for distribution or further manufacturing,
For example, PVS Chemical Solutions in Chicago, I, distributes sulfur dioxide, and
Rhodia in Houston, Texas ships oleurn, each putting more than 3 million people in
danger nearby, plus millions more along rail or truck distribution routes.

Five companies that solely assist in the distribution of hazardous chemicals (and do
not manufacture or produce). The Olin Corporation Foote Yard in Niagara Falls, NY,,
for example, holds chlorine railcars awaiting shipment. Roughly I million people live
within this facility’s vuinerability zone,

Two facilities that incinerate furan and other hazardous wastes. They are Clean Harbars
in Deer Park, Texas, which endangers 2.4 million people, and Ross Incineration Services
in Eaton Township, Ohio, which threatens 1.3 million people.

Appendix A lists each of the 101 most d facilities. Appendix B lists 202 additional
facilities that use similar preventable chemicals or processes, putting 30 million additional

B

people unnecessarily in harm’s way.

Rail and truck shipments magnify the hazard

Hazardous chemicals are delivered by rail and road in dangerous bulk shipments that
travel through almost every major American city and town. Consider that:

+ More than 90 percent of the 101 highest-hazard facilities ship or receive their most
dangerous chemical in railcars or tanker trucks

» Atleast 80 percent of the 101 highest-hazard facilities ship or receive a toxic gas
chemical (commonly called a Toxic Inhalation Hazard, or TIH) by rail

Facility-reported “vulnerability zones” only provide the number of people at risk from a cata-
strophic release that occurs at the facility. The facility does not provide estimates of people
in danger along shipping or delivery routes. Nonetheless, it is clearly many millions based on
the amount of TIH chemicals being transported and the locations of the top 101 facilities.

8  Center for American Progress | Chemical Security 101
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The Association of American Railroads is well aware of this threat and bas supported efforts
to find and use substitutes that get TIH chemicals off the rails.”® The common use of railcars
for on-site storage is also one reason many facilities have large vulnerability zones.!®

Ofthe top 101 highest-hazard facilities, 11 ship their worst-case chemical to other facilities,
82 receive their worst-case chemical from other facilities, five solely distribute or hold chemi-
cals without manufacturing, and three neither ship nor receive their worst-case chemical.

‘While this report primarily identifies changes that specific facilities can make, at least
some distributors can remove major dangers by adjusting products or delivery. Two
examples developed below are alternatives to bulk distribution of chlorine gas and anhy-
drous sulfur dioxide.

Safer and more secure alternatives are available

Safer and more secure chemicals or processes are available to most of the 101 highest-hazard
chemical facilities identified in this report. Specifically, potential alternatives are available for:

s All 30 bleach plants

+ All 1S water utilities

+ All eight petroleum refineries

+ Twenty-one of the 27 other chemical-user facilities
» Two of the five distribution-only facilities

» Both of the facilities that treat hazardous waste

This report does not identify complete alternatives for the 14 facilities that produce chemi-
cals for distribution or further manufacturing. Alternatives, however, are plainly available
for many of the end-uses to which these facilities distribute chemicals,

‘The alternative methods identified in this report are largely already used or under develop-
ment at other facilities with similar products or processes. They typically involve using an
alternate chemical or process, using the chemical in a less dangerous form (a less concen-
trated one, or aqueous instead of gaseous), or generating the chemical as needed on-site
without storage. Other identified alternatives include co-locating chemical suppliers with
users, improving inventory control, and minimizing bulk storage.

On page 12, this report examines the alternatives for each industry category represented
in the top 101 facilities. Appendices A and B on pages 29 and 38, respectively, also
fist alternatives for individual facilities. The following are some of the opportunities

discussed in this report:
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Bleach manufacturers can eliminate bulk chlorine gas by generating chlorine on-site as
needed without storage
. 1 ies can eliminate hydrofluoric acid alkylation by using less |

sulfuric acid or by developing solid acid catalysts

Water utilities can eliminate bulk chlorine gas by using liquid bleach, ozone without
storage, and ultraviolet light as appropriate

Paper mills can eliminate bulk chlorine gas by using hydrogen peroxide, ozone, ot chlo-
rine dioxide without bulk storage

« M of polyurethane foams can eliminate bulk ethylene oxide by substituting
vegetable-based polyols
+ Soap and deterg can eliminate bulk oleum and sulfur trioxide by using

sulfur burning equipment on-site
Manufacturers of ferric chloride can eliminate bulk chlorine gas by processing scrap

steel with less concentrated liquid hydrochloric acid (below 37 percent) and oxygen

Titanium dioxide producers can eliminate bulk chlorine gas by generating chlorine on-
site or using the sulfate process

. dary alumi smelters can eliminate bulk chlorine gas by removing impurities
with nitrogen gas injected with magnesium salts
« Power plants can eliminate bulk anhyd ia gas by using cleaner combustion

or by using aqueous ammonia or urea in pollution control equipment

‘Wholesale chemical distributors can eliminate most bulk chlorine gas and sulfur dioxide
gas by distributing alternatives such as liquid bleach and sodium bisulfite

Pulp mills, food and plants can eliminate bulk sulfur dioxide gas

by, as appropriate, ing sulfur compounds on-site or p

h sodium bisulfite,

metabisulfite, hydrosulfite, or other alternatives

Diverse manufacturers can eliminate bulk chiorine gas by generating chlorine on-site as
needed, such as for fuel additives, water treatrnent chemicals, and aramid polymers used
to make bulletproof vests

“There is, of course, variability among industries as to the time, cost, and innovation needed
to convert to these alternatives. Facilities that use chemicals may be able to change opera-
tions more readily than facilities that produce and distribute chemicals to others. These
producer industries need solutions that satisfy user facilities and avoid transportation
hazards. As users convert, however, there will be less demand to produce high-hazard

chemicals and mare demand to produce safer and more secure alternatives.

10 Center for American Progress | Chemical Security 101

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000124 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.080



119

High-hazard chemical facilities endanger millions

This map shows the tocatians of the nation's 101 most dangerous chemical facilities. These facilities each threaten some one

ies are also shown, These facifities threaten some 100,600 or more
people. Converting fa s to safer, more secure chemical alternatives would substantially reduce the threat of toxic terrorism.
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Solutions for the 101 most
dangerous chemical facilities

Most of the top 101 facilities could significantly improve security by switching to safer
and more secure technologies already in use. These alternatives may carry dangers
themselves, but they remove the risk of a catastrophic gas release that could kill or
injure thousands of people.

More and better alternatives almast certainly exist than are identified in this report. But
only a concerted national effort can bring to light the needed solutions across all indus-
tries. This report is a starting point—chemical security 101—that we hape will spur
further develop Below is a breakdown of the 101 most dang; ‘hemical facilities
by industry category. Safer and more secure alternatives are indicated for each category for
which they are identified.

Bleach manufacturing

Thirty of the 101 highest-hazard facilities receive bulk chlorine shipments for producing
liquid bleach (sodium hypochlorite). All of these facilities receive railcars of chlorine gas
for use in bleach making, posing deadly hazards to communities. These manufacturers
can instead produce bleach from salt and electricity on-site in a continuous “as-needed”
process without ever storing chlorine gas.** By some estimates, converting U.S, bleach
manufacturers to as-needed production could take one-third of chlorine gas railcars off
the rails.” Converting just these 30 rail-dependent bleach fz to produce

bleach without storing chlorine gas would eliminate their toxic gas dangers to some 50
million peaple, plus more along rail delivery routes.

Of these 30 bleach-manufacturing facilities, at least half also repackage the chlorine gas
into smaller containers, typically one-ton and 150-pound cylinders, A one-ton cylinder of
chlorine gas is an order of magnitude less hazardous than a railcar, but still poses substan-
tial hazards. Roughly 80 percent of one-ton and 150-pound chlorine gas cylinders shipped
in the United States are used in water treatment (yet account for 4 percent or less of U.S.
chlorine use), Chlorine gas, however, is not necessary for water treatment. Instead, other
options are available, including liquid bleach, the most common alternative, as well as

ozone and ultraviol

light. As water convert off chlorine gas, dis-

tributors supply safer and more secure alternatives.
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Examples from the Top 101 include:

« Hill Brathers Chemical, Phoenix, Ariz., 1.7 miliion people in danger
+ Vertex Chemical, Dupo, IIL, 1 million people in danger

« JCI Jones Chemicals, Tacoma, Wash,, 1.8 million people in danger

+ Clorox Products, Forest Park, Ga,, 1 million people in danger

Drinking water and wastewater treatment

Fifteen of the 101 highest-hazard facilities are water utilities. These 15 facilities together
endanger some 17 million people, Eleven of these facilities treat drinking water using
chlorine gas.”* Chlorine disinfects water at the treatment plant and in water distribution
pipes. These facilities can instead use alternate disinfectants to chlorine gas, including
liquid bleach, ozone without storage, or ultraviolet light.

Atleast 160 large U.S, cities already use liquid bleach.” A previous CAP report also identi-
fied nearly 100 water plants that have converted off chlorine gas since 1999.% Several of
the drinking water facili
chlorine gas. These facilities can switch from anhydrous to agueous ammonia, which has
far less potential to drift off site. '

s in the top 101 use anhydrous ammonia gas in addition to

The other four water utilities are wastewater treatment plants that use both chlorine gas
and sulfur dioxide gas. These water plants disinfect with chlorine gas and then remove
residual chlorine with sulfur dioxide gas. Wastewater plants commonly replace chlorine
gas with liquid bleach, and replace sulfur dioxide gas with sodium bisulfite, or avoid bath
by switching to ultraviolet light. Roughly two-thirds of large US. utilitie:
already use a disinfectant other than chlorine gas or plan to stop using chlorine gas®

Expert reviews convened by at least three government agencies identify chlorine gasin
water treatment as a preventable security concern.™ Some water utilities are converting off
chlotine gas—pressed by requirements for chemical security, worker safety, risk manage-

ment, hazard ¢ y planning, and other but the pace

of change is slow. Approximately 1,650 drinking water plants and 1,000 wastewater plants

LT

still report extremely hazardous substances, primarily chlorine gas, under the EPA's Risk
Management Planning program.?”

Examples from the top 101 include:

» Alexander Orr Water Treatment Plant, Miarni, Fla., 1.6 million people in danger
+ Bachman Water Treatment Plant, Dallas, Texas, 1.1 million people in danger

+ Omohundro Water Treatment Plant, Nashville, Tenn,, nearly 1 million people in danger
« Central Valley Water Reclamation, Salt Lake City, Utah, 1.3 million people in danger
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Shifting to place-of-use chlorine production

For years, large industrial sites have produced most chlorine and used it on-site or
shipped it to customers, primarily by rall, This model becomes obsolete, however, with
distributed place-of-use production. Increasingly, efficlent on-site units produce chiorine
as needed at capacities taliored to specific uses, typically withaut storage. Driving this
change are newer technologies, transportation costs, and security concerns. These on-site
units use the same inputs—salt and electricity—and produce from 10 pounds to 100
tons or mare per day for immediate use without the dangers of shipping and storing bulk
chiorine gas.? in Europe, the amaunt of chiorine transported by rail and teuck has been
cut in haif over the past decade by point-of-use production, supplier-customer reloca-
tions, and local pipelines®

Petroleum refining

Eight of the 101 highest-hazard facilities are petroleum refineries that use concentrated
hydrofluaric acid as an alkylation catalyst in turning crude oil inte high-octane gasoline,
‘These facilities together endanger some 11 million people. Many USS. refineries use less
hazardous sulfuric acid as an alkylation catalyst. Only about S0 of the 148 U.S. petroleum
refineries use hydrofluoric acid ¥ C d hydrofluoric acid is very toxic and cor-

rasive, A major release can form a dangerous airborne plume that drifts miles downwind,
A terrorist attempting to exploit hydrofluoric acid at a refinery, even if unsuccessful, could
damage the facility, cost jobs, and disrupt fuel supplies.

By contrast, if spilled sulfuric acid tends to pool on the ground—a serious problem, but
one that is easier to contain and prevent airborne exp E ing solid acid alkylati
processes also eliminate the danger of a catastrophic chemical refease.”’ Some refineries
may resort to less-volatile modified hydrofluoric acid, but it can still endanger people
miles off-site.’” At best, modified hydrofluaric acid is an interim step to fally remove the
danger of a catastrophic chemical release.

Examples from the top 101 include:

+ PDV Midwest Refining (Citgo), Lemont, IIL, 3.1 million people in danger

+ Chalmette Refining (ExxonMobil), Chalmette, La., 1 million people in danger
+ Marathon Petroleum, St. Paul Park, Minn,, 2.2 million people in danger

» Sunoco Philadelphia Refinery, Philadelphia, Pa,, 4.4 million people in danger
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Pulp and paper manufacturing

One of the 101 highest-hazard facilities is a paper mill, Appleton Papers, in West
Carroliton, Ohio, that uses chlorine gas to bleach recycled paper. This facility has a chlo-
rine gas vulnerability area of 1.2 million people.

Historically, most pulp and paper mills used elemental chlorine gas, but few do so today.
Alternatives are available that eliminate or reduce toxic gas hazards.® A few U.S. mills use
totally chlorine-free bleaching, which employs an oxygen-based process with ozone or
hydrogen peroxide, Many more U.S. mills use elemental chlorine free bleaching, which
employs chlorine dioxide. However, like elemental chlorine gas, chlorine dioxide poses
significant dangers of a toxic gas release to workers and communities.* These mills can
nonetheless reduce the danger of 2 toxic gas release by using up chlorine dioxide with
minimal accumulation or storage.

One paper mill, Shweitzer-Mauduit of Spotswood, NJ, recently converted its bleaching
process from chlorine gas delivered by rail to chlorine dioxide generated as needed with-
out bulk storage from a premix solution.* This change eliminated a chlorine gas vulner-
ability zone that included more than a million people. Because Shweitzer-Mauduitis a
smaller mill, it can use a premix to generate chlorine dioxide without posing the danger
of an off-site gas release. Larger mills usually have their own chemical facilities to produce
chlorine dioxide, and can also reduce dangers by minimizing run-time storage.

Moving away from bulk distribution of sulfur dioxide

Anhydrous sulfur dioxlde gas is often distributed through merchant wholesalers who
receive shipments by rail for repackaging Into smaller containers. This bulk distribution
system poses unnecessary dangers. To avoid the safety and security hazards of sulfur
dioxide gas, user companies increasingly generate sulfur chemicals on-site or purchase
tess hazardous forms. Industries primarily use sutfur dioxide to produce other chemicals
{40 percent}, bleach pulp and paper (20 percent), process food (16 percent), and treat
wastewater (10 percent).® These major uses can be met without bulk transportation

and storage of sulfur dioxide gas. Large industrial users frequently Install sulfur-burning
equipment and generate their own sulfur chemicals as needed.” indeed, well over half of
globat sulfuric acid production comes from burming elemental sulfur at its place of use®®
Smaller facilities purchase afternatives such as sodium hydrosulfite, bisulfite, or meta-
bisulfite, depending on the application. These alternatives can be supplied by companies
that never store or transport sulfur dioxide gas.”

15 Center for American Progress | Chemicai Security 101
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Some mills may also use the toxic gas anhydrous sulfur dioxide. Sulfur dioxide gas may
be brought on-site for use as a bleaching agent to remove residual hydrogen peroxide,
or as a digesting agent to separate pulp from lignin. Such mills can instead use sulfur-
burning equipment to generate sulfur compounds on-site, eliminating the dangers of
transporting sulfur dioxide gas.

Chemical manufacturing: oleum and sulfur trioxide

Four of the 101 highest-hazard facilities ship or receive oleum or sulfur trioxide. Together
these four facilities endanger more than 7 million peaple, plus additional millions along
shipping routes.

Two of these facilities are Rhodia, in Houston, and DuPont, in North Bend, Ohio, which

produce oleum (sulfur trioxide mixed with sulfuric acid) in regenerating spent sulfuric
1 £

acid, primarily from p Oleum and sulfur trioxide are optional co-

products of this process when stored in bulk for use or sale. As major producers, there

is no apparent single-facility al ive. Many industries, however, avoid the
dangers of transporting oleum or sulfur trioxide by producing sulfur compounds on-site
or using alternate chemicals.

‘The other two facilities receive shipments of oleum or sulfur trioxide for further manu-.

facturing. DuPont in Memphis receives bulk oleum shj for use in facturing
8. P 4

potassium monopersulfate, used primarily in swimming pool sanitation products. The
Stepan Company in Elwood, Iil, brings in bulk shipments of sulfur trioxide to produce
surfactants used in detergents, soaps, and cleaners,

These facilities could instead use on-site sulfur-burning equipment to remove the
dangers of transportation and bulk storage, Case in point: Proctor and Gamble facilities

in Pineville, La,, and Cincinnati eliminated bulk delivery of oleum or sulfur trioxide by
N

Ifur-burning equip The Stepan Company in fact uses such equipment at
another of its locations.

Chemical distribution: sulfur dioxide gas

“Three of the 101 highest-hazard facilities ship or receive anhydrous sulfur dioxide gas
(other than water utilities). More than 9 million people live within range of a toxic gas
selease from just these three facilities, plus additional millions along transportation routes.

PVS Chemical Solutions in Chicago produces and distril sulfur dioxide gas, sodium
bisulfite, and other chemicals, JC1 Jones Chemicals in Torrance, Calif, uses butk ship-

ments of sulfur dioxide gas in producing sodium bisuifite. And DX1 Industries in Houston

repackages sulfur dioxide gas from railcars to smaller cylinders for distribution.

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000130 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.086



VerDate Nov 24 2008

125

The major distributed uses of sulfur dioxide gas can be met without bulk storage and
transportation, g Hy by producing sulfur ds at the point of use, or by sub-
stituting sodium hydrosulfite, bisulfite, bisulfite, or other alternatives (see discus-

sion of sulfur dioxide on page 15).

Fertilizer manufacturing

One of the 101 highest-hazard facilities manufactures ammonia fertilizers.* Agrifos
Fertilizer in Pasadena, Texas, stores millions of pounds of anhydrous ammonia for use

£, " hosphate and

with phosphoric acid and sulfuric acid in phosp
ammonium thiosulfate fertilizers. More than 3 million people live within range of a

worst-case ammonia gas release. As a major fertilizer producer, there is no apparent single-
facility alternative; however, the facility may be able to reduce its vulnerable population by
reducing ammonia gas storage.

Most commercially produced ammonia is used as fertilizer.* Manufacturing and distribut-
ing fertilizers hyd, ia gas. Shifting to alternative fertil-

izers would remove most of the distribution hazards of anhyd ia. More widely
used liquid nitrogen and dry urea fertilizers do not pose the emergency gas release hazards
of anhydrous ammonia. Nor are they well suited for illegal methamphetamine production,

ly involves

a pervasive problem, or for the creation of improvised explosives. Evolving supply chain
efficiency to more as-needed delivery could also help reduce anhydrous ammonia storage,

Railcar service or storage

Two of the 101 highest-hazard facilities solely support rail transportation. Rail transpor-
tation facilities only report RMP ical
rather than in transit. Yet railcars traverse wide-open infrastructure through every major
American city, and cannot be protected.

1 arahil

zones when ch are stored or held

The GATX Rail Tank Car Facility in Colton, Calif,, repairs and maintains railcars, some of
which may contain hazardous chemicals, This facility has more than 2 million people in its
vulnerability zone in densely populated San Bernardino County. Since railcars are mobile,
routine service and maintenance on the few that hold TIH chemicals can take place away
from densely populated locations or when the railcars are empty. Over time, safer and more
secure chemicals and processes can reduce and phase out transport of TIH chemicals.

‘The Olin Corporation Foote Yard in Niagara Falls, NY,, is a facifity-controlled holding
yard for chlorine railcars awaiting shipment to customers. Almost a million people live

within range of a chiorine gas release. As a major producer, there is no apparent single-
facility alternative; however, distributed point-of-use production and alternative processes
at downstream industries can remove the demand for such shipments.

17 Center for American Progress | Chemical Security 101
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Chemical shipping terminals

“Two of the 101 highest-hazard facilities are terminals for ocean-going ships, Together these
terminals endanger some 2.5 million people in the Houston area. These terminals store
chemicals rather than manufacture or process them. The Houston Ammonia Terminal
(Terra/PCS Nitrogen) receives some 350 million pounds of anhydrous ammonia gas each
year, which it stores and distributes for agricultural fertilizer and industrial uses.

The Stolthaven Houston terminal holds some 14 million pounds of acrylonitrile in storage
tanks for shipping or distribution. Domestic or export uses of acrylonitrile include synthetic
rubber, resins, nylon, and acrylic fibers, As major shipping terminals, there is no apparent
single-facility alternative apart from changes to the downstream uses of these materials.

Hazardous waste inciperators

Two of the 101 highest-hazard facilities receive and inci hazardous waste, includi
furan, which they both report as their most dangerous chemical. More than 3.7 million

people live in the toxic gas vulnerability areas of these facilities (Clean Harbors in Deer
Park, Texas, and Ross Incineration Services in Eaton Township, Ohio).

One clear response to this threat is to prevent pollution at the source, eliminating wastes
that may otherwise be shipped to hazardous waste inci Short of this, i

facilities can improve control of inventory to maintain extremely hazardous chemicals
below amounts that pose significant reportable off-site toxic gas hazards, Other incinera-
tion facilities have already taken this step.”

Chemical manufacturing: ethylene oxide

Four of the 101 highest-hazard facilities produce or use ethylene oxide (oxirane} in chemi-
cal manufacturing, posing toxic gas release hazards to roughly 6 million people. Pelron

in Lyons, I, uses ethylene oxide in producing polyols, used primarily in rigid or flexible
polyurethane foarns. This facility could convert from ethylene oxide. There are already a
series of soy-based alternatives for producing polyols—including some made by Pelron.*

Akzo Nobel Surface Chemistry in Houston uses ethylene oxide in making surfactants
(soaps and detergents for consumer and industrial use). Taminco in Riverview, Mich., uses
ethylene oxide to produce alkanolamines that are used in diverse products such as paints,

inks, fuel additives, and metal-working fluids. And Celanese in Pasadena, Texas, is a major
producer of ethylene oxide for use in ethylene glycol and sale to other manufacturers. We
did not identify specific alternatives for these uses of ethylene oxide.

18 Center for American Progress | Chemical Security 10t
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Chemical manufacturing: ferric chloride

Three of the 101 highest-hazard facilities receive bulk shipments of chlorine gas for
use in producing ferric chloride: Kemira Water Sol in East Chicago, Ind,; PVS
Technologies in Detroit; and Midland Resources in St. Louis, Just these three facilities
pose toxic gas hazards to some 6.5 million people,

‘These facilities do not need to use chlerine gas. Instead, itis possible to produce ferrous
chloride from liquid hydrochloric acid, ata ion less than 37 percent, and scrap
steel, oxidized with liquid hydrochloric acid and oxygen to ferric chloride, Below 37 per-
cent cancentration, hydrochloric acid does not readily form a toxic gas plume.

Otheer ferric chloride manufacturers reduce hazards by receiving chlorine through local
pipelines rather than railcars.* Ferric chloride is primarily used to precipitate impurities
1

exist, such as

during water and various

P

atuminum sulfate.

oxide pigments

Chemical manufacturing: ttanium di
One of the 101 highest-hazard facilities, Millennium Chermicals Hawkins Point in
Baltimore, uses chlorine gas in manufacturing titanium dioxide pigments. This process,
known as the chloride process, also generates the hazardous intermediate chemical
titanjum tetrachloride, Some 1.4 million people live within range of a chlorine gas release
from the Hawkins Point plant.

There are a couple of available safer and more secure alternatives. The facility could
generate and use chlorine in a continuous process on-site without butk storage. Or less
hazardous still, the facility could rely only on sulfuric acid (sulfate process) rather than
chlorine to extract titanium pigment from titanium ores. The sulfate process is a somewhat
older process, yet some 70 percent of European production is by the sulfate process and
30 percent from chloride.*

In North America, Millennium Chemicals (Balti } and Kronos (3 , Canada)
use both sulfate and chioride processes. Both processes produce waste {dioxin pollution
from the chloride process is of particular concern) but only the chioride process poses the
danger of a catastrophic gas release.

Chemical manufacturing: hydrofluoric acid

Four of the 101 highest-hazard facilities produce or use hydrofluoric acid (concentration
50 percent or greater) in chemical manufacturing. These facilities together pose toxic gas

release dangers to approximately 8 million people.
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One of these facilities, General Chemical in Pittsburgh, Cakif,, produces high purity
2! te acid ( ion 49 percent to 70 percent) for use by
manufacturers of semiconductors and silicon wafers. Electronics manufacturers regularly

Wvdrafi

ic grade

use less concentrated hydrofluoric acid (fess than SO percent) in producing these products.
Intel Corp,, for example, does not use hydrofluoric acid above 50 percent for high-volume
manufacturing. At concentrations below 50 percent, hydrofluaric acid does not have the
same potential to form a dangerous toxic gas plume.

Ofthe three other facilities in this category, DuPont in La Porte, Texas, is a basic manufac-
turer of hydrofluoric acid for use in various industries; Honeywell in Claymont, Del, uses
hydrofluoric acid in producing fluosulfonic acid; and Solvay Solexis’ Thorofare Plant in
West Deptford, NJ., uses hydrofluotic acid in producing vinylidene fluoride for diverse

industrial applications. While we did not identify specific alternatives for these uses of
hvdrofh

ic acid, less d forms may replace some applications.

Chemical manufacturing: formaldehyde

Two of the 101 highest-hazard facilities use formaldehyde solution in chemical manufac-

turing. INVISTA in LaPorte, Texas, uses formaldehyde to produce intermediate chemi-
ls—bi diol and tetrahydroft that are used to make spandex fibers, INVISTA

has more than 1.8 million people living in its vulnerability zone. Improving pipeline deliv-

ery and related storage could remove or reduce this danger. In addition, formaldehyde is
not needed to produce these intermediates.

1y made without Idebyde.* C. al p

and y which have diverse industrial uses, are

Indeed, they are more

Areing Jial

forp g

evolving. Alternate methods also use hazardous substances and in some cases pose toxic
gas dangers (allyl alcohol and propylene oxide). To enhance security, manufacturers
should adopt those methods that aveid the use of bulk toxic inhalation hazard chemicals,

MacDermid in Ferndale, Mich,, uses formaldehyde solution in making specialty chemicals,
putting 1.5 million pecple in danger. While this paper does not identify a definitive alter-
native, this facility may be able to receive and store formaldehyde chilled as a gel or solid
to remove or minimize the consequences of a release during transportation or use.

Chemical manufacturing: vinyl chloride

‘Two of the 101 highest-hazard facilities are the Oxy Vinyls VCM plants in Deer Park and

b hvd

La Porte, Texas, which use
(PVC). These facilities have more than 2.5 million people living within range of a worst-
case chemical release.

chloride in producing polyvinyl chloride
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Hydrogen chloride is a byproduct and feedstack in producing ethylene dichloride (from
ethylene and chiorine), which is purified and processed to form viny! chloride. PVC
products consistently exhibit fire, health, security, and pollution hazards during manu-
facturing, use, or disposal, While PVC manufacturers may improve security by reducing
chemical storage and transportation, catastrophic release hazards may not be removed
short of conversion to substitute materials.*” Two other top 101 facilities (counted in
other industry categories) are related to PVC production; one provides chlorine and the
other manufactures PVC additives.

Chemical manufacturing: chlorine producers

Four of the 101 highest-hazard facilities are major chlorine producers. Each has nearlya
million or more people within range of 2 chlorine gas release, with millions more living
alongside transportation routes, Pioneer Americas in Henderson, Nev,, and Occidental
Chemical and Otin Corp,, both in Niagara Falls, NY, are merchant manufacturers of chlo-
rine gas, caustic soda, and hydrochloric acid. The Oxy Vinyls Battleground Chlor-Alkali
Plant, in La Porte, Texas, produces chlorine gas primarily for captive-use manufacturing of
polyvinyl chloride at other sites.

As major preducers, these facilities supply chlorine to diverse industries. As such, there

is no single-facility “drop in” solution that would remove their large vulnerability zones.
‘While alternatives to chlorine are available for almost alt industrial uses, conversion would
take time and costs would vary widely.* Yet even short of major long-term changes in
chlorine industries, more limited changes can dramatically reduce the need to transport
chlorine gas by rail and truck, arguably the point of greatest security vulnerability. These
changes include co-locating suppliers and customers, modifying gaseous to aqueous chio-
rine, using local pipelines, increasing distributed place-of-use production without storage,
and using feasible substitutes.

Chemical manufacturing: chlorine users

Ten of the 101 highest-hazard facilities receive chlorine gas by railcar for the manufactur-
ing of various intermediate chemicals or products. These facilities include:

« Infineum in Linden, N.J, Afton Chemical in Sauget, TIL, and Ethyl in Houston, which
produce oil and fuel additives

» AMVAC Chemical in Los Angeles and GB Biosciences in Houston, which make
agricultural fungicides

« Dover Chemical in Hammond, Ind,, which makes chiorinated paraffin

« Solutia in Sauget, IIf, which f: water d

P
+ Bayer MaterialScience in Baytown, Texas, which makes diverse industrial chemicals
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» Rohm & Haas in Cincinnati, which produces PVC plastics additives
« DuPontin Deep N.J., which produces ph for aramid poly used in
bulletproof vests

Together these facilities put more than 14 milfion people in harm’s way of a toxic gas
release. To remove their large vulnerability zones, these facilities can instead generate chio-
rine gas on-site as needed or with minimal storage, or co-locate with a chlorine producer
by local pipeline. Bayer MaterialScience in fact does generate part of the chlorine it uses.

Chemical manufacturing: other materials

‘The remaining three of the 101 highest-hazard facilities produce or use other chemicals:

+ Penn Specialty Chemicals (now Penn A Kem) in Memphis produces furan for sale
or use in a variety of furan-based specialty chemicals
+ PPG Industries in Barberton, Ohio, produces and uses phosgene in making

i,

for optical
« Arkema in Houston, Texas, produces and sells carbon disulfide as a byproduct of
facturing hydrogen sulfide and

‘We did not identify alternatives at these facilities.
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Solutions for 202 additional
high-hazard facilities

Appendix B on page 35 lists 202 additional facilities that can remove the possibility of

a catastrophic chemical release through safer and more secure technologies, These 202
facilities endanger 30 million additional people beyond the 80 million endangered by the
top 101 facilities, These facilities are listed because:

» They have 100,000 or more people living within range of a worst-case chemical release
» They have alternatives similar to the 101 highest-hazard facilities or alternatives to three
commonly distributed gases—chlorine, sulfur dioxide, and ammonia

The industries described below do not appear in the top 101, but are included in the addi-
tional 202 because they use chlorine, sulfur dioxide, or anbydrous ammonia.

Secondary aluminum smelters

Five secondary aluminum smelters listed in Appendix B use chlorine gas in fluxing
operations to remave impurities from molten aluminum. One of these, Custom Alloy
Light Metals in Industry, Calif,, falls just outside the 101 highest-hazard facilities (based
on vulnerable population).

An alternative for secondary aluminum smelters is magnesium chloride salts injected with
nitrogen gas, Kaiser Aluminum in Spokane, Wash., for example, converted off chlorine gas
railcars using this alternative.

Food processors

Five food processors listed in Appendix B use anhydrous sulfur dioxide to inhibit
microbes and oxidation. Four conduct wet corn milling and one manufactures sugar
from beets. Food processors may also use sulfur dioxide gas in cherry brining, wine
making, or other applications.

Food processors can instead generate sulfur chemicals on-site from sulfur burning equip-

ment or can purchase alternatives such as sedium (or p ium) bisulfite or bisulfi
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Cargill in Memphis, for example, switched from sulfur dioxide to sodium bisulfite for use
in wet corn milling. The Minn-Dak Farmers Cooperative in Wahpeton, N.D,, switched to
generating sulfur chemicals on-site for use in beet-sugar processing.

Power plants

‘Thirteen power plants listed in Appendix B use anhyd ia to control nitrogen

oxides {NOx), 2 component of smog. Power plants may prevent NOx formation during

t Huti ‘While some power plants

control

or use ia in air p

use anhydrous ammonia gas, many use less hazardous aqueous ammonia or even solid urea,

b 1 I

Converting power plasits from reduces the

number of people in danger off-site.” Generating ammonia as needed from solid urea

to aqueous

eliminates the danger of 2 major emergency toxic gas release. For example, six GWF Power

Systems plants in California switched from anhydrous ammonia to aqueous.

24 Center for Amarican Progress | Chemical
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Conclusion and recommendations

This report finds that most of the nation’s 101 most dangerous chemical facilities could
switch to safer, more secure chemicals or processes, Making these changes would signifi-
cantly reduce or eliminate the threat to 80 million Americans living near these facilities
and millions more living along train or truck delivery routes.

Current requirements and incentives, however, are generally inadequate to spur the
adoption of safer and more secure alternatives. The temporary Chemical Facility Anti-
Terrorism Standards, which expire in October 2009, do not require chemical facilities to
assess and use alternatives that could remove the possibility of a catastrophic chemical
release. These standards leave in place unnecessary and indefensible chemical hazards that
could kill or injure thousands of people.

Incentives are needed for change. As long as chemical facilities do not internalize the full
costs of security, the incentives to develop and use solutions will be deficient—no matter
how great the safety and security benefits. Accordingly, the new Congress and the Obama
administration should enact a comprehensive chemical security program that creates
these incentives. Specifically, this program should:

+ Focus on removing unnecessary terrorist targets. The program should direct dan-
gerous chemical facilities to identify and develop safer, mare secure chemicals and
processes, Facilities should use these alternatives where cost effective, technically viable,
and risk-reducing, In pushing for these conversions, the Department of Homeland
Security should employ a tiered approach that gives highest priority to converting the
facilities that present the greatest danger.

« Create financial incentives for facilities to convert. Dangerous chemical facilities
should be required to carry sufficient liability insurance to cover a catastrophic chemical
release. The cost of adequate i will create a market-based incentive for change

that complements ather regulations. In addition, government funding to implement
safer, more secure alternatives should give priority to publicly owned facilities and fiest-
users of innovative technologies, to help overcome the natural aversion of businesses to
be the first to adopt substantial change. Federal funding should not subsidize inevitably
insufficient physical security at facilities that could eliminate catastrophic chemical
‘hazards but have no plan and timeline to do so.
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« Generate knowledge to fix the problem. Requiring chemical facilities to identify
safer and more secure al ives in vulnerabili and security plans will

generate awareness of alternatives, help overcome institutional inertia, and identify
specific liabilities, savings, and opportunities. The program should alse convene govern-

ment agencies, the chemical industry, academic institutions, technology vendors, and

d d 1.1

research to identify alternatives. In addition, DHS

experts for
should develop security-assessment methodologies and auditing standards that help
facilities assess the savings, costs, hazards, and technical feasibility of alternatives.

Utilize the i and knowledge of workers, Employees and their union repre-
sentatives should be involved in assessing hazards, drafting plans, and participating in
drills and inspections. Training and involving employees improves the outcome and

validity of security activities. To promote effective collaboration, the program should
protect whistlebl kground checks to security-rele-
vant areas. Where third parties prepare assessments or plans, these parties should be

-

from and limit b

qualified in process engineering to help companies identify and develop solutions that
remove unnecessary chemical hazards,

Require government accountability, The program should promote accountability by
disclosing the status of facility assessments and plans, any fines or penalties levied, and
other administrative activities. The program should not limit information that is already
publicly available, readily observed, or easily discovered, Nor should it limit current
obligations under other chemical safety laws, The Government Accountability Office
should review and publicly report on program progress and the capacity of emergency
response resonrces to address a worst-case chemical release.

Build oversight capacity. The Department of Homeland Security, the EPA, and other
agencies that have chemical security responsibilities must have the funding and capacity
to wark with facility operators, employees, state and local officials, and others in over-
seeing the program. In particular, each agency must have adequate engineering staff with
expertise in intrinsically more secure design of chemical facilities.

Ensure equal Chemical companies should not receive special treatment
just because they participate in voluntary industry security programs, as proposed in
some recent bills before Congress. Voluntary industry programs lack oversight and are

inherently unenforceable. The program must have enforceable requirements for prepar-
4,

ing and plans, involving empl ,and inspections, among
other elements. Each facility should have to comply with each requirement regardless of

participation in a voluntary industry program.

Include alf relevant facifities and activities. The program should cover ail types of
facilities that pose major chemical hazards, including drinking water and wastewater

plants, which are currently exempt from chemical security standards. The program

26 Center for Amersican Progress | Chemicst Security 101
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should establish collaboration among government agencies to avoid regulatory redun-

dancy, inconsistency, and gaps in supply chain analysis and oversight, Doing so will help

address the spectrum of activities undertaken by chemical facilities—beyond security at
p

the fence i fr and %

ing to transportation, storage and use.

Respect local control. The program should not preempt effective state laws. The pro-
gram should ensure the right of states to set more p ive chemical security standard:
if federal actions are insufficient to protect

Even prior to further action by Congress, chemical facilities and other federal agencies can
take action to reduce chemical hazards, Specifically:

The factlities listed in this report, and others that use highly hazardous processes, should
make every effort to identify and use safer and more secure chemicals and processes.
Where alternatives are available, these facilities should set measurable goals and time-
lines to eliminate the possibility of a catastrophic chemical release. Where alternatives
are not identified, industries that share vulnerable technologies should collab in
multi-stakeholder initiatives to identify safer and more secure options.

+ The Surface Transportation Board should clarify by policy or regulation the ability of
railroads to recover the unique costs, such as major liability insurance, of transporting
toxic inhalation hazard, or TIH chemicals, Railroads are required under common carrier
obligations to carry TIH shipments at reasonable rates, yet a single major release could
be financially rainous, Requiring shippers to share liability insurance costs would create
a market-based incentive for chemical producers and users to adopt proven alternatives.

‘The Securities and Exchange Commission and the Federal Accounting Standards Board
should require chemical companies to regularly provide investors with information on
financial worst-cases associated with a catastrophic chemical release, including assets at
tisk and potential liabilities,

‘The Chemical Safety and Hazard Investigation Board should examine potential alterna-
tives that can prevent the consequences of a chemical release as part of its root cause
investigations into serious chemical releases. The consideration of safer, more secure
technologies should be a standard element of the Board’s incident investigations,
reports, and recommendations,

Numerous security experts and the Department of Homeland Security have repeatedly
warned that ists could use industrial chemicals as improvised weapons of mass
destruction. The recommendations abave take these warnings sericusly. At the same time,

they are reasonable and obtainable.
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There is no reason that chemical facilities cannot evaluate safer and more secure alterna-
tives and determine whether such alternatives are cost-effective. Many chemical facilities
have already switched to safer, more secure alternatives. These conversions have been
affordable, and in many cases have generated cost savings.

Where al ives are viable and cost-effective, they should be implemented, particularly at
facilities with ly large vulnerabili Tike the facilities identified in this report,
Taking these actions would enhance the safety and security of millions of Americans.
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Appendix A {continued)
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Appendix A {continued)
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senalley containers. phase out distrlbutian of chlorine gas
Y & .
ﬁ::"mif"’""““ e, Merimack N i i 1200739 L EMA
sroalles containers, ‘phase out distrbution of chiorine gas.
y
Kuehne ChemicatCo. . SouthKeamy N . i naewe NN
smaler containers. phase ut diatrbutian of chlorine gas. d
e SRR B nneu U5h . Linder N i it 200000 e Y
engine olls and transmission Puids. o chiorine.
NILZPATZ
OuportCharbersWorks £ BT IENTINS peepume g o anosneeded mioimize 2000900 87.16.061;
- o produting asamid polymers. storage. o
aadin "
:i:"l’:::""‘g C vsmobnergyCopantion  Padishore NI the i ire 2 solid acid 317,000 AN f e
into gasofne, cataiyst method. 713,36
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Congressional

facility Name Pareat Company city state Pracess Potential Alternative V"";;’;\‘X::‘ﬁ"“ Sy
Pasties material and resin manufactaring TP
Thorofare Plamt Saivay Solexis, \nc. I NE in producing vinylidens fusride and polyvi- 4165831 2 &;,{“i 16
nyidane fuside.
Thatcher Company ity uses bk shipments o hotne Produce beact on-te from salt s iecrc-
of Nevada, nc Henderson WV 45700 Wi-3
e hypochiorte). ¥
o single-faciity fternative iencifed; faclity
Ploneer Amercas L Ploneer Americas LLC Henderson NV duces and distnbutes chiorine, as well as caustic b " 1K0800 NV I-%AZY
hos ond dibuted poin o prodcion
JC1 Janes Chemical nc, Y e from sah snd efactric NYT7-19, 22,7
WarwickNY Warwick WY 1515 K585 1
smalir containers. phasz aut clbution of chlorke g3,
typo NSl shemathe o iy
OccdentalCremical  Occdentat Petoleum : i u
ot aagaraHors. Corpmnation Nagaafalls WY ;!o\::iand disrbutes chiorine, a3 L’:;:m e routes pont ot se posection 1100000 WY 2628
No single-aciity steretve entfied;fachy
OlinComporation-Niagar2 o orporaton Nt N and et ot g buahemat procses w200 NY26-28
Flls, New York Plant ko e : and citebuted point-of-use prodction .
N single-fachity atiernative identifed; faciy
Olin Corparation, Miagars N ity put ;
Falls, R¥~Foote Yord i Corporatian. Niagar Falfs NY N o 380,000 NY26-28
duction remove demand for suzh shipments,
Hoss incieeration EatonTown- arardous waste fallty ceehes i OCINeE gt i contrsto matntalsinver- 03, 815,13,
A, RossConsolioted Cor, o on 1307531 o
Services Ic. » ‘smounts vary at any one time. o -
€1 Jones Chemicals Inc.- y OHI3, 14
Satberton, Ohia Bubenon  OH 1286164 s
smaller comainers Phase out disrbution of chirine gas.
L odty- R34,
PPG industries, Barbrerion PR industries, Inc. Barberton OH y 1,305,894 1ot
‘plastic resin monomers used n opticat lenses.  sccumlating,
n by b ”
‘DuPont Fort Hilt Plant NorthBend 0N aidass 12968 o 1‘, Jk“ow ;
subfric ackd. ‘pounds an-site or use altemate chemicals,
Chemical manuticturing facilty uses chiorine
Roh & Haas i i
iy Hohm&HasCompany  Cincinati  OM ! 120000 OHI-BBRYA
chioride {PYC) plastics,
R ¥
g":“;:n:nm - Univar USA foc. Cinctmati OH iy 966,117 oH 138
smaller containers, phase out distribution of chiorine gas.
Bieach pulp with chlorine-free pocesses
Appietan Papers . vgen, aronel oruse
WestCaoltoany | AP Fapen 6 WestCamolion M. recycid poper pp. chiorine dioxke 5 needed without bulk 1200000 082378
sorage.
Trslner Refirery ConucoPhilips Trabner Y " 2400000 i
Into gaschine. catatyst method. R
Petrofeum refinery uses concentrated N
; Produce akylate using avalobie suborc acid
Sunaco Philadelphis ‘ydrafiuoric acid n processing crsde o vt abie Suf} PAL2,6-8,13,
Refinery Sunoco. e Prilsdelphla  PA ol acility plans to convert to modfed ﬁ:m:m‘””"“"d‘m asolidaad 4400000 16DELN 14
e volate) hydrofivric ac. .
Replace chlrine gas with iquid bieach
‘Omohundro Water Metro Water and Sewer
Nashvifle ™ g 2, with Dzane ot $73,663 NG-T
Treatment Plant Department e o s
Specialty chemicst manufacturing fcitty
Penn Specalty Cheml-  [PennAXeny/Minakem proctices furan, which t sef or uses to NT-SARY
catg tnc. PensAKem]  Groupl Mempls TN estze furanvbased fine chemicals for T 2ermative dentified. 70000 Ms1

use In diverse industries.
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141

Vulnerability Zone  Congressional

Facllity Name Pasent Company cty  swe Process Potentiat Altenative Tomation pbv
15 obeum
) - 0 ARY
DuPort Memphis Plant ;\:z‘;’m“‘"‘“" Mempis oy Sumingsufurc sddyn producing OSSN 1 ciiars by producing sulfurcom- 1054025 T
swimming pool treatment products, s
Heplace chiotrie gas with quld éach
;emwo Malml Water i ™ v , with oz00 oF 2338034 R ’;;!2: *
Frestment Plant wltravioler fight as appropriate. '
Replaca chionine gas with liquid bleach
it Dalls Wate Utites Snpake X ith. 1800000 TX3-6,30,32
reatment ultraviolet fight as appropriate.
Treat wastewater with utraviolet igh, or
Cancrsl Regionat Tty Rvee ™51,
Wastewater System Authority offexas GandPraite  TX 3sangR 24,26,30,32
chiorine gs.
Faclty uses bulkshipments of chlorine . §
Fetra Chemical Company  Petra Chemical Compary Dalias ™ Pradue bieach orsite frorn salt and lectic 2300000 ™ :;’53;" 2
hypochiorkel. :
Repiace chlorne gas with iquid bisach
B e sogy | Do Water Uiies Oaltas ™ , with azone or 1100500 A
i ultravislet light as approgriate. "
Tamont County Water  TityBiver s ” Repace i s il e AU
Supply Project Authorty of Texas o 30 0,3
ultrpviolet fight as appropriate.
o e gt
10,18,
Rhodia, Houstor Flent. Bhodianc. ouson T 3asisn2 TRRTAO
st 20 pounds an-siteoruse aemate chemicts.
Chemical manwdacturing facility produces
ing| TX27.9.14.18,
Arkema fnc. Adkema Delaware Inc. Houstan T disulfde s a byproduct 2,000,000 22
customers.
ALTIVIA Greens Bayou Houston ™ i Y 3,400,000 ™ 22‘;'21' R
smalier cantainers. phase out distribution of chiorine gas. .
B Bosciences Comons- Syngenna Crop ne ™29
Yon/Greens Bayou Pent  Protection. oc. oustan - TX ! 155 nn
Chemicatshipping teminasores snd
Stoit-Nisksen gl TR 79,148,
Stoitheven Houston fnc. Transpanation Group e, Channefview. ™ roin Jor 1,000,000 235
and fibers,
Phase out bulk distribution of anfydrous
fahy "
Ot industres, nc. DPCIndustes, . Howon X d vy AR
mebniite
Beplacechlorne gas with lquid beach
e lant Bouston - TX it with ozape of 1.3%000 LS e
ultraviolet ight as appropriate. g
aclity ses bulkshipments of chiorine
ComxProtucts ulkship ” Produce bisach ot from ot and sfecrc ™79,
o aonacomgany heCotACampany Houten X ot " . 1866700 od
‘ypochiorie).
) Speciahyy manutacruring fechity uses ethylene
e aoNabelChemicine,  ouston X 1100000 R
versecomsme v kst appanins, .
Sachty uses bulk shipments of chlodne § X
XK (Hauston b ¥ iotermationalinc. Howtom T Prouce bleach on-sit from it and elctrc 27sn TS
hypachlorite). 2
< TX2,7,9,14,
Houston Plant ety Corporation Pasadena X g 1,100,800 X2.7,5, 14,18
oi-based ubricants. ofchiodne. .
" “
Houston Ammonta Terra Mississippi Nitrogen, e TX2,7,8,14,18,
T~ s — Paders X sl bundredmillon poundsot 259 40 S8 2400000 T

anhydroys ammonia sach year.
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Appendix A {continued)
! Vulnerablity Zone  Congressionat
FacHity Name. Parent Company ity State Process Potential Alternative Poputation Dhenicts
Agiifos Fertizer tnc. Pasadena X s major producer but 3146219 e T
Factily Is s major producar of ethyiens axid, F——
Clereiake Plant Celanese, 14, Padens T 1400900 o
ghveoto sokd 10 ather manafactusers.
Bayer Materaisclence- . ' ! i we X2,8.9.18.18,
i Sayer MatedatScience s T v e g SO L 1100000 o
Chemical manutacturing facitty uses . .
OxyVinyls, LP-Deer Park. Occidentat Petroleom etk T producng 10 mmediste aternative denufed: however, L6 TRLT-9, 14,8,
VCM Ptant Corpornation 4 vinyi chloride monomer,prmariy foruseln Lt S P 4004 21
‘polyvinyl chiofide (PVC) plastics. Plastics.
Ciran Harbors Oeer -+ Clean Harbors Envian- et K N e e Ut ot oM v o TX27-91818,
ok ip mental Services,loc. y 9 4004 .2
amounts vary 1 any one tme.
Majoralkstes nd chiorine manufaciaring
OxyViny 1P-Satde  Occidental Petroleun vopore Py produtes andstores chorne gn, :m"”m;ﬂ::m’x’m"’”‘* h":’“"‘ - TX2,7-9, 14,18,
poundChiorAKPlnt  Corporstion primary fos use X other fulites n prosuc. W:;a 3y replac 8 2.9
ing polyinyl choride (VC). -
e o o raduce butanedlot wihoutbulk toxc il
VISTA s mdlates i Lapore - producing tion hazasd chemlcals, o sinknize potential 188925 TXL7.9.94,18,
Laporte Plant s 82 n®
usedto manuactue spandexSeersand e
otier materials. ge-
e uses
Oy Vingt, 1P OccidentalPetroleurs . ™28,1478,
L2 Porte VCs lant Corporation labore  TX ot chlaride monomer, primarly for use in e 1400000 2.9
polyvingl chioride (PVC) plastics. >
Chamical manufacouing facfty ts2 mijor
LaParte Siant DuPent Lafote  TX @ X 1.600.000 LTS
Suprachermicl praduc Industte, .
Treat wastewater with ulravioleTght, or use
ConalvafieyWater  CentxaValley Water " i ine gas, ond
SecamatonFacity  fecamationFaciy Boarg S e (Y UT 1334000 o3
dioxide gas,
3C1 Jones Chemicals, Ine Tacema WA 1889626 WAT,6-2

smaller contalners.

phase vt distribution of chlorine gas.
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Appendix B

List of 202 additional facilities and solutions

Facility Name Parent Company city State Process Potential Alternative Vulnerability — Cangressional

Zone Population”  District™
Bermco Aluminum E!L":"‘E"z‘"m "“"m Bimmingham AL [ impare 200000 7
and Metal Company, Inc. ties from aluminum alloys. nitrogen gas.
d eecti
m":;‘:’fh':i";‘”“ Inc.- Musde Shoals AL 120000 5
smallercontainers phase out istroution ofchlorine gas.
OPC Enterprises L9 Moble aL s « g " h 385719 '
blesch. erous sullor coide gas and chloine gas.
. Bleach pulp with Gaygen with ydrogen
Domiat Industres . bt g PR gerentes oinedode o ein. Dol 0P b OVIMID SR o0 .
Ashdown Mt .
251 Avenae Wastewter . Treac wastewater with ultavioletigh, or
® e chlor .
reatnt e Ciyof Phoenix Phoea K2 Facy e cornegus ot warewater, [+ "t il OO 176163
Union Hill Water City of Phonts, Water Replace chionine gas with liguid bleach
e piululiitob fhoenn Az  with 0zone o 131957 3
ulteviclet ight s sppropriae.
Replace chiorne gas with liqui bleach
‘,’" vr'f"“ V:;‘I" . g"’ f’ P':)“:"‘;:"“:' Mesa a , with ozone or 139857 3
reatment Flant ervices Department ultraviolet ight as apprapriate.
Replace withUquidbleach
Siiver Lake City of Los Angeles Depart- eplace chlorine gas with iquid blea
e STl Angelis dPa  Siverlake  CA . it ozone or 380000 Y
nation Statlon . ment of aterand Poer ltravoletlight 5 approgeite.
ExionMobil i i
B EoonMobilCoporalion~ Tomance €A ) de ol d 255524 3
orrance Refoery o gasolne. caalyst metfod.
SonloseCreckater  CountySaniatlonDibtczs o i owdeand  Treatwaitemater with ultaviolet liht, o . ®
Reclamatian Plant of Los Angeles Caunty :
o
Lot Copares water County Santation Disticts facil
5 taton O s & s anlydrous sl teplace anbydroussullr dieside whth sodium mon 3
Rackamation Plant Los Angeles County chiorne gas t treat wastewate. e et Fn
i 3 . :
Ulramarine, AL VGRS e ey Coporatian Wimingon CA hnciagie 360000 4

Wilmingtan Refinery process of tuming crude oil into gasoline. catalyst method,

80 Carsan Refinery BPWest Coast Products LLC  Carson @ B i L 250270 37
or g

Los Angeles Aqueduct  City of Los Angeles Depart- Replace chlorine gas with lauid bleach

it ot Sylmar A , with ozone or 250,000 7

Filtration Plant ment of Water and Power uttraviotetlight as appraprate.
Facility It and

Hasalnc-Saugus Saugus A duch y swomge 801,205 k3
hypochloritel. of chlarine gas.

) pover e i
OLS Envergy~Ching y
Cogeneration Faciiy O3 PoweRLLP Chino @ o cante 108084 2

* Vulneraziliy 0ne igures, submitzed oy facifties t ERA, indicate resident al popilatiors within range of a wors:-Case 1%< chemical release. These figures are i farecasts of potertual casualnies
* This ingicates the congressionat district inwrich 1ne fac iy s located

35 Center for American Progress | Cherical Securty 101

VerDate Nov 24 2008  10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000149 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.105



VerDate Nov 24 2008

Appendix 8 (continued)
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Congressional

Yutnerability
Facility Name Farent Company oty St Process Potential Alternative Zone Pamtaton oo
f;'jf:‘;f”y tight mdusty  CA 960,000 3
- s from afumiouim allys nitogen gas.
£.£. Weymouth Water Metropoiitan Water Replace chicrine gas with Inw'u:: birach oaars %
Treatment Plant ‘Disrict of So. Calfornia taveme A orane e o
saviletHh a5 approprise.
F—— et sanDiegs S Repce it b lquatesh s °
Treatment Plzot Water Department ulravctet ight as approprate
Chyof GscondidoNista Gy of Escondidoista w© o Resce et ot tech - N
WaterTreatment Plant. teigation Oistriet Esvondl ozone ot 4
ultravioetight & sppropriate.
¥
Vista Metals Corp. Alpert and Alpert fonona €A 390000 &
s from aumioum aliys. citrogen gas.
TSP, fonane  CA 04625 a
ties from aluriou affoys. vitogen gas.
Henry 1 Mils Warer ‘Metropolitan Water Distict feplace chiorne gas with iquid ieach
Treatment Plant of Southern Calformia Rveride A "' Tiso “
stravioie light as appropriate.
MorenovatleyRegloral  Eastem Municipal Treat wastewaterwith ultaviiet ghs, or
ety sones O MooVl CA Faciny ses chorne st wastewser, | 1°8 VOSRE ot wEaP 30 &
fentiValleyRegional Eastern Municipal Treat wascewater with ulavioit ght,or
Watee ReciamationFachty  Water Distict Pents CR - Facklny uses chiorine 925 10 (eaUWaSteWaer. oo chiorine gas with ligukd bleach. 208356 A
Eastem Monicipal . Treat wastewater whth uitravioies lght, or
San et Valey RWRE oo Snhonia CA Recityweschonegastotearwostevater (T R 0 10697 a
Michslson Water " . Treat wastewater with uitraviolet ight, or
sl ivine Ranch WaterDiswict e ity wescoine gas o rearwastmater, (TR R ass097 ®
Fhase outbulk distibution ofanhycrods sl
i{:m:"' IS uden Enterprises, e, Fresno Y P 660000 »
metabisulfte. and other ehermatves.
oAt poAte CA i i i 19 "
y g tsufte 3nd chlorin gas with figuid bleach.
x;“;;":",:‘"‘;‘(mwy ‘The Clorox Company Faleheld A icity wit 03400 W0
typochiort). of chiorine gas.
Coment il Watee SuisonSoiano Seplace chiorine gas wh iquid bleach
P oy ffed A o  with ozone or 07778 0
wkraviclet fight as approgeiate.
v "
Hasa nc-Pitsburg Pitsburg A gasi y i ag 488,260 7
hypochisritel. of chlorine gas.
Fower by s :
Calpine Pisburg Pitsburg  CA equlp 120000 7
sons (2 companent of smog). or urea nstead of anydrous ammonia.
"
S loseSama (W Cityof san ose Smsose  CA 245000 i
bisulite and chlorine gis withhid bleach.
z::;g:i’:(’;:y“ Sockon CA s 360261 ]
smalle cantainers, shase ou2 cistbuton of chiorine gas.
Treat wastemster with ltavicitlght,
Cityof StockionTeslary  CityofStockton, Moricipal by o i
Teatnent Planc Utiities Departent Stockton €A 430,200 i
sodum bislfte
Pawer combustor
Stockton CoGen Al prodicts ang
Company, inc. Chemicals, inc. Stacktan [} 151,295 8

fsmog).
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Appendix B (continued)
Vilnerabifity  Congressional
Facility Name Parent Company cty  state Process Patentiat Alternative Tone romutaton — Srswics
g"h m’“"z"u":’;:: ‘“:‘ Sioneer Companies, nc. Teacy A i " 888,435 "
e smaller camtainers. ‘phase out distribution of chiorine gas.
Phase outbnfk dstibution of anbycous
. . sulfordiowide gas by geverating sutor
OIS e, Modets A g bk bpmants 6000 .
. bisufte, metablsutite, and tehes sherna-
s,
Treat wastewater with ultravioles fight, of
St SR e vodssia e Py usesantycrous sufr dionide and , o 150780 "
‘ bisulfte and chiorine gas with iquid bleach
Treat wastewater with witraviclet fight ac
Ory Creek Reglonsiaste-  City of Rosevlle, soseril
waterTreamentPlant  Roseile, Calfornis L £26000 ‘
bisulfite.
Coontraryy Goamente G e 134625 s
generatian Pl <lons {a component of smogl. ‘orufea nstead of anbydrous ammanla,
) Compiete conversion from anhytrous suffur
Metro Wastewater
»
it Deer o e dodtepacosnegusedtorest LR T S 925,000
. e attemative s ulvaviotet light.
H Krevt o, nc. NewHaven €T i icky 20000 3
bypocbiorite]. of chloring gas.
MeMiian Water WO ARIS i e Replace thirire gas with “"‘:: bleach 00 f
Treasment oot Aoy Garps of Engineers et g 5 epropts
sy .
;“:‘;'f":’“’g: € yehneChemicaiCo.tnc.  DelowateCity  DE g 230000 '
-~Delaware City hypachlorite). of chiadine gas
N )
Dupont-Edge 3600r, O £, duPont DeNemotrs «
¢ tdgedoor  DE sulfte pocess; ks chrine can be genes- w i
Faciity & Company ‘gasin producing tamium dodde igments. L o withoat balk storage
Sleach pulp with oxygen with hydrogen
S i a feeeese OSSR ws
" orpor Ing process. with minimal sccumulation.
Bleach pulp with cxygen with hydrogen
Srit-Stone Containe:  SmurftStore Container Pulp mil generates chlorine dioxde foruse fn .
Panama Tty o pesoxide or azooe, or use up chiodne dicxide 133607 2
Corp, Pansma City il Corp, Enterprses Jnc the blaching process. [ty
Brenatag i South, nc.  Srenntag US.A, ofards L i ithoutshi a6751 8
smatfer containers. phase out distribution of chtorine gas.
Repiace chiorne gas with iquid bieach
R Homestmas  FL or fte, with o200 07 106708 3
itravioletight as apprapriate,
Repiace chlorine gas with liquid bleah )
rrﬁ::::\;::::avnl:l" Homestead LY 3 10645¢ »
uitravigiet tight as appropriate.
Gormrogus M o Tanea " . icky 633600 n
s Company hypochiorite). of hlarine gas.
Replace chlotine gas with liquid bleach
Hilishoraugh River Water
g Tampa fl of , with 0zons of SOR,760 "
treatment Plant Tempz, R ‘ltraviole: fight 2s appropriate.
Chemicat v .
Tampa 28 ¥ snE0 "
Fmuaos . stealier containers. ‘ohase out distrbution of chiorine gas,
Harcros Chermicals - et ek
Tampa Tampz 780,000 1

smaller containers

phase owt distibution of clorine gas.

w
=
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Vuinerability

Congressional

Facility Name Parent Company cty  swe Process Potential Atternative Zone romalaton  Srnct
DC Enterprises, L7, Tamga f y 754116 n
smller conalners. ehase outdistrbution of clorkne gas.
Tampa Bectric Campany!
Bayside Power Station TECO Energy Company Tampa F " 118375 n
Srenntag M South nc.  Brenntag USA, Clearwter  FL y i i #0000 0
; smallercontainess. phase outdisytbution of chlorne gas.
Power plant ses annydrOus AMARAID et el emisons whk agueacs
Melntash Power Bt/ otaxetan takeld R R u
Northside WWTP o ‘weastewates plant uses chiodne gas 1o autd bleach os lavile fght W
disinfect wastewates, @
KIX {Floridal nc. KIK (ntemational inc. Aubumdaie L i 354389 7
Pypoctioste). ofchloine gas.
Produce sodium bisulfite from sulfur-burming
Alled Univeral Aflece AL :Ei"m?ﬁ" ﬁ;"&'&?ﬁi‘fﬂﬂfx&* equipmens anclquld bieach from s and 160030 8
Comoration - " ety phase out distebution of sy
KK (Georgia) ¥ Custom Products Hampron GA " 399619 .
bypochloritel. of chiorine gas.
Tronox Pgments ¢
Tronaxlic swamsh GA e sulfatepeacess; ks, chiorne cen be gener: 130000 u
Savanrab) o 58510 POGUcing UG GORe PIOTENS. s e oy e
e iy burns "
Hydtite Chemical Co- antyctous
Wate MHydrite Chemical Co. Wateriao ? ionide, 153,000 1
bisifies o other sulfr chemicals.
PeofordProductsCo. Penford Comoration CetRaps W biutte, 6264 2
c‘zﬂ;"""’ :S“"“"“Q' fecher Daiels o i blsuifits or [’ 130000 2
a pany ‘bacterta during com steeping. sk a5 needed without bilk storage.
Repiace chlotine gas with tiquid bleach
Rock land Wates Pt City ofReck iand Rockiisnd &L with 1368 7
ultravictet fight at appropriate.
Sock Idand Wastewater . r ight, or
Treatment Plant Cryoffockisiand, Winois  Rockisand & 4 reptace chiorine gas witb fiquid bleach. ss00 ”
Power; it
Ammeten Edwards Bartonville # i i 120,000 ik
sons (s componentofsmog). orurea nstead of aniysrous ammonia,
Power:
WP Daltman
PowerStation oy o Springheld spengfeld 1 s Toso i
GAL Midamerics, inc Fach
{General Chemical/ GAC MidAmerica, tnc. indianapolis N 1g¢ 895348 7
Genteki hypochiotite). ofchiosine gas.
i detectr
Alexander Chemical vococes bauit leach,
Corporation Kogsbuy N 7960 :
sogium bisulfite. as and anhydrous suifur dioxide gas.
Ontine Packagng,
incorporated- MebiganCty W 13380 2
Michigan City washer solution. of ciiorine ges.
Alcoa inc Aeoa Newb ~ fac ok
Wardick Operations teoa lnc. urgh g 5217 8
operations in produciag aluminum alloys.  titrogen gas.
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Appendix B {continued)

Vulnersbilty  Congressional

Facility Name Parent Company aty  Stae Procens Fotentlaf Alternative Pt M i
ity g
Brenntag Mid-South, Inc.  Brenntag US.A, Yerre Haute Y 16,180 L3
smaller contaipers. sihase oul disrbution of chirine gas.
A Staley Manufactuing
Company-Lafaperte :“' SaleyManOAI0g e W bisuitte, o 160900 ‘
ompany »
South
AR Staley Manufacturing nydraus s
IN bisulfite, 5.1 4
Company-Sagamore AE Statey Manufacturing tafayene w isuifite, 105000
Replace chlore gas with liquid bleach
;x‘: ‘::xm City of Topeks, Kansas Topeks [ or with 173925 2
o witraviotet ight a5 appropriate,
Replace chiorne gas with i leach
WaterTrestment Fant ity of Wihit Kassas wehia XS ith ozane or 130000 4
witraviotet ight as appropriate.
Custorm chemical pracessing and tolt
orth Technologles, . Lousile K s 61 3
specaity perylene chemicals.
. Replacechlorine gos with uid bleach
::::;Tn’:ﬂm’“ iouisvilleWater Company  lauiille &Y ith 675100 3
ultavigiet light as appropriate.
Kentucky American Replacechiorne gas withlquid leach
Water Ca Richmond Rd ; M’ﬂ"c"n":‘“w:’t‘ leington KY with 105797 6
Station g uravictet light as appeopriate.
GBI RGUC  fornes oo™ Colletsburg XY q i 4 0000 ‘
08y, into gasoline. catalyst method.
Bresntag Mid-South, inc.  Brenntag USA. Henderson XY o 23957 1
sodium bisfte, 988 and anhytrous ulfr diowide gos
acidin i i ackd
i;:‘:ﬂ‘(‘:’:;';:;‘““m ConocoPMifips Company  BeleChasse L& de ol 845059 3
4 into gascline. catalyst method.
Marathon Petroleum in Prod
Company LiC LARefin- ;‘;m“"“‘ ffé'*“"‘ Gopile WA 730 3
IngDivision ey Into gasofine, catalystmeshod,
East Bank Wastewater Sewerage & Water Board Teeat wastewater with yitraviolet Hight, or
Treatmens Plant of New Orieans. New Orleans. LA Facility uses chiorine gas 1o treat wastewater. replace chioring gas with fiquid bleach. 72685 2
Camoltion Wates Sewerage snd Water Board Replace chiorine gas with tauld bleach
Purication Plan of Hew Orfeans NewOresns 14 b oionear 802320 2
ksavilet gt 25 appropelte.
‘Lovisiana Pigment KRONOS Louisiana, inc/ it it it th
Company 2 Tioxige Amencas, oc. Westhhe LA teano0 7
aci
P g Co.b L PonAllen 1A 330000 6
i nta gasoline, cavalyst method.
‘Hareros Chemicals Ing~ . " wd liqquic and
St Gabriet Harcros Chemicals inc, St Gabriel. LA o " any 380,000 6
iquid bleach. drous sulfor dicrdde gas and chiorine gas.
Bleach pulp with ozygen with ycrogen
‘Sort Huson Operations g’“’;‘; :‘l"" CONSUTE g hary Dot paperh genere ¢ per o y 520000 s
e dde OB o minimat accumutaion,
Treat wastewater with ultraviolet light,
Centeal Wostewater Clty of Baton Rouge~ y ol ine gas wi
Teeatmens Plaat GastBatonRougeparisy e Rouge LA foxide wh e N
sodlum bisulfite.
R spany ™ oot Company Averdeen 4D i ™ 25400 2
% Company hypochlarte). ofchloring gas.
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Appendix 8 (continued)
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Vulnecabiity  Congressionat

Faciity Name Fasent Company ay s Process Potentlat Alternative Zonebopaaton Bt
et Saimore Cnpar Resac it gos i i e
Chlorinator Station ment o Public Works Batimore MO 1an 4
Ultcavioletlight 83 approprlate.
Gruid Lake Effuent Cityof Baltimore-Depart- Replace chlortne gas whh iquid bieach
Chloriator Station mentof Pubic Works Balinore MO th Rt ?
ulravioleight s appropriete.
Drutd Lake nfivent Clyotlinore-Depart: w0 Replace chrine gas with "“‘:': Dleach 10000 ;
Chiotinetor Station ment of Public Works himare argen  Wih azane of '
slepiolt ight s approplae.
Montebelofitration  Chy of Baltimore~Depart- Segiace chlorne ga3 with liuid bleach
Plant Chiornatae Stats  mant of Fublic Works Saltmre MO - whth ozane or 108000 7
uiraviolelight s appropriate.
- fity
- AT Chamial Corporation. Searsport  ME v 1 2
Hewtng hypochiarie). of chiosne gas.
Produce lesch on-sie fromssat and
High-Po-Chior, fnc, Romuls M orive gasia y i 135000 8
Chemicat manufaeturng facilty vses
m’ﬂxn": i BASF Corporatian Wyandotte M) ethylsne ovide in producing poiyols for use "f“;:;::‘:;ﬁ w’“' g ",f‘,'r’;;y"(‘;‘;z’ ':‘::‘ " 105,000 13
in uretbane products. pe ol
DPC ndustrie, ot DXHolding Comy e W sl doteon o o e atags Stk a7 2
e 9 Compsny oy etectrchys phase out distibution of anhy-
Couanta Hennepin Energy  Covanta Henriepin Eneray Fower o i
Resource Company L?.  Resousce Company, LB Mimeapolls MY ruroge or 2538 s
Reptace corne gax with lqud beach
ke Fte Mt Micnespols WiterWorks* Minnespal N . with ozone 35100 5
sheavcletliht s appropriste.
American Crystal Sugar Arvericon Crysal
Mootheat  MN bumer for 110200 7
CompsnyMoorhead  Sugar Company ooty g
A Replace chlorine gas with luid bleach
a‘zﬁssﬁ‘:m’“ XasmClty MO v ite, with ozons TI0006 §
uhravioletHight s5 appropriate.
Brenntag Mid South, . Brenntag. . KansasCiy MO . ity i ; sa3.00 5
smallercontaloess. phase out distebution o chorne gas.
KCPL-Hawthom Kansas ly Powst & Light/
Genarating Fachity Great Shains Enesgy KonsasCly MO d 165000 5
_ Bleach pulp with oxygen with hydrogen
Lot Rives Celulose, LIC  Koch Celufose, L€ Newhugusta  MS f,‘(‘l‘;‘:'" genertes ‘:‘“”"e doxidetorusein o vuice orozane,of use up chioine dioxide 103010 4
Faching proces: with rinima! accurmulation,
&uuPonkde g
DuPont Deliste Plant ‘Nemouts &Co. Inc, Pags Chitstian M5 250,000 4
;:ﬁ:‘:it’%':‘:"y ConocoPhiflps Company Bilings M 116704 i
ks into gasoline, catalyst method.
Bleach pulp with axygen with hydrogen
Blue Ridge Paper ‘Blue Ridge Holdlng Puip and paper mill generstes chiordne .
Canton NC pevoxide oF ozane, of use up chiorine dioxide 260,363 1
Products, inc. Latporation dlexide for use in the bleaching pracess. with mintmal sccumulation.
Vetopion e Resacecioe gus i e oo ,
! g .
Treatment Plant Ui Distict A Ay
ot gy St
DFC Industries, Inc. DX Holding Company Omaha NE  drous sulur dionide and chiore gasto smatier S el 661,982 2

ainess,

efectsicity; phase ot distribution of anhy-
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Appendix B {continued)
Vulnerabifity  Congressionat
Facility Name Parent Company cy  Ste Process Potantiat Alternative w:‘!'{:o’;:::“’; B
Bayonne Plant
Holding LL.<. Baysane L 12728 )
Treat wastewater with vlavioet light,
Scuthside Water T — i
Reclamation Piant County Water Uity Autpor ~ MOUIUBTIE N 120000 !
sodum bisulfte.
DFC industres, Inc DK Holding Company Kbuquerque WM P y i 548334 1
‘smaller contatners, phase out distridution of chlorine gas,
Froduce sodium bisifte rom sulfurbuming
Stema Chamicat o, [P A '”‘"gh;"m"“:‘:mgw«”“‘ equipment and Rqutd bieach rom saf and s )
Sperks Faclity par prauses " electriciry; phase out distiibuion of anhy- &
Surpas Chemicat “
Company, inc. Bridge Albany NY y swrge 517,708 7
Street Plant fypochlortel. of chlorine gas.
Polp it paper miuses aohydrousselfur
Finch Paper LIC FinchPaperHoidings LI Glshalls Y 130000 2
il deitveries.
Replace chiprne gas with fiquid bleach
Sy of il er Bafle Y ith ozone o7 s14360 7
aciity uhraviolet light »s appraiate.
1CLJones Chemicat .- ehion
P Caledonta NV s %
bleach, suifur dloxide gas.
. Produce ttaniur dioxide pigments using the
Ahtabula Complex  Mienlum Inorganic Chemical manufsctuning fachty wses chisine
Ahabua OH ‘ uifate process;afo,chorine can'be qener 102000 u
Plane 2 Chemicals ne. gasinproducng tanium dionidepigments, 1% PSR AL E R
. . " Produce tsaniura dioxide pigments using the
Adttabua Complex  Miennium organic Chammicat manulacturing focity uses chiorne
At OK s prpcess; i, chlorine can be gener- 102000 "
Plant 1 Chemicais, inc. gasinproducing hankum divideplgments, 1 PRI AT RS
Ohio Refining. Marathon Petrofeum "
Otvislon MPC Companylic Gomen o ::(:: qasoine. catalyst method. o *
Piot ChesrcalCompany  Piot Chemical uses sulf foxideIn procicng synthetic
of GhiaLocdand Flant | Company of Califomia fodland O gerergents,suractants, oo and Serir o o she s needed o direct 11000 !
sfonicacds, froce
Replace chiovine gas with fiquid bieach
ar :1“ o iy oeichy oK . with 0z0n 0 180088 s
hraviotet ight as appropriate.
Brenntag Sout t, inc.
BT oA TC renntag . o ok e 385000 2
bleach. drous sulfor dioxide gas and chlorine gas.
N Ry s on S TS 1 s st
Cataosa Pant Sobvay luordes LLC. et O o dustatbrading such s shaminum heat 01 eas Fonsin R ?
the manufacturing process.
exchangers,
Replaca chiorine gas with iqukd Bleach
T Cityoftuisa Tulsa oK . withazone ot 08029 '
ultraviofet fight as appropriate.
Replace chiarine gas with luid bieach
::a":::'" b CiyatTuiss Tl oK fac g . with ozone o 5522 1
ultcaviolet fight as appropriste.
e o UniarUsAine wnola A i 645107 0
Bucod amaller comtaness. phase out distrbutian of chorine gas.
Replace chlorne gas with iquid bleach
WRIWA Wildosburg-Peop Jont v
Treatment Plant Water Authority Verona e itz af 190200 "

ultraviole ight as appeoprite,
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150

Vulnerabifity  Congressional
District

Faciity Name Parent Company ay st Process Potential Altermative Zone boputation
i
WPIWA, Nadine Road  Wikinsburg-Pean Joint o oA Feplace chiorine gas wit Ild bleach 100000 u
Bump Station Water Ruthority wtravolel ight s agpropriat.
Iomes Austin Company Mo » i 20000 4
fypoctiodtel. afchiodie gas.
Univar USh fnc, — i . :“W\'fxﬁ‘*‘ "‘f‘d""’ ren “:": m"" sor :m::z:f:; mmmﬁ:";mw N .
Middtetown Branch irivar US4 Ine. fetown el dlosds and chiorne g ‘electricity; phase out distribution of ashy- !
SrstolBorough Waste- . Treat wasiewater Wi utravioleLTght, or
i gacilid Bt PA Faclity uses chiaine gasto eat wastewater. e ot e et 145000 2
Brisol Township Waste- Treat wastewater with utavioet light, or
Bl T e Gopan PA atyweschomne gatotetwasienater | RO MO T 174000 8
Unbvar US4 e, g
e e Univac Ush e, Poddence B y 955427 2
hypochiotite. ofchlrine ga.
KapStone Charteston. KapStona Kaft North « ncoming o0t .
Yeaft L1 Faper Comporation Charieston process water: afchorine gas. *
Bleach pulp with oxyger with hydrogen
Bowsterincorporated  Abifbibowatet foc. Cawbs SC m"h:::i:;‘"““;:‘“m dloxde forusein e or bznne, or use g chlarine dioxide 157780 H
9 proc with mirimat aceumulaton,
Tieatwastewater with iravilet ght, oe
Ory CreekWastewater  MetraWaterand facit for y
Treatment Pant Sewer Department Madion T \mste s
bisfe.
Teeat wasteviater with ultaviolt igh,
ContatWastewater  MetraWaterand e
Treatmen Plant Sewer Department Nashiie TN 2 sssaen s
sodtum bislfie.
Replace chorine gas with iuid bleach
g Water e Neshwite TN withorone or 91756 s
reatment Siant ewer Department wiiraviciet light 05 appeopriste.
Whites Creeh Wastewater  MetroWater and Treat wasiewater wilh itaviole g, o
by il Nabwle DU actyuses chiomnegastomatvasevater o8 O I RO 783 s
P— vy 0 ST, et
emprises, L& & pinet 92 electricity: phase out distribution of anty- 4
Brenntag Mid SouthJoc,  Brenntag USA. Cratoncoma ™ 3026 3
smalleccontainers phase cut distrbution of chiorine .
Jarden Zing Products,fnc,  Jarden Corparation Grepnedle 7y Menufacturer of zinc-tiased mera!products 20000 '
BockejeTechnoo®  BuckepeTechnckogiesne.  Memphs TN oruse w180 9
el cotton Fibers. chiarine free altematives.
The Premcor Reinng acdin
Goupinc.aVoleo  ValeoEnergyCopomtion  Memphis TR i sofdacid o488 9
Company irto gasoine. catalyst method.
Vertex Chemicat : "
Mempis TN S66000 B
Comaration demphis, TN nypochionitel, of chiorine gas.
Reptace shiorine gas with lisuid bleach
Oaas Water Uiites Camollon TX e, with 0000 2
Treatmers Plant ukravicletight as appropriate.
Treat wastewater with ultravicie g,
Tennatle CreekRegiona) Tty River o i
WastewaterSystem  Authority of Texas Forts A 3937 o
sodhim bisulfie
Replace chiorine gas with iguid bleach
Fomey PumpStation  Dallas Water Usities Sumpvle T i, with ozone oF 580008 B

or. 3
uitavioletight 35 appropiate.
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Appendix B (continued)
. ' Vunersbility  Congressional
y Name parent Company ay st Process Patential Alternative Zoneropiation By
‘Tres1 wastewater with ultraviofet ight,
CentratWastewater ’ p o i
Y 0
Tremment Pant Dalas Water Utites Daflas T it it 30,000 E
sodium Bisulfe.
o
Dol ter ™ Deas ot Uit Dallas b veplace anhydrous sufur diaxide with sodium 70000 3
Treat wastewaterwith utraiolt ght, or
Village Creek Wastewater ide and. . »
Treament Pent Ly offart Worth, Adogion T w1580 »
Facthy repacages bk siprnents ofa m‘&’ﬂfm m“ﬂl’.ﬁm’mm”
DPCindustres.ioc. OX Holding Company Gebume T drous sk dakend e guoarater | (1O ST 03 v
Beplace chiorine gas with bquid bleach
i;‘:“:"::?{,ﬁ’::" Loty of fostWorth, FotWoth  TX . with ozoner 219448 n
avioletight as appropriste.
Replace chiotine gas with liquid bieach
;":',‘:‘ "‘;'(“;lw::" Ciyof FartWorth fotWarth X with 26573 1
ment Plac whcaviolet light as apgropriste.
Replace chiorne gas with iquidieach
?:T:‘;:::‘::::ﬂ Ciyof FartWorth ForWorh  TX g . with azoneor 2847 %
ultravioletlight 5 appropriat:
Replace chiorine gas with lquid bleach
:ag:meﬁ!xlr;:h“WIul Cryaf FortWorth ForWorth ™ with ozoneor 163509 2
e ultraviolet light as appropiate,
A Replace chiorine gas with llquid ledch
iy ot City of Wichita Falls Wihifalls  TX . with azang ar 100,000 13
eatment Plan uitraviolet fght as spprapriate.
@ uses sulfur
Ouling Specialties Com-  Chevron Philips Chemical i i 1o generate
LG, Alamo Plgn. Company LP Gone X Hand gas s i
i i sroduction. k¢ use intathe process.
scidin Praduce stkylate i
f‘roc‘::lo?;:;:::yﬂﬂ!um E;Dr::’a(;::n] Petroleum Pusadena ™ . 20000 29
o gacline. canlyst method.
AES Deeprater AES Corporation pasadena X aman »
Chemical manufacturing fcilty vses .
£ R Carpenteri.fie Praduce biepalyols from soy rather than
owel Pt Carpenter Uretharies §, LLC Pasadena ™ “mr:{z:‘: -;me i producing polyals for use in petsochemicat palyols fam ethylene axide, 410,000 n
Teeat wastewater with utrayiole Hght, or
Gty of South Houston SouthHouston  TX ::";’:"”‘ :"’:"”(“‘“ ::’"f"‘:{“"”' 38 eplace anhydrous subfie diowide with sodlum 180000 »
larin 935 ta treat wastewater. bisufive and chiorine gas with iquld bleach,
Marathon Petroleum Marathen Petroleunt N
Texas ity X  the 20000 it
Company Texas Refining  Company LLL into gasaline. catalyst method.
BP America, 8P Texas BP Producty .
] y Texas City ke ide ot olid acid 550,000 14
CitySte North Amesiaafnc. inta gasoline. catalystmethod.
et 1din
Valero Refining- Valerofrevgy Copormtion. TexasCy  TX de ol 535,000 i
imta gastie. catalystrmethod,
N Bleach pulp with oxygen with hydrogen,
MeadWestvacoTenss F  MeadWestvaco taddle X p . 313 ]
codeforuse It bleachng process, Do e o e
The Vaera Energy
‘ otathr TX th 330000 2
Arhur Refnery Carporation i o
Replace chiorine gas with lquid beach
PM::;‘ e SanAtonioWater System SonAntonie TX a1 . with azone or 103000 %
"9 altraviohes ight as appropriate.
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Appendix B (continued}

Volneratility  Congressionat

Facility Name Parent Company Gy Stawe Process Fatentfal Alternative Zone Papulation  Distrct

Replace hiorine gas with liguid bieach
with oz

Mission Pumping Stafon Sar Anrorio WaterSystem SanAntorio 1K : . 115000 »
ulieaviotet light as appropiate,
34t Stover Repiace chiorine s with fiuid beach
ot Sation San AntorloWaterSystemSanAntorio TX with czane or 2200 x
ultraviciet ight as appropiriste.
QTGOTorpus Chisti TGO Refring and addin é “
SehomyEom P ChemaanLs Copuchal ™ ack nsan z
into gasaiine. catalyst method.
}'::"’:;"_m:g‘;“;x ValeoTergy Coporation  CorpusChesti 1K thi i A 340000 »
e into gaschine. catalyst mathod,
”
Fliny Hills Resources, i
" o industies, . Copuschesi T 350000 7
HP=CCWest Refinery Into gasoline, canlystinethod,
Replace hiorne gan withlquid lesch
et Cityof Corpus st CompusChini X . Wi ozsne of 362000 z
chraviole iht as pproprtte.
Facity repackages ulk shipments o o .
South Texas Chlorne. I, Mg Tx e g e Convert chlorie disstution o Rquld bleach. 150000 5
Use aqurous smmonia i place of anbydrous
Lubbock Wter it laui .
Teeatment Piant Cryofisbick, T {ubbock X p it ensne T 19
orultsavoletUght as pproprite,
Raplace chiorine gas whhlquid leach
Geimes Treatment Plam. ity of Abilens Abilene X it , with ozone or 100,060 9
travietdgh a approprine.
. Holly Refining & vy "
Woods Cross Refinery ‘arketing Company ‘Woods Cross. ur i 216294 1
2
"
Thatcher Company ‘Sait Lake Gty ur ;o 838,815 1
sodium isule. ges and anhydrous sulfur dioxide gas.
E:'Sk‘f;ﬂ‘“;w Chevorexsco SattakeCry U the 880000 1
Comporation o gasaline. Galyst method,
and alectric:
’I:: e Chemicas Mo VA i 2 '
- smatercontainers. ‘phase out distribution of chiorine gas,
Replace chiorine gas with liquid bleach
i
S s o : mor
iraviletUght a5 appropriate.
Clyof Aichrmond Waste- . iy :
) Cryof Richmond Rebmond VA suplace snhydrous sufur dioxide with sadlum e 3
waterTreatment Plant chioriog gas 1o reat wastewater. e e g e e
nivar USA inc Univar USA nc Sutfolk YA Y 475000 4
smaleecontainers. phase out disibuton of chlorne gas.
- fomsaltand
KIK {¥irginia) Inc, KK international nc. Saiem VA Y e 227000 6
hyporhiarite), of chiorine gas,
buroe o avoid truck
:::::}:Kf’k* Kimbersy-Clark Worldwide Evereit WA g 248,306 2
digesers i the pufp aking process, sulur dioside.
nydrofuoni acidin
ConacoPhillis Company  ConocoPhiips Company Femdale wA refiniog crude al 120000 H
nto gasofine. caatystmethod,
Y:cm“ ;’:‘:;"P:::f Pioneer Companes, c. Tacoma WA i e 9
smalier coatainers. Pphase out distribution of chicrine gas.
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; ; Vunerability  Congrassional
Facifty Name Parent Company ay  sote Pracess Potentlal Altermative P A i
] . Use slfururing equipment o prodce
Otympic Chemical Faclty uses bulk hipments of anhydrous )
P tion Univar USA inc. Tacoma WA sulfur diowide i prsxdicing sodhum bisulfite, ;T:;‘\A‘:: :l::ﬂfﬂt Without staring silfur 900,000 3
Geargn-Pacc Georg PacfcCongomer Pl s papar iR OO, g
Consumer Products Comas WA in cxygen with bydroge w000 3
Producs oidings LLC
ComatUC bleaching peocesses.
N .
Chemtrade Performance i
e Porormance  Chemivade ogisis R T ov duvarismaeiy S sl o s 148000 3
':eﬁ“ ol Y OHUSASUPEASE 4y o OISR, inc Superor W the 186000 7
24 into gasaline. catalyss methad,
e MGy Chemial o aslosh Wi i mrse s
smaller contaners. phose out distrbution of chiorine G35
lity i3 prodh
Brenntag Mid Soulh, fne.  Brenntag USA. N WY s ing slfar ua1% 2
for disttbtion. o gan
Brermag Mic-South, e, Brenmag USA. Sbins WY 50048 2
smalle contalners, phase outdistribation o chiorne gas,
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Appendix C
Methodology

This report investigates whether reasonably available alternatives could remove the possi-
bility of a worst-case chemical release at the nation’s highest-hazard chemical facilities. To
determine the highest-hazard facilities, we examined Risk Management Plans, or RMPs,
submitted to the EPA as of Oct. 28, 2008, and identified the facilities that report the larg-
est surrounding vulnerable populations. We gathered this information over many months
through regular visits to federal reading rooms.

“Vulnerability zone” data are presented for each facility listed in Appendices A and B,
These numbers are facility-generated estimates of the residential population within range
of a worst-case toxic gas release. They are not forecasts of casualties. The names of facilities
listed in the appendices appear as they do in RMP reports. For some facilities, additional
information is provided in brackets for identification purposes.

‘The vulnerability zones of some facilities overlap. In determining the total number of
Americans living within range of a worst-case toxic gas release, we did not “double count”
people by simply adding up all vulnerability zone data. Rather, we counted only once the
population of any census block that falls within the vulnerability zone of more than one
facility. That gave us the number of 80 million Americans threatened by the top 101.

The facilities listed in this report are presumed to have up-to-date RMP registrations. The
RMP program requires covered facilities that no longer hold threshold amoeunts of certain
extremely hazardous substances to notify EPA by submitting a “deregistration” Facilities
do not always deregister as required. Yet the number of high-hazard RMP facilities in this
report matches the number in a recent Congressional Research Service analysis of RMP
facilities.® This report excludes facilities that deregistered after the CRS analysis, but
might not include all subsequent new registrations by high-hazard RMP facilities.

To determine how facilities use and transport extremely hazardous substances we con-
sulted company websites, trade association publications, news reports, RMPs, Securities
and Exchange Commission filings, patent inf
sory panels, and other public sources. In some cases we contacted facilities by phone. Ina
few cases we inferred the means of transportation from the nature of the facility,

facility permits, ity advi-
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on possible al ive chemicals and p came primarily from inter-
views. The author interviewed personnel at facilities that operate without large vulner-
ability zones; vendors of less } d hnologies; and individuals with p ional,
workplace, or academic knowledge and interest in safer and more secure technologies The
following reports by public interest organizations helped by d ing safer and more
secure alternatives across diverse industries:

+ “Preventing Toxic Terrorism: How Some Chemical Facilities are Removing Danger to
American Communities,” Center for American Progress, 2006

» “Toxic Trains and the Terrorist Threat: How Water Utilities Can Get Chiorine Gas Off
the Rails and Out of American Communities,” Center for American Progress, 2007

+ “Eliminating Hometown Hazards: Cutting Chemical Risks at Wastewater Treatment
Facilities,” Environmental Defense, 2003

» “Needless Risk: Oil Refineries and Hazard Reduction,” U.S. Public Interest Research
Group Education Fund, 2005

+ “Pulp Fiction: Chemical Hazard Reduction at Pulp and Paper Mills,” U.S. Public Interest
Research Group Education Fund, 2007

« “Unnecessary Dangers: Emergency Chemical Release Hazards at Power Plants,” Working
Group on Community Right-to-Know, 2004
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Appendix D

Dangers of selected extremely hazardous substances

ACRYLONITRILE
Acrylonitrile is a flammable and reactive liquid, clear or slightly yellowish in color, witha
faint odor. It is used to make synthetic fibers and polymers. Acute exposure irritates the

Lnece headach

eyes, nose, throat and lungs. High confu-

sion, nausea, vomiting, and collapse. At the highest exposure levels fluid buildup in the

p levels can cause

lungs { pulmonary edema) may lead to death. Chronic exposure may interfere with the
thyroid gland. Acrylonitrile is a probable human carcinogen.

AMMONIA (ANEYDROUS;
Anhydrous ammonia is a corrosive colorless gas with a strong odor. It is used primarily in
fertilizers, but also in chemical intermediates and refri ion, Acute

P
can irritate the skin; burn the eyes, causing temporary or permanent blindness; and cause
headaches, nausea, and vomiting. High levels can cause fluid in the respiratory system
(pulmonary or laryngeal edema), which may lead to death. Chronic exposure damages the
lungs; repeated exposure can lead to bronchitis with coughing or shortness of breath,

SROMINE

Bromine is a dark, reddish-brown fuming liquid or vapor. It is used in fire retardants,
drilling fluids, dyes, phatographic chemicals, water treatment, fumigants, and pharmaceu-
ticals. Vapors are highly corrosive and toxic. Contact can severely burn the skin and eyes.
Inhaling bromine can irritate and damage the nose, throat, and lungs leading to headache,
coughing, and nosebleed; higher levels can lead to fluid buildup in the lungs (pulmonary
edema) and death.

CARBON DISULFIDE

Carbon disulfide is'a flammable colorless or faintly yellow liquid with a strong, disagree-
able odor. It is used in manufacturing viscose rayon, cellophane, carbon tetrachloride,
and flotation agents. Acute exposure can severely irritate the eyes, skin, and nose, and

dach

can cause h nausea, dizzi uny i and death. Chronic exposure

can damage a developing fetus, and may cause spontaneous abortions in women and
sperm abnormalities in men. Repeat exposures can also damage the nervous system
with symptoms that may include tingling, weakness, and severe mood, personality, and
mental changes that can last for months or years.
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CHLORINE

Chlorine is a greenish-yellow gas with a strong, irritating odor, It is used in making other
hemicals, as a disinf in bleaching, and for purifying water and sewage. Acute

exposure can severely bumn the eyes and skin, causing permanent damage, and may cause

throat irritation, tearing, coughing, nose bleeds, chest pain, fluid buildup in the lungs
(pulmanary edema), and death. Chronic exposure can damage the teeth and irritate the
lungs, causing bronchiti hing, and sh of breath. A single high exposure can
permanently damage the lungs.

STHYLENE OXIDE
Ethylene oxide is a colorless gas that is highly flammable, reactive, and explosive. Itis

used to make anti pol and d and is used for industrial sterilization.
Acute exposure can irritate the eyes, skin, nose, throat, and lungs, and may cause shortness
of breath, headache, nausea, iting, diarrhea, d i k and loss of muscle

control. Higher exposure levels may cause loss of consciousness, fluid in the lungs (pulmo-
nary edema), and death, Chronic exposure to ethylene oxide may cause cancer and birth
defects, as well as damage to the liver, kidneys, and nervous system,

FORMALDEHYDE

Formaldehyde is a flammable, colorless gas with a pungent, suffocating odor, Itisused

in manufacturing plastics and other chemicals, such as adhesive resins in particleboard,
plywood, foam insulation, and other products. Acute exposure irritates and burns the skin,
eyes, nose, mouth, and throat. Higher levels can cause a build-up of fluid in the lungs (pul-
monary edema) or spasm in the windpipe, either of which may be fatal. Chronic exposure

may cause both an asthma-like allergy and bronchitis with symp of coughing and
shortness of breath. Formaldehyde causes cancer of the nasal passages in animals and isa
probable human carcinogen.

FURAN
Furan is a clear, colorless liquid with a pleasant odor. It is used in making chemicals, resins,

i eal seid, 1

andi Vapors are explosive and heavier than air. Acute inhala-
tion exposure can irritate the nose, throat, and lungs, leading to headache, fatigue, depres-

sion, nausea, vomiting, unconsciousness, and respiratory paralysis. Higher exposures may

phar

cause a buildup of fluid in the lungs (pulmonary edema) and death.

HYDROGEN CHLORIE (RYDROCHLORIC ACIDY
Hydrogen chloride is 2 corrosive colorless to slightly yellow gas with a strong odor. Itis
4

used in chemical ing, metal p ing, ofl well ion, and
etching, among other applications. Acute exposure to hydrogen chloride can cause severe
burns of the skin and eyes, leading to permanent damage and blindness. Breathing hydro-
gen chloride vapor irritates the mouth, nose, throat, and Jungs, causing coughing, short-
ness of breath, fluid buildup in the lungs (pulmonary edema), and pessibly death. Chronic

exposure damages the lungs and may erode the teeth,
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HYDROGEN FLUQRIDE (HYDROFLUGRIC ACID)

Hydrogen fluoride is a corrosive colorless fuming liquid or gas with a strong irritating odor.
Ttis used in etching glass and in making other chemicals and refining gasoline. Breathing
the vapor causes extreme respiratory irritation {with cough, fever, chills, and tightness)
that may be fatal. Contact can severely burn the skin and eyes, resulting in permanent eye
damage or blindness. Long-term exposure may damage the liver and kidneys, and causes
fluorosis, with symptoms of weight loss, malaise, anemis, and osteosclerosis.

OLEUM (FUMING SULFURIC ACIDY
Qleum is a solution of sulfur trioxide mixed with sulfuric acid, See description of sulfur
trioxide for health effects.

PHOSGENE
Phosgene is a colorless gas, or a clear to yellow volatile liquid used in making isocyanates,
pesticides, resins, polyurett dyes, and other chemicals. Phosgene is highly

Short-term exposure can irritate and severely burn the skin and eyes, causing permanent
damage. Breathing phosgene can irritate the nose, throat, and lungs; higher levels can
cause fluid to build up in the lungs (pulmonary edema), a medical emergency. Repeated
exposures to even very low levels can cause permanent fung damage (including emphy-
sema, bronchitis).

SULFER DIOXIDE [ANHYDROUS)
Sulfur dioxide is a colorless gas with a sharp pungent odor. It may be shipped and stored

as a compressed liquefied gas. Sulfur dioxide is used in the manufacture of sulfuric acid,

sulfur trioxide, and sulfites; as a bl g agent; in food p ing; and to de-chl
wastewater, among other uses. Acute exposure irritates the eyes and air passages. High
exposures to the skin and eyes can cause severe burns and blindness, and breathing high

levels can lead to permanent lung damage and death.

SUFFUR TRIOXIOE

Sulfur trioxide is a corrosive colotless liquid that fumes in the air, forming sulfuric acid
vapor or mist. Its health effects in the air are essentially those of sulfuric acid mistand
are similar to sulfur dioxide and to oleumn. Sulfur trioxide vapor can severely irritate and
burn the skin, eyes, throat, and lungs. Eye damage can include blindness. Breathing the

vapor can lead to choking, spasm, and pul edema. Exp can cause bronchiti

emphysema, and permanent lung damage.
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Executive Summary

ach year, thousands of tons of highly toxic chlorine gas travel by rail in the United
States to drinking water and wastewater treatment facilities and other industric

These massive railcars traverse some 300,000 miles of freight railways, passing

through abmost all major American cities and towns. A rupture of one of these railcars
could release a dense, lethal plume for miles downwind, potentially killing or injuring
thousands of people.

The Department of Homeland Security and numerous security experts have repeat-
edly warned that terrorists could use industrial chemicals as improvised weapons of

‘ mass destruction—and indecd, terrorists recently attacked and blew up several trucks
carrying chlorine in Iraq. In this respect, railcars of chlorine gas represent a distinct

i national security vulnerability. Yet Congress and the Bush administration have not acted

to climinate unnecessary uses of chlorine gas railears even where andeniably affordable

and practical alternatives exist,

To examine this vulnerability and encourage action, the Center for American Progress
surveyed water utilities that still receive chlorine gas by vall, as well as utilities that since
1999 have eliminated chlorine railcars by switching to a less hazardous disinfectant.
Qur major findings are shown in the box on page 3.

Just 37 drinking water and wastewater treatment facilities still receive chlorine gas by

rail. More than 25 million Americans live in harm’s way near these facilitics,’ while mil-

tions more five in cities and towns along the rail delivery routes.

The good news is this vulnerability can be removed. Since 1999, some 25 water utilities

rand mMore secure water
treatment options, such as liquid bleach or uliraviolet light. These alternative treatment

that formerly received chlorine gas by rail have switched 1o safe

options eliminate the clanger of a catastrophic toxic gas cloud. As a result, more than
26 million Americans who live near these {acilities are safer and more secure,

These conversions also remove the threat to communities along rail delivery routes,
Railroads, by their natare, are wide open and largely insecure, providing casy access
to railcars

-as evidenced by

the graflig that frequently marks them (see photo on

page 15). This makes it practically impossible to provide security commensurate with

the risk presented by railcars of chlorine gas.

The only way 1o truly protect communities is to get unnecessary toxic cargoes ofl” the

; tracks, Converting to safer alternatives for water treatment docs that,
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There continues to be some progress in
this direction, At least six water utilities

that now use chlorine-gas railcars are

in the process of converting operations,
Nonetheless, many others contacted by
this survey have no plans to change.

Cost was a frecuenty cited reason for

not converting. But the survey found such
conversions are affordable even at large
facilities, costing no more than $1.50 per
person served cach year- -or the price of a
hag of potato chips——and often much less,

Put another way, a single day’s expendi-

tures on the war in Iraq could cover con-
struction costs of converting the remaining
US. water utilities off chlorine gas railcars.

Costis not a suflicient justification to con-
tinue to jeopardize American communities

with massive railcars of chlorine gas.

State and local governments may provide
incentives for water utilities to switch

from chlorine gas. But communities along

the rails have little or no local control
over toxic trains that pass by homes,
workplaces, and schools. The plant con-
versions identified in this report are posi-
tive, but without a national strategy, these
communities will be much less secure
than they should be.

Washington, D.C., for example, quickly
converted its sewage treatment plant
from chlorine gas railears to liquid bleach
in the aftermath of the Sept. 11, 2001,
terrorist attacks. But hazardous chemi-
cals, including chiorine gas, are sull being
transported by rail through the District
from the U.S. Capi-
tol building --an intended target on 9711

just a few city block

In response, the city government sought
to reroute toxic trains around the city, The
Bush administration, however, has backed

Www. americanprogress

a lawsuit to block local control, arguing
that local governments lack legal authority
1o protect citizens by rerouting trains.

The story is the same in other cities that
have converted water utilitics from chlo~
rine-gas railcars, such as Cleveland and
Indianapolis, Despite converting, these
cities are still at risk from chlorine-gas
rvatlcars headed to other cities that have
not converted, such as Minneapolis and
Nashvilie.

A comprehensive solution can only come
in

from the federal level. In fact, judg
the ongeing litigation over rerouting in
Washington, D.C., have encouraged the
Bush administration to develop a national
strategy to address the security and safety
dangers involved in the manufacture, use,
and transportation of chlorine gas and
other hazardous chemicals, Unfortunate-
ly, the administration and Congress have
largely ignored this advice.

After years of naction, and under growing
public pressure, lemporary and cosmetic
chemical security legislagon was enacted
in October 2006 requiring the Depart-
ment of Homeland Secarity to promul-
gate chemical-plant security regulations by
Aprit 4, 2007, But the legislation exempts
water utilities, does naot acldress trans-
portation security concerns, and neglects
safer and more secure technologies. Thus,
ameng other shortcomings, DHSs new
regulations will do nothing to address the
risk posed (o tens of millions of Americans

by unnecessary rail shipments of chlorine

gas 1o water utilities.

To address this danger and other chemi-
cal hazards, Congress must create mean-
ingful national incentives. Among other
actions, federal security standards should:
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Require chemical facilities to review
and use available, cost-eflective tech-
nologies that significantly reduce or
eliminate serious emergency chemical
release hazards;

#

Target assistance to help water wtilities
convert from chlorine gas, including
[acilities that discontinued chlorine gas
after Sepr. 11, 20013

=

168

E

Require chemical facilities to account
for transportation risks——including the
possibility of a catastrophic chemical

release -~in developing security assess-

ments and plans.

Taking these actions would remove un-
necessary toxic cargoes from the nation’s
railways and communities, The danger
is immense and the solutions are clear
What we need now is action.

APREIL 2007

chlorine :
10 do-so. Major-survey findings include

Give the Department of Homeland
Secarity fulf authority to safeguard
chemical infrastructure and the public,
with appropriate roles for other gov-

ernmental agencies; and

ars, Bt al

wOnly 24 drinking water and 13 wastewater facilities
still use rail shipments of chlorine gas: Thiése facilities
are found in California, Florida, Kansas, Kentucky: Louisiana;
Michigan, Minhescta, Missouri, Nebraska, South Carolina,
Tennessee, Texas, Utah, and Virginia. These facifities endanger
more than 25 million Americans who live nearby, and millions
more near raifways that deliver the chlorine gas.

At least six drinking water and 19 wastewater facili-
ties have eliminated rail shipments of chlorine gas
since 1999 by switching to a less hazardous disin-
fectant, These facilities are found in Californis, the District
of Columbia, Florida, Georgia, Indiana, Kentucky, Louisiana,
Maryland, Michigan, Minnesota, New fersey, New York, Ohio,
Oregon, Pennsylvania, and Washington. Some 26 million
peaple in nearby communities and millions more along rail
delivery routes are no longer threatened by chiorine gas from
these facilities. Additional water utilities efiminated chlorine
gas rail shipments prior to 1999.°

“evalating altermatives.*

Chiorine yas rail shipments travel lony distances
through populated areas. Some 16 chlorine produc-
tion Sites self chlorine by rail to the merchant market, The
profusion of freight raif lings precludes identifying specific
routes between producers and water utilities. The locations
of producers and chlorine-gas-using water utifities, however,
make clear that rail shipments often cover hundreds or even
thousands of miles.

General cost estimates provided by 20 water
facilities indicate that switching from chlorine gas
to a safer, more secure disinfectant is affordable.
Conversions at these facilities cost no more than $1.50 per
person served each year—or the price of a bag of potato
chips—and often cost much less. A single day’s expenditures
on the war in Iraqg could easily have paid to convert these 20
facilities off chlorine gas.
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Dangerous State of Play

Chemical Railcars Pose
Serlous Hazards

posure to chlorine gas can severely

burn the eyes, skin, and lungs, and can
be fatal. When released from a railcar,
compressed chlorine expands rapidly
cloud.
as

into a ground-hugging poison

A single ruptured ratlcar of chlorine

a dense, lethal phime from
14 miles to 25 miles downwind in worst-
case conditions,” In large urban arcas,
thousands of people could be killed or
seriously injured in these conditions.

The Department of Homeland Security
estimates that a nwjor chlorine vailcar
spill could kill 17,500 people.® A Naval
research lab likewise found that such a
spill could quickly cause 100,000
injuries or deaths under
ing large holiday crowds.”

rious

a seenario involy-

This risk is especially worrisome given the
vulnerability of railears. A RAND Corp.

database of worldwide terrorist incidents

recorded over 250 attacks against rail tar-
gets from 1995 to 20058
have recently ta
ring gas

The grafliti on many railcars attests

their valnerability. A survey of rail work-
ers reported widespread lax security at
rail yards. " Investigative news reports
repeatedly show ea ess to chemical
facilities and rail cargoes." A Pittsburgh

Bibune veporter recenily found so littde
security he could leave his business card
on dozens of railcars and locations.'?

Railcars may travel or sit near schools,
hospitals,

only nominal security, if any. The rail-

homes, and downtowns with

road carrier may simply park the chlorine

169

railear outsice the water utility fence on
i unpredictable schedule, leavin
the facility to retrieve, Rail s
fations are minimal, vet because federal

rules preempt state and Jocal require-
ments, chemical railcars passing through
communities are largely exempt from
local control.

Major chlorine rail spills are infrequent
but can be deadly. Chlorine rail spills
killel eight people in Youngstown, Fla.,
in 1978; 17 people in Montanas, Mexico
in 1981 three people near San Antonio,
Texas in. 2004; and nine people in Gran-
iteville; 8.C., in 2005. Since 1990, the
National Response Center has recorded.
over 160 mostly-minor spill reports
involving railroads and chlorine, or more
than one every six wecks.”

ills reveal the overall valnerability

rstern. But a caleulated te

railcar could have far worse consequences,

potentially poisoning an entire community,

Many federal agencies and others have
warned that térrori

could use chernical
facilities as pie-positioned seapons of
mass déstruction.™ Yet there are almost

no federal chemical security require-

Lnac

ments. Congre
legislation in October 2006 that recuires
the Department of Homeland Security

»d teraporary

to promulgate interim, stopgap chemical
seourity requirements by April 4, 20075

But this new law is seen as an incomplete
measure that will ultimately be replaced
by comprehensive legislation. [t has sig-
nificant shortcomings that leave millions
of Americans vulnerable, In particular,
the new regulations:

APRIL

2007
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=

Exempt drinking water and wastewater

plants anct other types of facilitie

"

Do not require facilities to address the
dangers, security costs, and potential
liabilities of transporting extremely
hazardous materials to or from their
faciliti

and

=

Ignore cost-effective safer technolo-
gies that are the most effective way to
reduce the attractiveness of chemieal
facilities as terrorist targets.

These regulations are too focused on
physical security at facilities and do not
do enough to emphasize supply chain se-
curity, Better fencing, lighting, and access
controls are important, but insufficient—
particularly if the delivery of hazardous
materials to or from a facility travels by
vail through a major urban center.

In 2006, the Transportation Sceurity Ad-
ministration released draft voluntary action
items for securing rail ransportation of
toxic inhalaton materials such as chlorine

Yet the voluntary recommendations

lack enforcement, are vague on key ele-

ments | sin tran-

ich as protecting railca

sit), and are silent on feasible opportunities
to take hazardous cargoes off the rails.

The Bioterrorism Act of 2002 provided
substantial federal funding to drinking
water facilities to conduct vulnerability
assessments, but did not require these fa-
cilities to reduce any hazards or otherwise

improve securi

y. Similarly, there are no
significant federal

urity standards for
wastewater plants.

Homeland Security Presidential Direc-
tive 7 designated the US. Environmental
Protection Agency as the lead agency to
oversee security at drinking water and
wastewalter facilities.” The EPA could

require preventive security at water utili-

Www.americanprogress

ties under the general duty clause of the
Clean Air Act. The Bush administration,
however, blocked a specific proposal
developed by EPA and the then Office
of Homeland Security (now DHS;
th ablish fed
cal security standards.™

authority to ¢

Less Hazardous Alen
Are Avaliable

In 2006 the National Rescarch Council
reported that “the most desirable solu-
tion to preventing chemical releases

is to reduce or eliminate the hazard
where possible,” including by modifying
processes or replacing hazardous ma-
terials with less hazardous substitutes.™
Two years ago, the Center for American
Progress recommended an action plan
for safeguarding hazardous chemical fa-

"

cilities using these techniques,” and one
year ago released survey findings that

documented some 284 facilities across di-

verse industries that had switched o less
acutely hazardous options.”!

The Assoctation of American Railroads

hazardous

supports development of 1

products and technologies as substitutes
for highly hazardous materfals. In con-
gressional testimony, the association ex-
plained that chlorine gas and other “toxic
inhalation hazard,” or TIH, chemicals
comprise just 0.3 percent of all rail ship-
ments, but railroads face potentially ruin-
ous liability from hauling these chemicals
{which they are required to carry}, For
this reason, the raifroads “strongly sup-
port efforts aimed at finding and uwtilizing
“inherently sater technologies” as substi-

tutes for hazardous materials, especially

TIH” that are shipped by rail.#

Roughly two-thirds of farge U8, waste-
water utilities already use a disinfectant
chemical other than chlorine gas, or
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* Atleast
160 large U.S. public drinking water
systems already use liquid bleach.** In last

plan to stop using chlorine g

year’s survey, the Center for American
Progress identified more than 200 drink-
ing water or wastewater facilities that had

eliminated chlorine gas since [999-—a
sample of similar changes at many water
utilities nationwide.® Most of these water
facilities switched to liquid bleach, while
others use ultraviolet light,

Last year's report noted that approxi-
mately 1,700 drinking water plants and
1,150 wastewater faciliies report extremely
hazardous substances, primarily chlorine
gas, under EPA's Risk Management Plan-
ning program, This year’s survey report
focuses an just those water utilities that
recently have received chlorine gas by rail.

Utilities that eliminate chlorine gas may
replace other hazardous chemicals. Some
wastewater facilities remove chlorine
from effluent by using anhydrous sulfur
dioxide, a dangerous toxic gas. These
facilities frequently replace anhydrous
sulfur dioxide with less hazardous sodium

A freight teain derarled on Jan, 6, 2005, in Granjteville, ., vy

171

bisulfite. Similarly, some drinking water
facilities replace anhydrous ammonia, a
toxic gas, with aqueous ammonia, a less
hazardous alternative.

Replaca

Be Mors

Al
afel

Water utilities can buy concentrated
bleach in bulk as sodium hypochlorite,

or generate dilute bleach on-site from

salt and clectricity. Recent high prices for
chlorine make on-site generation increas-
ingly attractive even for larger water
utilities. Several facilities surveyed in this
report are considering or adopting on-site

bleach, while others
adopting uliraviolet light. Both options

are considering or

climinate bulk transportation of ex-
tremely hazardous substances and greatly
reduce overall transportation needs.

I our survey for this report, we found
many utilities that climinated chlorine gas
now buy bulk sodium hypochlerite bleach.
One argument against converting water
utilities to bleach is that it simply shifts the
danger to bleach manufacturing (acilities,

APRIL

pluring a ratlcar of chiarine gas. The feaking gas visible in the pnota above
killed nine people, sent 500 1o the hospital with breathing problems, and caused more than 5,000 to evacuate for several days. {U.S. £PA)Y

2007
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which typically make hypochlarite from
bulk rail shipments of chlorine gas. Pro-
ducers, however, can manudacture hypo-
chiorite using “Just-in-time” technology, in
which chlorine gas is created and prompt-
ty used only in small amounts;.ehiminating
the danger of a catastrophic gas release,

This process is used in Asia, Australia,
furope, and a few VS, locations.™ Fuix
ther industrial-scale production is. tinder

development in the United States.”" Curs

rently, some 94 manufacturers across the
country produce sodium hypochlorite for
trial or houschold products.™
ion to producing hypochlorite

Full conve
would climinate

without bulk chlorine
thousands of rail shipments each year
and take millions of Americans out of
harms way.

Praducing hypochiorite bleach from bulk
chlorine

s currently marginally cheap-
er than using safer and more Secure moth-
ods—but only insofar as companies do

not pay the full costs of security and liabil-

ity in

ance for a potential catastrophic

chlorine rele

ase. Requiring produders that
s to internalize these

costs would immediately make large

use bulk chlorine g;

production using safer and more secure
methods cost-competitive.

Major Survey Findings

¢ 24 drinking water and 13 wastewa-
ter facilities still use rail shipments of chlo-
rine gas. Yet hecause of these few facili-

ties, thousands of tons of deadly chlorine

gas pass through major American cities.
Some 25 million Americans live within

range of a worst-case toxic gas release

* Pop betfore hurricane Katrina,
post-Katrina needs.

ntends 1o convert to fiquid bleach but tacks dedicated funding amid

Www. americanprogress

“around these facilities, and millions more

five along rail delivery routes. Among
these 37 {acilities

El

St. Paul Regional Water Service
“arron, Maplewood, Minn,, 1.3 mil-
Hon people at risk

-

#©

Kansas City, Missouri Water Treat-
ment Plant, 720,000 people at risk

“

Omohundro Water Treatment Plant,
Nashville, Tenn., 973,663 people-at risk

#®

‘ast Bank Wastewater Treatment
Plant, New Orleans, La.,, 726,185 peo-

ple at visk*

®

Central Regional Wastewater System,
Grand Prairie (Dallas), Texas, 3.9 mil-
lion people at risk

For a complete list see Appendix Aon
page 16 and the map on page 11

water facilities have eliminated il ship-

ments of chlorine gas by switching to a less
hazardous disinfectant since 1999, Asa
result, move than 26 million people no
longer live within range of a chlorine gas
release from these facilities, and addition-
al millions are no longer in danger from
rail shipments to these facilities. Among
these 25 facilities are:

= Wyandotte W
Facility, Wyandotte, Mich,, 1.1 million
people no longer at risk

stewater Treatment

% Baldwin Water Treatment Plant,
Cleveland, Ohio, 1.4 million pedple
no longer at risk
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@ Metropolitan Wastewater Treatment
Plant, St. Paul, Minn., 520,000 people
no longer at risk

= Joint Water Pollution Control Plant,
Carson, Califl {Los Angeles County),
210,000 peaple no longer at risk

w White River Water Treatment Plant,
Indianapolis, Ind., 968,579 people no
longer at risk

For a complete list see Appendix B on
page 18 and the map on page 11. Ad-
ditional water utilities eliminated chlorine
gas rail shipments prior to 10997

nal Wa
ng Chiorine

OF the 37 water facilites that still use chlo-
rine railcars, at least four drinking water
and two wastewater plants are currently
converting to a safer, more secure disi
fectant with at k

Sin-

partial construction
planned hy 2008, Completing these con-
versions will cut cherical hazards for five
million people whe live nearby and many
others along freight railways. Facilities with
well-developed plans to convert inchude:

%

Metro Wastewater Reclamation District,
Denver, Colo., 925,000 people at visk

El

City of Richmond Water Purification
Plant, Richmond, Va., 704,630 people
at

#

Carroliton Water Purification Plant, New
Orleans, La., 892,320 people at risk™*

Several other facilities may convert within
a few years, and others are evaluating
alternatives. Two other facilities {in Stack-
ton and San Jose, Califl} occasionally use
liquid bleach as an available backup, but

are evaluating more serviceable Jong-

terra solutions such as ultraviolet light.

** Population before hurricane Katring

173

Chiorine Rallears Travel
Chey Long Distances

Each year, approximately 45,000 ship-
ments of chiorine gas travel by rail in
the United States. These shipments may
travel over more than 300,000 miles
aof freight railways across the countrp®
Rail lines pass through almost all major

American cities and towns,

The 16 chlorine production sites listed

in Appendix C reportedly sell chlovine

by rail to water utiities through the
merchant market. Usually, a distributor
company moves the chlorine gas from the
original manufacturer to the water utility,
Th

distances——hundreds or even thousands

se rail shipments may wavel long

of miles—passing through densely popu-
lated cities and towns, There is no legal
requirement to use the closest supplier or
the safest route.

The large water utilities covered by this
report account for only a small portion
of the chlorine on the rails—but are by

their nature located in or near large ¢

S
or tawns. Procucers also ship to chlovine
pack;
rite bl
destinations include PVC plastics produc-

ing locations and sodium hypochio-

ach production facilities. Additional

s, some paper mills, and chemical manu-
facturers. Roughly two-thirds of chlorine
is never shipped, but rather is used on-site
i chemical manufacturing or is moved by

pipeline to nearhy 2 . For this very
reason, chemical manufacturers may co-

locate to avold shipping chlorine gas™

The profusion of freight rail lines prectudes
identifying specific routes hetween produc-
ers and water utiliies, However, the map

on page 11 illustrates the long distances

that rail shipments must travel between
manufacturers and the few water utilities.
that still receive chlorine gas by rail.

APREL

2007
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Personnel at water facilities that elimi-
nated chlorine gas were gencrally relieved
to be rid of it and considered the change
an achievernent. Reasons and advantages

for switching included; improving safety

and security; meeting discharge require-
ments; reducing liability exposure; cutting
costs of preventive maintenance, train-
ing, emergency planning, and regulatory
compliance; mitigating on-site security
costs associated with chlorine gas; and
previous experience with chlorine leaks.

Most surveyed facilities that have not'cons
verted are evaluating disinfectant options.
These facilities cited as potential ob-
stacles: costs of capital and replacement
chemicals; the large size of the utility and
needed chemical volumes; storage space
and shelf fife of liquid bleach; require-
ments to maintain backup disinfection
capability; and the need for reliable infor-
mation on alternatives.

Some facilities also noted investments in

chlorine-gas security, such as contaitunent
buildings, sensors, and scrubbers, Such
sunk costs may create a disincentive to
further change yet do nothing to protect

incoming rail shipments,

Twenty (acilities provided general nfor-
mation on the construction angd operat-
ing costs of converting off chlorine gas

ars, Switching these facilities to a

nfectant is afford-

safer, more secure dlis
able, costing no more than $1.50 per year
per person served-—the price of a bag of
potato chips—even without accounting
for important cost savings. Many facilities
are spending well less than that amount.

WWwW.americanprogsess

Examples are described in the box on
pages 12-13.

Cost figures varied widely depending on
specific circumstances and the
information available to respondents.

facilities

Some facilities, for example, needed o

upgrade aging infrastructure; others did
not. While many respondents were able
to estimate construction and chemical

costs, most found it difficult to compile
information on aeuded costs from readil

available sources, Som cilities, howev-

er, identified important savings in preven-

tive maintenance, emergency planning,
employee training, regulatory compli-
y, or other factors,

ance, future site securi

Facilities using chlorine gas face new
demands to upgrade physical security to
protect against a possible terrorist attack.
Current practices include at best such
meager physical security measures as
better fences, vehicle gates, lights, era-
ployee identification, and cameras, Some
facilities may also have enclosures and
gas scrubbers that attermpt to contain

an emergency release, Converting from
chlorine gas mitigates these costs while
protection to employ-
ees and surrounding populations.

providing superic

After all, there s Httle reason to believe
that current seeurity practices would be
able to withstand a well-executed attack
by an apmed intruder. Nor does en-

hanced physical security do anything

protect railcars in transit to the facility.

The Government Accountabifity Office is
currently conducting a review of costs as-

sociated with conversion of water uiili
s. This GAO
report is expected in spring 2007,

to less hazardous chemi
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Unnecessary Rail Shipments of Chlorine Gas Endanger Millions

Shown are 37 water utilities that still receive chiorine gas by rail, Distributors ship railcars of chlorine gas from 16 manufacturers to these utilities—frequently over long distances and
through densely populated areas. Also shown are 25 water utilities that since 1999 have eliminated railcar shipments of chlorine gas by converting to safer, more secure alternatives
for water treatment. Millions of peaple along raifroads are no fonger endangered by chlorine gas shipments to these utilities. Of utilities that still receive chiorine gas by rail, at least
six more have firm plans to convert from chiorine gas within two years.
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< staying with chlorine gas of switching!

¢ 0 liguid blee

Actual construction cost $7.8 million, and chemical cost
Increased $85,000 per year. Annual operating costs of

i efergy, and ¢y prepared:

“tess decreased about $65,000; while in-glant seclilty

decreased ari estimated $35,000; The entire metropolitan -
wastewater system seives about 2.4 million people; armisal
conversion costs, including otherwise necessary construc-

" tion, are ahout 20 cents per person served.

The Columbi } 1 W T .
Plant in Portland, Ore., switched from chiorine gas
railcars to liquid bleach in 2005. Construction cost

$4.4 million, and increased chemicat costs are more
than offset by operating savings anticipated from
reduced need for maintenance, electric power, training,
tabor, and emergency planning. The facility serves some
550,000 people, who will benefit from the offset of
operating costs in the long term.

The Akron Water Supply Plant in Kent, Ohio,
switched from chlarine gas raficars to liquid bleach in
2004, Construction cost about $1.1 miltion {or one-
fourth the cost of a new chemical building) and operat-
ing costs increased about $65,000 per year, primarily
1o cover chemicals, The facility, however, avoided over
$1.2 miflion in construction costs by eliminating chlorine
gas. By switching, the facility avoided constructing a
containment building to enclose railcars {$308,000),
instafiing an emergency gas scrubber ($598,000), and
upgrading certain process equipment such as a chlorine
gas evaporator ($369,000). Even without considering
avoided costs, the facility's 280,000 custamers pay only
approximately 50 cents more each year.

WWwWw o americanprogress ¢rg

chedl from chlorine gas to figuis
riction cost $2.4 milion, and chemical costs increased:

- ahout $350,000 per yeaﬁ The entire wastewater system

serves about 1.4 million pecple; without accotiiting for
" any operating savings, annual conversion costs are less

than 40-cents per person sefved.

The Western Lake Superior Sanitary District in
Duluth, Minn., switched fiom chigrine gas to fiquid
bleach in 2006. Construction cost $1.6 million. Operating
costs initially remained about the same, with increased
chemical costs offset by decreased demurrage charges that
resulted from keeping a chiorine railcar on-site. A newly
revised discharge permit will fikely lengthen the disinfec-
tion season and increase chemical costs in the future. The
facifity serves 110,000 people; annuat conversion costs are
thus far about a dollar per person served.

Crescent Hill Water Treatment Plant in Louisville,
Ky., is building an on-site generating facifity for bleach dis-
infectant at an estimated capital cost of roughly $10 mil-
fion. Accounting for depreciation, the facifity estimates

the cost of switching aver from chiorine gas at about
$500,000 annually. The entire water system serves about
850,000 people; estimated annual conversion costs are
about 60 cents per person served,

The City of Richmond Water Purification Plant in
Richmond, Va., is switching from chlorine gas raitcars to
ligquid bleach in early 2007, Construction cost $11 million
for a new building, about one-third directly finked to storage
of liquid bieach, Chemical costs are anticipated to increas
$450,000 per year, The facility serves about 500,000 peop
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ngham and Baldwin d nkihgw:\atera

conversior from chioring gas-to lighid bléach ik iate 2002
and 2005; respactively; Construction cost an esti :
$2:475,000 %ot both plants; and chemical costs increased.
about $208,000 per year. The Cleveland division of water
serves some 15 million people; Without accounting for
any operating savings; annual conversion costs are fess
than 25 cents per perﬁcn served.’

The' Buckma Water Reclamation Facility in
Jacksonville, Fla,, switched from chlorine gas railcars
to ultraviolet fight in 2001. Construction cost $6 mil-
lion, ind! about $1 million for unrelated upgrades.
Electricity costs increased about $150,000 per year over
the previous cost of chlorine gas, but only if not consider-
ing secent dramatic chiorine price increases. The entire
wastewater system serves about 575,000 people; annual
conversion costs are about 80 cents per person served.

The Wyandotte W, Facility in
Wyandotte, Mich., switched from chlorine gas railcars
1o ultraviolet Hight in 2000. Construction cost $8 milfion,
and operating costs increased from about $320,000 to
$350,000 each year. The wastewater system serves about
415,000 people; annual conversion costs are about $1.30
per person served.

The Milt Creek Wastewater Treatment Plant in Cin-
cinnati, Ohio, switched from chlorine gas railears to fig-
uid bleach in 2001. Constructing a temporary conversion
ost tess than $40,000; planned permanent construction
is projected to cost fess thap $3 miliion. Chemical costs
increased about $290,000 per year. The entire metropoli-
1an sewer district serves about 800,000 people; without

‘treatment plants in Cleveland, Obio completed

177
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perperson-served:

Samuel S. Baxter Water Treatment Plant in Philadel:

.- phia, Pa, converted to liquid bleach i 2005, Construc-

tion costs were about $2 million, and chemical costs -
increased ahout $670,000 in 2006: Estimated savings

-~on fabor and emergency planning afe at least $25,000

per.year The entire drinking water system serves about
1.6 mitlion people;anhual conversion costs are less than
50 cents per person served,

The Middlesex County Utilities Authority wastewa-
ter plant in Sayrevilfe, N.J,, switched from chlorine gas
rafkars to liquid bleach in 2001, Construction cost $1.3 mil-
fion, and chemical costs increased from 2002 to 2006 about
$1.5 million, as chlorine prices more than tripled. The waste-
water system serves some 800,000 people. Discounting
two-thirds of increased chemical costs for price change, and
not accounting for any operating savings, annual conversion
costs are stift less than a dollar per person served.

The Back River Wastewater Treatment Facility in
Baltimore, Md., switched from chlorine gas railcars to
fiquid bleach in 2004. Construction cost $2.6 million,

and chemical costs increased from 2003 to 2008 about
$2.4 mitlion, during which time chlorine prices more than
doubled. For this and other reasons the facility is planning
further conversion to generating bleach on-site. The entire
wastewater system serves 1.3 million people. Discounting
one-half of increased chemical costs for price change, and
not accounting for any operating savings, annual conver-
sion costs are still less than a dollar per person served.

13
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Conclusion and Recommendations

oty

ore than five years after 9711 and despite many credible warnings, the
U.S. government has yet to enact policies that seriously reduce unnecessary
chemical hazards, The Center for American Progress surveyed water utilities

sternatic shortcomings in current federal
s that swiftly and

that still use chlorine gas railcars to examine 3
chemical security policies, and to encourage Congress to enact polic

efficiently remove unnecessary chemical hazards.

The survey shows that many large water utilities have converted from chlorine gas

These conversions remove terroris

railcars to safer and more secure alternative
at the facilitdes and on the rails, and make millions of Americans saft

targets
and more secure.

Facility operators are refieved when the gas is gone and often proud of helping to bring
aboul the change.

The roughly three dozen water utilities that still receive chlorine gas railcars can also
convert Lo safer alternatives, but many are not acting. At the same time, recently enact-
ed interim chemical security legislation exempts water utilities, neglects transportation
hazards, and ignores safer technologies. Millions of Americans remain unnecessarily at
risk from a catastrophic chemical release.

To address this threat, Congress, the administration, and industry must make chemical
security an urgent national priority, with the goal of transitioning to safer, more secure
technologies. Specifically:

=

Water utilities that still use railears of chlorine gas or anhydrous sulfur dioxide should

shift o safer and more secure treatment alternatives.

Y

Congress should require chemical facilities to review and vse available, cost-cffee-
tive technologies that significantly reduce or eliminate serious emergency chemical
release hazards.

E

Congress should target grants, loans, and other incentives to help water utilides con-
vert from chlorine

tember 11, 2001, Such assistance should not cover containment buildings and other

gas, including facilities that discontinued chlorine gas after Sep-

physical security measures that are inherently incapable of protecting chlorine gas

rallcars at water wtilities and in wransit.
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The Departuent of Homeland Security
should go back to Congress for full au-
thority to safeguard chemical infrastruc-
ture and the public, with appropriate
roles for other governmental agencies.

Congress should require chemical
facilities to account for transporta-
tion risks— including the possibility of
a catastrophic chemical release~in
developing security alternatives, assess-
ments, and plans,

Congress should requive chemical
facilities to involve appropriate employ-
ces when developing security alterna-
tives, assessoents, and plans.

The Department of Homeland Secu-
rity should develop methodologies to
account for the impact of safer, more
secure technologies on facility security,
including the costs, avoided costs, and
feasibility of alternatives.

179

Manufacturers of lquid bleach should
adopt production methods that do not
require bulk transportation or stor-

age of chlovine gas. Congress should

require these fz

lIlf!ﬂ’S to (‘any 5\](‘
ficient hiability insurance to oo

s

catastrophic chemical release.

These policy recomrendations are
reasonable and obtainable. They would
impose only insignificant burdens on
consumers, while delivering measurable

improvernents in safety and sccurity. In-

decd, many water utilities have already
abandoned chlorine gas at affordable
cost with elfective results. Congress and
the Department of Homeland Security
have the responsibility o compel the
swift conversion of the remaining water
utilities that still receive chlorine gas by
rail. ‘The reasons 1o do so are self-evi-
dent in this report. Gongress and DHS
need only act.

A graffiti-covered rall tanker passes within blocks of the Nationat Mall in Washington, D.C. {im Dougherty/Sierra Club)

APRIL 2007
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Appendix A

WATER UTILITIES USING CHLORINE GAS RAILCARS

(MGDY

Drinking 250 MGD Evaluating alternatives; 1,700,000

Joseph Jensen Filtration Plant Granada Hills CA water plant o active plans to convert
¥ E-Weymouth Water Drinking Evaluating altérnatives;
Treatment Plant Lo verne CA water plant 50 MGP no-attive plans to convert 304873
Los Angeles Agueduct Drinking Have looked at alterna-
Filtration Mant Sylhmar A water plant 500 MGD tives; no change forecast 290,000
Sacramento Regional .- Wastewater : x + No apparent "
Wastéwater Tréatmént Plant Bl Grove A plant.” 16 MGD plans to-convert 18,000
Evaluating alternatives
San Jose/Santa Clara Water Wastewater including ultraviolet
Pollution Control Plant San Jose cA plant 115MGD fight; liquid bleach is 245,000
avaitable backup
Cecasionally using liquid
City of Stockton Tertiaty Wastewater bleach as backup; consid-
Treatment Plant Storkton A plant . BMED ering other alternatives 436,200
including ultraviolet light
Metro Wastewsater Wastewater Switching to fiquid bleach
Redlamation District Denver © plant 160 MGD by end of 2007 925,000
. . Drinkin Switching fo generating
Fiveash Water Treatment Plant. ~ - Fort Lauderdale - L watér lagnt - TONMGD bleach on=site or other 1,526,000
et alternative by about 2008 ™ -
Developing plans to con-
John E, Preston Water . Drinking vert, possibly to on-site
Treatment Plant Higleah Rt water plant 86 MGD bleach; conversion likely 1883169
within a few years
. . : Develofiing plans to con-
Alexander Orr Water oo R Dririking vert, possibly to on-site
Treatmenit Plant Miamt R water plant 175 MGD bleach; conversion likely 1643691
: within a few years
. " . Alternatives under con-
Hilishorough River Water Drinking N o N
Treatment Plant-Tampa, FL Tampa FL water plant B85 MGD s;dgragon, conversion not 508,760
imminent or planned
City of Tampa-Howard f. Wastewater Has studied feasibility; no
Curren AWTP Tampa fi plant’ % MGD spedific plans to convert 1,042,000
Topeka Water Treatment Plant Topeka KS Drinking 22 MGD No plans to convert 173,925
water plant A
g . s - Switching to gerierating:.
'((:r’ee;?rretn?g:::te’ Loisvifie. K WZ;‘E';k’?agm 0 MGD: bieach or-site b-ahout 675,100
ey o 2008-2009:
Carrollton Water Drinking Switching to liquid bleach,
Purification Plant New Orleans A water plant 120MG0 likely in 2007 892320
Planning to convert even-
East Bank Wastewater Wastewater 108 MGD tually; timeline uncertain
Tieatrnent Plant New Orteans LA plant {pre-Katrina) giverrmajor capital needs 26185
post-Katrina
Detroit WWTP-Chiorination/ . Wastewater ,
Dechlorination Facility Detroit Mi plant 700 MGD No plans to convert 2,100,000

* Vulerality zone figures, subsmitted by tacities 10 £PA, indicate resdental populebons within range of o wirstcast towe chemical rlease. These figures are not forecasts of potentiol casuaitios
*+ This figure most bkely sigaificantly understates the faciity's vulnesabilty zone popuiation

16

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000186 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.142



181

www. americanprogress.org APRIL 2007

Appendix A, continued

WATER UTILITIES USING CHLORINE GAS RAILCARS, CONTINUED

St. Paul Regional Water

Drinking
Services-MeCarron Maplewood MN water plant 50 MGD No plans to convert 1,300,000
. . " : Drinking
Fridiey Filter Plamt Minneapolis MN water plant 85 MGD No plans to convert 337,000
Kansas City, Missouri " Drinking
Water Treatment Plant Kansas City MO water plant 115 MGD No plans to convert 720,000
Figrence Watet Treatment Plant Omaha NE Drinking 64 MGD No plans to convert 380,000
. watér plant : g
. Switching to ultraviotet
%‘:,:‘,;‘PC:;’!;‘;"QE:WQ’ DRI hateston sc Westewater 17M6D light, expected comple- 365,213
s tion about summer 2007
Omohundro Water ; - Drinking Evaluating options; no
Treatment Plant “Nashidle ™ water plant: 90 MG finafized plan to convert . 973863
Central Wastewater . Wastewater Evaluating options; no
Treatment Plant Nashville ™ plant 288 MeD finalized plen to convert 965,468
CON. Stevens Water it Drinking - SO
Treatment Plant Corpus Christ] TX water plant BEMGD No plans to convert . 360,000
Drinking Evaluating alternatives;
Elm Fork Water Treatment Plant Carrollton ™ water plant 330 MGD no specific plan to convert 790,000
Drinking i Evaluating alternatives;
Bachmah Water Treatiment Plant Da!tgs T water plant 150‘MGD nospecific plan to convert 2,000,000
N Drinkinig Evaluating alternatives;
Eastside Water Treatment Plant Sunnyvale X water plant 440 MGD o specific plan to convert 1,800,000
NTMWD Regional Water . Drinking ) No plans to'convert;
Treatment Plant Wyle . TX water plant 265 MGD evaluatibg options 131,517
No plans to convert;
Central Wastewater Dallas X Wastewater 120 MGD preliminary cost analysis 930,000
Treatment Plant plant N
of alternatives
Central Regional L Wastewater
Wastewater System Grand Prairie X plant 150 MGD No plarss to ¢onvert 3931882
. " e Under review;
$z:?mger:‘gx; hwnimr Fort Worth ™ W'g{‘e':k”]‘agm 100 MGD investigating on-site 428,447
P generation of bigach
. Brinkin No plans to convert;
East Water Purification Plant Haouston T3 9 225 MGD alternatives evaluation 1,300,000
water plant :
ongoing
Central Valley Water y Wastewater Evaluating options as part
Reclamation Facility Salt Lake City ur plant 56 MGD of facifity upgrade 1,334,000
Drinkin Currently under review;
Hopewell Water Treatment Plant Hopewell VA King 10 MGD no apparent plans to 91,000
water plant
convert
: , . Switching to liquid bleach;
City of Richmond Water . Drinking . .
purification Plant Richmond VA water plant 132 MGD completing conversion 704,630
early 2007
City-of Richmond Wastewater. Richmond VA Wastewater. 0 MGD‘ . Evlihiaﬁ?g a?d teiting 732760
Treativient Plant mon: ) . < phant. alternatives; no dear. g

timeline to convert

* Vuinerabity zave figures, submitted by faciities to EPA, indicate esidenta populations within range of a wiorst-case laxi chemicas reiease These figures are aat forecasts of patentil Craaities
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Appendix B

WATER UTILITIES NO LONGER USING CHLORIME GAS RAILCARS®

Joint Water Pollution Wastewater Switched to

Control Plant Carson A plant 330 MGD tiquid bleach 2004 216,000
Blve Plans estewter Washington - DC. - ORI 106D P 2001 1,700,000
proniayaiuy sdonile FL WO 41MGD et 20 360,000
R. M. Clayton WRC Atlaita - GA W‘*ﬁi‘g’f‘” e el 1,151,993
ol Creck water Indianapalis N WZ:::*;T;( 20 MGD ‘f:r":ﬂfga‘; 2000 763
tite s e ; Indianapolis 1N W‘;fe“r";;’;( 70MsD lm‘;ﬁ:ﬁ 2003 959579
Water Polltion Fortwane N St 50 MGD B 2006 230,000
R N T
Ieffersor Parsh East Harahan LA Wa;“z‘gfm oreatn) Ifx};’gga‘; 2003 790,000
??emiii‘;i?.ﬁif"‘“ Baltimore D 1EEA OMGD e 1,470,000
m:x:fraamy v M plart 45 MGD ulf:;&ﬂ}:fh‘;m 2000 1,100,000
Yetropoliton Westevater bl e R med - e 2005 520,000
I N T
s o T
e ey oo gizsbeth e 65 11GD b 2003 50,000
Voenaue eomers e Mogorrolls vy MOSE 2w it e 20 1100000
Mill Creek WWTP Gncinnari o Ve 130 MGD o 2001 860,000
IR G or IR e St um
Salduin water Cleveland  OH N‘z{;’:k;?fn R 50MGD ,fxf;’:lga‘& 2005 1,400,000
Akron Water Supply Plant Kent oH ng;k;"‘fm 38MGD ,mi‘d‘l"igaﬁ‘ 2004 411356
ooty Tesmergplne Poendon WSS owen e 2 157,500
e Pollon . bilglphia pa ST %0 MGD i 2002 182741
I T R R L S 1 L 1575971
amuel 5 Baxter Water Philadelphis - PA’ Wg;‘e':k;’agm 185 Mad 5;1‘]‘;’;32;& ; 2005 787,271
South Treatment Plant Reton  wa Ve BOMGD hs(:‘l’j‘f;’;:;j} 203 §50,000

» Faciiy converted since 1959 oed fully eliminated
= Vitneratiity zone figures, submitted by fac

18
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Appendix C

PRODUCERS OF CHLORINE GAS SHIPPED BY RAIL TO WATER UTILITIES

Olin Corp. Mcintosh, Alabama Plant Meintosh Chiorine producer 42,750

Occidental Chemical Corporétion, Mobile Plant Mobile AL Chiorine producer 334,000
Qecidentat Chemical Corp., Muscle Shoals Facility Muscle Shoals Al Chlorine producer 115,282
Olin Corporation Augusta, Georgia Plant Augusta GA Chlorine producer 440,000
Occidental Chemical (formerly Vulcan Chemicals) Wichita K3 Chicrine producer 500,831
Occidental Chemicat Corparation Convent Plant Convent . LA Chiorine producer. 250,000
Occidental Chemical {formerly Vulcan Chemicals) Geismar LA Chlorine producer 490,000
Ocqidental Chemical Taft Plant Hahnville LA Chlorine producer - 830,000
Pioneer Americas LLC St. Gabriel A Chiorine producer 408,000
Pioneer Americas LLC ‘ Henderson Ny Chlorine producer * 1,100,000
Olin Corporation-Niagara Fafls, New York Plant Niagara Falls NY Chiorine producer 998,200
Occidental Chemicat Corporation-Niagara Plant Niagara Falls NY Chlorine producer 1,100,000
Olin Chior-Alkali, Charleston Plant Charleston ™ Chlorine producer 258,000
Qccidental Chemical Corporation Ingleside Plant Gregory X Chlorine producer 362,031
Oxy Vinyls, LP-Battleground Chlor-Alkali Plant La Porte X Chlorine producer 2,300,000
PG Industries, Inc., Natrium New Martinsville WY Chlorine producer 97,585

* Vuinerabilty zone figures, submtied by fachues 1o EPA, indicate resicental papulations within 1ange of a worst.case foxic cherical release.
These igutes are noi forecasts of potental Casuities

19

VerDate Nov 24 2008  10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000189 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.145



VerDate Nov 24 2008

APRIL 2007

20

184

www amersicanprogress

Appendix D: Methodology

After the Center for American Progress released survey findings last year that documented
284 facilities in diverse inclustries that have switched to less acutely hazardous chemicals or
processes, we decided o conduct a follow-up survey of water utilities that receive rail ship-
ments of chlorine gas. We undertook this survey for four primary reasons, First, 90-ton
railcars of chlorine gas pose a distinet danger of a major chemical release. Second, large
water utilities are typically located near major cities and thus endanger large numbers of’
people. Third, rail shipments of chlotine gas travel many miles through populated areas,

puiting even more people at risk. And finally, there are clear, readily available alternatives

to chlorine gas, which means this valnerability can he quickly addressed.

This survey shows where progress has been made, drawing attention to successful,

cost

cotive plant conversions, and where we still bave security vulnerabilities, giving

particular attention to rail vulnerabilities, which are too frequently left out of the chemi-

cal-security conversation.,

The survey included drinking water or wastewater facilities that reported railcar
amounts of chlorine gas under EPA's Risk Management Planning, or RMP, program
at some time since the program began in June 1999, Several water utilities that discon-
tinued chlorine gas railcars prior to 1999 were also surveyed, The survey consisted of
telephone interviews and in some cases follow-up email communication.

For water utilities that stll report chlorine gas in railcar amounts, the survey used unstruc-

tured questions about the facility’s timeline and plans, if any, to convert to a safer and

more secure disinfectant, as well as about facility size, population served, and potential

obstacles 10 conversion. For facilities that had already switched or where conversion is un-

the survey also covered conversion costs. In some
ility Websites or EPAs Clean Watershed

ility size and population

ceds Survey ™

This survey report uses publicly available rail maps and population density figures ta
ilustrate transportation concerns in shipping chlorine gas from manufacturing sites
through distributors to water utlities. Chlorine production sites were identified through
industry publications and EPA regulatory analysis documents covering the chlorine
industry™ Given the complexity and variability of suppliers and railways, the survey
report does not link suppliers, distributors, and water utilities over specific rail routes,

org
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Summary population at risk figures used in this report factor in overlapping vuinerabifity zones.
Sumnmary water treatment figures used in this report factor n overlapping sewvice areas.

The survey did nat atiempt to identify facilities that converted from chionine gas raiicars to a less hazardous disinfectant
prior to 1999, but noted several wastewater faclities that had done so-—thie Southwest Wastewater plant in Philadelphea,
Pa, and the Southerly and Westerly plants in Cleveland, Ohio. In addition, the Dalecaria water plant in Washington, B¢
ated chiorine gas radcars in the 19805 and 1s planning long-term conversion to a less hazardous disinfectant. The
survey identified three additional taciities that efiminated rail shipments of chiorine gas since 1999, but that st use smaller
containers wiile planning long-term canversion o a safer and maore secure dissnfectant—the 23rd Avenue wastewater piant
i Phoenix, Ariz., and the Crown water plant and Morgan water plant in Cleveland, Ohio Other water utdities m Wheging,
WV, frie, Pa, and St. Louis, Mo , eliminated chlorine radears since 1993, byt have no current plans o tully convest 10 3 less
narardous dismfectant

Two additional wastewater facilities, in San Jose and Stockton, Calif. occayonally use fess hazardous Higuid bleach as a
backup disinfectant

These dispersion distances are found in RMP~Comp, developed by the Computer Aided Management of Emergency Opera-
nons {CAMEQ) team of the National Oceanic and and the U.S. Envi Protection Agency.
The Chionne institute, Pamphiet 74, “Estimating the Ares Affected by a Chiorine Relgase” (1998) states that a chiorne

gas plume from a raiicar can remain at 14.8 mies "immediately dangerous to ble of health ~ Tius 13 the level from which a
heaithy person must escape within 30 minutes or risk wreversible harm or death

Hormeland Security Council and Department of Homeland Security, National Planning Scenario 8 Chemical Attack~Chlarine,
Tank Explosion (2005},

U'S. Nava! Research Laboratory, Tostimony of Dt jay Boris before the City Council of the District of Columbia, October 6, 2003

U.S. Government Accountabibty Otfice, GAC-05-851, Passenger Rait Security. Tnhanced Federal feadership Neeged 1o
Prigntize and Guide Security Eftorts (September 2009)
“Militants Using Chiemcal Bombs in irag, ” The New York Times, Febroary 21, 2007

tntern.

1al Brotherhood of Teamsters, High Alert, Workers Warn of Securty Gaps on Nation’s Railroads {Fail 2005}

Working Group on Community Right-to-Know, Cherigal Plast Secunty Breaches m the News (February 20074
“Terror on the Tracks,” Fittsburgh Tribune, january 14, 2007,

The National Response Center 5 the federal pont of comtact for reporting o and chemical spilis. NRC does not venfy spif
raports, which may range from very smat to large.

These entities inciude the Department of Homeland Security, Department of justice, G yment A Office, Envi-
ronmentai Protection Agency, Agency for Toxic Substances and Disease Registry, Army Surgeon General, and Naval Research
taboratory, Brookings Institution, Rand Corporation, PACE Intermational Union, Center for Strategic and international Stud-
ies, and numerous investigative News reposts.

Department of Homeland Secusty Appropriations Act, 2007, Section 550

1156 Y Security , Rec Security Action fters for the Rail Transportatian of foxic Inhaiation
Hagard Materials (March 30, 2006)
Homeland Security Presidential Directve/HSPD 7, Crtical Infrastructure identfication, i and Protecton

(December 17, 20031
"Phibp Perry and the Pohtics of Chemical Secunty.” At Levine, Washington Manthly, March 2007

National Research Council, Natonal Academy of Sciences, Terrorism and the Chemucal infrastruciuse. Protect:ng People and
Redg iities (May 2006}

Linda Greer for the Center for American Progress, New Strategies 10 Protect Amenca: Securing Our Natgn's {Chemical Faciities
(April , 2005)
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Paus Orum for the Center for Amerncan Progress, Prevanting Toxic Terrorism. How Seme Chemical Faclities are Removing

Edward R Hamberger, Association of American Railroads, Slaternent before the U S. House of Commities
n Transportation and infrastructure, Subcommities on Radroads (June 13, 7006)

U.S. Government Accountability Office, GAQ-06-390, Securing Facilities; Utilities Have Made tmportant Up-
grades byt Further 1o Key System May be timited by Costs and Other Constramnts (March 2006)

Reported disinfection treatments for public water systems serving more than 100,000 peopie. U.S £nvironmental Protection
{anusry 2007}

Paut Qrum for the Center for Amenican Progress, Preventing Toxic Jerrorism. How Some Chemica! Facittiey gre Removing,
Danger 10 American Commuruties {Aprit 24, 2006}

U.S. producers that can manutacture industrial sodium hypochlonte without busk transportation or storage of chionne gas
inciude Odyssey Manufacturing {Tampa, Fla ), BleachTech (Sevilfe, Ohio), and Kuehne Chemical (Delaware City, Del) A
ieading manufacturer of equipment o produce sodium hypachionte without bulk chiorine gas is Powell Fabrication and
Manufacturing, marketed as UmChior Technology

KIK Custom Progucts, lelter to the Hanorable £d Markey, Member of Congress (July 26, 2006}

Chigrine Institute, Pamphiet 10, North American Chior-Alkair Industry Plants and Production Data Report 2005 (August 2006},

The survey did not attempt to dentify facilities that converted prior 1o 1999, but noted three additionat wastewater facilities
that had done 5. These facities are the Southwest Wastewater piant in Philadelphia, Pa., and the Southerly and Westerly
plants in Cleveland, Ohio. In addition, the Dajecarlia water plant in Washington, D.C. eliminated chiorne gas sailcars in the
19805 and s planning Jong-ters conversion to a less hazardous disinfectant

8:il Johnstone for the Center for Amencan Pragress, New Strategies to Protect America: Terrorism and Mass Transit After
Lenden and Madri (August 10, 2005)

" Akzo Takes Chiorine off the Rails; Relocating Qutput Addresses Transportation Concerns,” ian Young, Chemical Week,
November 22, 2006,

Conversion cost ifermation was not available or incomplete from other faciities covered by the survey.

Envionmental Defense, £l i Hazards (2003).

Paputaton served and Taciaty flow hation from EBA'S Clean Wa! Needs Survey is found at hitp #cfpub epa
govicwns/poputationP ¢fm,

LS. Environmental Protection Agency, Econamic Analysis of Air Poliution 2 Chiorine Industey {August 20003, and
Chiorine institute, Pampnlet, 10, North American ChiorAlkal Industry Plasts and Production Data Report 2005 (August 2006)
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dedicated to promoting a strong, just and free America that ensures opportunity for all.
We believe that Americans are bound together by a common commitment to these
values and we aspire to ensure that our national policies reflect these values. We
work to find progressive and pragmatic solutions to significant domestic and
international problems and develop policy proposals that foster a government that is
“of the people, by the people, and for the people.”

Center for Ameriean Progress
1333 H Street, NW, 10* Floor
“Washington, DC 20005
Tel: 202.682.1611 « Fax: 202.682.1867
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UNITED STEELWORKERS

UNITY AND STRENGTH FOR WORKERS
February 16, 2010

VIA FAX

United States Senate
Washington, D.C. 20510

Dear Senator:

On behalf of the United Steelworkers (USW) 1 would like to express our
strong opposition to the recently introduced Continuing Chemical Facilities
Anti-terrorism Security Act (S. 2996) by Senator Collins. S. 2996 would nullify
all the work that has been done in the House to produce a compromised
comprehensive chemical security bill (H.R. 2868) that provides much stronger
protection than existing law.

Extending the existing and inadequate Chemical Facility Anti-Terrorism
Standard (CFATS) for five additional years would jeopardize the hundreds of
thousands of workers who stand on the frontlines, working skillfully and
diligently to ensure the safety of our nation’s chemical-related facilities.

U.S. chemical plants remain one of the sectors of America’s
infrastructure most vulnerable to terrorist attacks. This is reinforced by the
fact that the Department of Homeland Security (DHS) has identified
approximately 7,000 high-risk U.S. chemical facilities. Since September 11,
sobering warnings were unheeded regarding the vulnerability of U.S. chemical
plants to terrorist attacks. Guns, guards and gates are not enough and only
offer a false sense of security.

Eight years after the September 11th attacks, the House of
Representatives approved the “Chemical Facility Anti-Terrorism Act of 2009.”
{H.R. 2868) on November 6, 2009. This is the first time either house of
Congress has approved permanent and comprehensive chemical security
legislation. The potential for loss of life and economic disruption from an
attack on one of these plants is staggering and the need for Congressional
action to address the preventable hazards these plants pose to millions of
workers, firefighters, police officers, and residents in surrounding communities
is long overdue.

United Steel, Paper and Forestry, Rubber, Manufacturing, Energy, Allied Industrial and Service Workers International Union

Legislative Department, 1150 17th Street, N\W., Washington, D.C. 20036 - 202-778-4384 - 202-293-5308 {Fax)

Wwww.usw.org
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United States Senate
February 16, 2010
Page 2

By working at chemical plants across the country, USW chemical
workers are the primary stakeholders in plant security issues. Further, our
workers’ collective expertise is vital to improving safety and security for
themselves and their communities.

Under H.R. 2868, facilities that handle chemicals would have to take
action to reduce the consequences of a terrorist attack, such as using different
chemicals or changing to safer processes for their operations--so-called
inherently safer technology. Such improvements limit not only the desirability
of sites as terrorist targets but also the consequences of such an attack.
Further, safer technology improvements reduce overall day-to-day risks of an
unintentional incident affecting the plant, its workers, the community, and the
environment.

CFATS and S. 2996 are silent regarding the use of safer and more secure
technologies. Under the current CFATS and the proposed legislation, the
Department of Homeland Security {DHS) is prohibited from requiring any
particular security measure. Not only is DHS prohibited from requiring safer
technologies where they are appropriate, DHS is also prohibited from requiring
a facility to fix a hole in a fence.

H.R. 2868 also would involve plant employees in the development of
security plans and would provide protections for whistleblowers. Employees
and their representatives should be active participants in the area of
vulnerability assessments of the chemical facilities they work in. Who best
knows the inner-trappings of the facility than those who actually do the work?
From areas of emergency response and safety and health, to chemical location
and process knowledge, our members are the first and last line of defense
dealing with issues ranging from everyday plant operations to emergencies.

The existing Chemical Facility Antii-Terrorism Standard (CFATS),
authorized through the end of FY 2010 and $.2996 is inadequate to protect
workers and their communities. H.R. 2868 would improve upon the existing
CFATS by:

e requiring all covered facilities to make plans for the use of
technologies that reduce the potential consequences of an attack;

* authorizing the government to require implementation of such plans,
where technically and economically feasible, at those facilities that
present the greatest release risk;

* mandating employee training and participation in plant security,
including in compliance inspections;
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United States Senate
February 16, 2010
Page 3

+ allowing states to set more protective standards;

¢ allowing workers and communities to enforce protections through
citizen suits against government agencies and by petitioning agencies
for enforcement against individual facilities; and

¢ requiring the government to report on enforcement and compliance so
the public can know the law is being implemented, while avoiding
publication of the vulnerabilities of individual facilities.

We urge you not to co-sponsor or support the introduced Continuing
Chemical Facilities Antiterrorism Security Act (S. 2996) and, instead, to insist
that the Senate adopt much stronger protections similar to those passed by the
House last year in the "Chemical and Water Security Act of 2009" (H.R. 2868).

Sincerely,

Holly R. Hart
Legislative Director

HRH:ctl
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GREENPEACE

702 H Street, NW, Suite 300, Washington, DC 20001
Tel: 202-462-1177 Fax: 202-462-4507
1-800-326-0959 www.greenpeaceusa.org

Before the
Homeland Security and Government Affairs Committee
U.S. Senate
on

“CHEMICAL SECURITY: ASSESSING PROGRESS AND CHARTING A PATH
FORWARD"”

Testimony of:
Rick Hind, Legislative Director
Mae Stevens, Policy Analyst
Greenpeace
HOMELAND SECURITY REGULATIONS (CFATS) ARE WHOLLY INADEQUATE
COMPREHENSIVE LEGISLATION IS ESSENTIAL TO SECURITY

INHERENTLY SAFER TECHNOLGIES
WILL ELIMINATE THE CATASTROPHIC CONSEQUENCES OF AN ATTACK

March 3, 2010
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"There are other ways to reduce risk that need to be part of the
equation. Specifically, by employing safer technologies, we can
reduce the attractiveness of chemical plants as a target.”

--- Senator Barack Obama, March 30, 2006

“It’s time for the big chemical companies to do their part to help protect America.
They should stop manufacturing dangerous chemicals when safer substitutes are
available. And if they won’t do it, Congress should do it for them...”

--- Association of American Railroads, February 27, 2008

CONVENTIONAL SECURITY IS NOT ENQUGH

The September 11th terrorist attacks successfully used our own infrastructure against us
with tragic results. They also demonstrated that tight perimeter security, such as in the
case of the Pentagon, is incapable of preventing such attacks. Should a chemical plant
be targeted, a truck bomb, a small plane, helicopter or a high powered rifle would easily
render the industry’s current reliance on fence-line security totally useless. in fact, U.S.
chemical facilities have been referred to by then Senator Obama on the Senate floor as
“stationary weapons of mass destruction.”

The recent domestic terrorist attack on an Internal Revenue Service (IRS) office building
in Austin is a sobering reminder of the nearly nine years of neglect following the 9/11
attacks. The vulnerability of U.S. chemical plants to terrorism and serious accidents such
as the 1984 disaster in Bhopal, India and in 2008 in Institute, West Virgina have been
widely recognized. The potential magnitude of these risks far surpasses the 9/11
attacks. Once released these chemicals and gases can remain dangerous for up to 14
miles in an urban area (20 miles in a rural area) and put the lives of millions of
Americans at risk. A December 2009 Congressional Research Service analysis of
Environmental Protection Agency (EPA) data identified 91 chemical facilities that each
put 1,000,000 or more Americans at risk.

The nature of these risks meets any definition of a weapon of mass destruction. The
manner in which people would be killed and injured is terrifying. Poison gases such as
chlorine will literally melt the lungs of its victims causing them to drown in their own lung
fluid (pulmonary edema). Survivors could be left with life long disorders.

Foliowing the 9/11 attacks it was reported that 9/11 ringleader, Mohamed Atta, visited a
Tennessee chemical plant asking lots of questions (December 16, 2001 Washington
Post). In the first six months of 2007 at least five successful terrorist attacks in lraq used
relatively small (150 to 250 pound) cylinders of chlorine gas to kill dozens of people. As
a result the Department of Homeland Security (DHS) began briefing local bomb squads
and chemical plants across the country. (April 24, 2007 USA Today) In February and
April of 2007 thefts of 150 pound cylinders of chiorine gas occurred in California
prompting questions by members of this Committee to the DHS about their response to
these thefts, any other thefts and plans to eliminate these vulnerabilities by using
inherently safer technologies.

U.8. chemical facilities were not built or designed to defend against terrorist attacks. And
predicting where an attack will take place is a fool's errand. No one predicted that
Timothy McVeigh would attack the Federal Building in Oklahoma City in 1995, kiliing 168
innocent people.
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On June 25, 2007, duPont Chairman Charles Q. Holliday Jr. told the media that he
worries most about a computer system failure or a security breach at one of the
company's chemical plants around the world. "l feel very comfortable that we've taken all
the reasonable steps, but obviously if someone wants to fly an airplane into a plant, it's
very hard to guard against it," said Holliday.

Stephen Flynn, Senior Fellow in National Security Studies at the Council on Foreign
Relations warned in his 2007 book, The Edge of Disaster, " "...While attacks on the
electric grid, oil and gas facilities, major ports, and the food-supply system have the
potential to create the greatest cascading economic effects, it is chemical facilities near
urban population centers that have the potential to inflict the greatest casualties. Placing
them at the top of the list of priorities is obvious...In most cases, chemical plants that
threaten nearby populations can switch to less dangerous substances. This practice is
known as “inherently safer technology,” or IST...Without a strong mandate from the
federal government, it's unrealistic to think they ever will. Yet voluntary compliance is the
premise of the legisiation Congress passed last fall [2006]; the new rules rest on the
assumption that companies will now suddenly begin taking steps they have so far
refused to contemplate.”

The Result Could be Catastrophic:

--- In July, 2004, the Homeland Security Council estimated that an attack on a single
chiorine facility could kill 17,500 people, severely injure an additional 10,000 and resuit
in 100,000 hospitalizations and 70,000 evacuations.

- in January, 2004, the U.S. Naval Research Laboratory testified before the
Washington, D.C. City Council warning that 100,000 people could be killed or injured in
the first 30 minutes of a catastrophic release of a tank car of chlorine or similar chemical
within blocks of Capitol Hill. They further estimated that people could “die at rate of 100
per second.”

--- In June, 2003 FBI specialist on weapons of mass destruction, Troy Morgan, in a
speech at a chemical industry conference warned, “You've heard about sarin and other
chemical weapons in the news. But it's far easier to attack a rail car full of toxic industrial
chemicals than it is to compromise the security of a military base and obtain these
materials.”

THE CURRENT REGULATIONS ARE FATALLY FLAWED:

The best that can be said for the Department of Homeland Security (DHS) chemical
security regulations, "Chemical Facilities Anti-Terrorism Standards" (CFATS) is that they
represent an official recognition of the widespread vulnerability of U.S. chemical plants to
terrorism. The new DHS rules are based on a 744 word “rider,” Sec. 550 of the
Homeland Security Appropriations Act’ 2007. Sec. 550 authorizes “interim” regulations
that will expire on October 4, 2009. The Obama Administration subsequently asked for
and received a subsequent extension until October 4, 2010 explicitly to allow Congress
to enact comprehensive legislation that will “supersede” Sec. 550's regulations.

The DHS rules finalized on November 20, 2007 fail to provide adequate protection for
the nation and communities living in the shadow of thousands of U.S. chemical plants.
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Specifically, the interim chemical security law and DHS rules (CFATS):

--- Prohibit the DHS from requiring any “particular security measure” including safer
technologies that can reduce or eliminate the magnitude of an attack at virtually any
chemical facility. To satisfy the chemical lobby, this was added to Sec. 550 (a) to prevent
the use of safer technologies as a security measure but it also undermines the
effectiveness of the entire statute by undercutting the DHS to credibly require ANY
“particular security measure.”

--- Fail to ensure priority protection of the 3,400 to 4,391 facilities each of which put
1,000 or more people at risk according to the DHS estimates. The DHS reports that they
now have approximately 6,023 facilities in one of the four risk tiers with 793 in risk tiers 1
and 2. This leave approximately 5,230 in the lower two tiers with risk profiles that likely
put 1,000 or more people at risk. Furthermore, Sec. 550 gives the Secretary of the DHS
full discretion in determining which facilities will be considered to “present high levels of
security risk.” Clearly more guidance is needed in prioritizing high-risk facilities.

--- Fail to protect approximately 2,400 U.S. water treatment plants as well as several
other exempted categories. Approximately 73 water treatment plants each put 100,000
or more people at risk. This exemption, also in Sec. 550 (a), covers public water systems
regulated by the Safe Drinking Water Act and the Federal Water Pollution Control Act. in
June 2007 Secretary Chertoff spoke to water facilities operators warning them that even
though they are exempt under the interim law they are “on the hook because you're
going to have to do this yourselves because the consequences of ignoring risks...will be
quite severe.” Once again this gap needs to be closed with comprehensive legislation.

--- Fail to protect 400 to 800 facilities regulated under the Maritime Transportation
Security Act of 2002 also exempted by Sec. 550 (a).

--- Fail to protect the public’s right-to-know by asserting authority to classify previously
public information as secret, including information used in civil or criminal enforcement
actions. Sec. 550 (c) and resulting new DHS regulations overreach by going beyond
protecting common sense security plans and vuinerabilities into undermining
enforcement and covering up governmental incompetence or corporate liability.

-- Fail to require meaningful involvement of plant employees in developing Security
Vulnerability Assessments and Site Security Plans. The DHS responded to comments
saying “there is nothing in the rule that prohibits chemical facilities from involving
employees in their security efforts.” While we should be thankful for that, such a policy
fails to tap the expertise of a workforce that is formally trained in chemical hazard
protection, accident prevention and emergency response. Employees are the first line of
defense and the eyes, ears and noses of chemical facilities. The failure to formally
involve employees in developing vulnerability assessments and security plans is foolish
from both a security and scarce resource perspective.

--- Fail to include whistleblower protections that would enhance enforcement. The DHS
rules promise to set up an anonymous tip line but ignores the long history of
whistleblowers who have exposed waste, fraud and abuse. In this case they could save
thousands of lives.
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--- Fail to enhance enforcement by allowing citizens to sue to enforce the law, while
allowing companies liberal appeais procedures to challenge DHS orders and decisions.
Sec. 550 (d) prevents anyone but the DHS from suing a plant owner or operator to
enforce any provision of this law. Once again, the law is balanced in favor of protecting
the rights of recalcitrant facilities and/or violators and leaving innocent citizens facing
overriding lethal risks with no legal recourse.

--- Prohibit the public from knowing which facilities are regulated under CFATS, if they
are in compliance. Both DHS and corporate credibility will be in jeopardy if communities
cannot determine if local chemical plant that pose these risks are being made safe or if
they are in violation or is resisting orders by the DHS. Nor will communities even have
the peace of mind of knowing whether a plant has voluntarily converted to safer
technologies and no longer poses a threat to their community.

S. 2996 is a Continuation of the Same Flawed Program:

On February 4" Senator Collins (R-ME) infroduced a bill (S. 2996) that would do nothing
but extend this flawed law for five more years. We strongly oppose this bill and any
further delay in comprehensive chemical security legislation.

Until now, Senator Collins has consistently said, on the Senate floor and in public
statements, that the 2006 law (Section 550 which authorized CFATS) was "NOT" a
comprehensive statute.

For a full copy of Senator Coliins' floor statement, please visit:
hitp:/fthomas.gov/egi-bin/query/D?r102:10: ftemp/~r109SJf200::

For a copy of Senator Collins’ press release, please visit:

hitp://hsgac.senate gov/public/index.cfm?FuseAction=Press MinorityNews&ContentRecord id=d6
21b36-62¢9-4b63-985d-6a4 1bbeb00ed4&Region_id=&lssue id=

She elaborated extensively on this point in her formal February 7, 2007 comments to the
DHS on CFATS in which she criticized the Bush administration for suggesting that they
could extend the temporary law without approval by Congress. Below are few examples
of her comments DHS about the interim nature of CFATS and the intent of Congress to
revisit comprehensive legislation:

“In drafting Section 550, the intent of Congress was clear and unambiguous - this
statutory provision provides the Department strong, interim authority for up to
three years until permanent, comprehensive authority can be enacted.

“Section 550 was a streamline version of chemical security legislation; it was not
the comprehensive authorizing legislation that Congress intended to be the final
authority on this matter.

“This period aiso provides Congress an opportunity to oversee implementation of
the Department’s interim program, to examine what works under the program and
what can be improved, and to revisit the complex issue of chemical facility
security within three years to enact more comprehensive authorizing legisiation
based on the Department’s experiences.
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“The Department does not have broad discretion to regulate beyond the interim
three-year period without a comprehensive authorization from Congress. Any
contrary interpretation of the ‘sunset’ provision is plainly wrong.”

For a full copy of Senator Collins’ formal comments, please visit:
http://www.greenpeace.org/usa/assets/binaries/collins-letter

We agree with Senator Collins 2006 and 2007 statements that CFATS is "NOT"
comprehensive and that the “interim” law was passed to give Congress time to enact
comprehensive legislation. However, merely adopting an extension of the current law,
as Senator Collins suggests with the introduction of S. 2996, without incorporating
lessons learned and new authorities that DHS is requesting, as the House passed bill
(H.R. 2868) does, would in no way be comprehensive or responsible legislation.

The interim law has already been extended for one year until October 4, 2010. it would
be irresponsible to postpone action any longer on permanent, comprehensive legisiation
that would eliminate catastrophic risks and close the gap on thousands of exempted
facilities such as ports and water treatment plants.

SMART SECURITY IS SAFER MANUFACTURING PROCESSES ELIMINATE THE
CONSEQUENCES OF AN ATTACK AND THEY ARE IN WIDESPREAD USE

In February 2008, the CEO of Association of American Railroads said, “It’s time for the
big chemical companies to do their part to help protect America. They should stop
manufacturing dangerous chemicals when safer substitutes are available. And if
they won'’t do it, Congress should do it for them....”

There are commercially available safer alternatives for virtually all of the poison gas or
toxic-by-inhalation (TIH) substances that pose the greatest risks to hundreds of urban
areas. The Center for American Progress (CAP) conducted an analysis of EPA’s Risk
Management Program data and identified 284 facilities that have converted since 1999.
See full report at:
http://www.americanprogress.org/issues/2006/04/b681085_ct2556757.html

Examples of conversions from TIH chemicals and continuing threats include:

--- More than 550 water treatment facilities (including Washington, D.C.) converted to
safer alternatives such as ultraviolet light, eliminating the use of chlorine and sulfur
dioxide gas. At least 73 water treatment plants still threaten more than 100,000 people.

- Ninety-eight petroleum refineries use safer alternatives to hydrogen fluoride (HF).
But 50 refineries still threaten millions of people with the use of HF.

--- At least 36 electric power plants use safer alternatives to anhydrous ammonia gas
such as dry urea. But 166 power plants still use anhydrous ammonia gas each
threatening an average of 21,506 people.

--- The Blue Plains sewage treatment plant (like more than 550 other water treatment
plants all over the US) in Washington, D.C. halted its use of chlorine and switched to
safer chemicals just eight weeks after the 9/11 attacks due to fears of another attack.
The plant had seven rail cars of chlorine on sight following the 9/11 attacks. The
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conversion only cost approximately $0.50 per year for each water customer. In other
words, by using safer technologies we can neutralize and eliminate targeting by
terrorists and prevent catastrophic accidents as well at negligible costs.

--- In November 2009, the Clorox Company announced plans to convert all seven of its
U.S. facilities. This conversion will eliminate Clorox’s bulk use of chlorine gas and risks
o more than 13 million people in nearby communities.

--- In December 2008 Dow Chemical and K2 Pure Solutions announced an agreement in
which K2 Pure would supply Dow’s Pittsburgh, California facility with small quantities of
chlorine gas produced in just-in-time batches by K2 Pure, thus eliminating the risks
associated with bulk on-site storage and transport of chlorine gas.

This CAP analysis shows that 87% of the converted facilities spent less than $1 million
and one third expected to save money, particularly from reduced liability costs and
reduced regulation compliance costs. Clearly these conversion costs pale in comparison
to the cost of disaster response, relocating communities, defending against personal
injury law suits or resolving environmental clean up liability or even conventional security
costs.

While the CAP analysis also proves the feasibility of safer alternatives, CAP estimates
that at this rate of conversion, without any new regulatory requirements, it will take 45
years to eliminate hazards that pose the highest risk to America’s hometowns. A 2008
CAP analysis identified 300 chemical facilities that together put 110 Million Americans at
risk. The DHS needs the authority to prioritize the conversion of the highest risk plants
first.

A 2006 GAO report (GAD-06-150), Homeland Security DHS Is Taking Steps to Enhance
Security at Chemical Facilities, But Additional Authority is Needed, concluded,
"Implementing inherently safer technologies potentially could lessen the consequences
of a terrorist attack by reducing the chemical risks present at facilities, thereby making
facilities less attractive targets.”

A Government Accountability Office report (GAO-05-165) identified chlorine gas and 90-
ton chlorine rail cars as "among the top five terrorist-related wastewater system
vulnerabilities.” Among the top three recommendations: "Replacing gaseous chemicals
used in wastewater treatment with less hazardous alternatives.” In addition, the largest
majority of experts gave replacing these chlorine facilities the highest priority for federal
funding.

The Benefits of Safer Technologies:

The use of safer technologies offers a more competitive and stable business plan with
fewer regulations, potentially zero liability, sustainable profitability, better relationships
with workers and neighboring communities and no threat of a catastrophic attack or
accident. Specifically, the use of safer technologies will likely result in a facility no longer
being subject to DHS's CFATS regulations.

Obviously, chemical facilities located on site at nuclear power plants, water treatment
works, iconic facilities such as Disney World, Camp David, etc. alsc need to be
considered for priority protection. However, using safer technologies as a
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countermeasure at these facilities will lessen the lethality that an attack on them would
pose. Given DHS's finite resources and the late start the nation has in addressing
chemical security it is urgent that we use safer technologies to mitigate the consequence
of an attack. By doing so we eliminate risks, safeguard communities and save scarce
money and resources to protect targets that cannot be so neutralized (airports, U.S.
Capitol, etc.).

COMPREHENSIVE CHEMICAL SECURITY IS NEEDED

On June 21, 2006 then Senator Obama said, "But there is one thing we can all agree on:
any chemical plant security legislation must be comprehensive and rational. It should
balance the need to keep us safe with the need to continue producing chemical products
that are essential to our economy. | believe the IST approach needs to be a part of
rational comprehensive security legislation.”

To truly protect employees and surrounding communities, a comprehensive law should:
1) Use “smart security” to prevent the catastrophic consequences of an attack by
implementing cost-effective safer and more secure chemicals and processes at all of the
highest risk facilities.

2) Include all categories of facilities such as port facilities and water treatment plants.

3) involve plant employees in developing plant security programs, including participation
in workplace inspections, and provide employees with both an appeals and a waiver
procedure to protect against excessive background checks.

4) Allow citizen suits to enforce the law by chemical facilities and government agencies
and require reporting measures that strengthen accountability.

5) Allow states to set more protective security standards.

6) Require collaboration between the DHS, EPA and other agencies to avoid regulatory
redundancy or inconsistency.

To correct the flaws in the interim law and enact comprehensive legislation, we urge you
to support companion legislation in the Senate to legisiation passed in the House of
Representatives on November 6, 2009, the “Chemical and Water Security Act of 2009”
(H.R. 2868). H.R. 2868 is a compromise that builds seamlessly on CFATS. It maintains
the DHS as the lead agency regulating privately owned chemical plants, including port
facilities, and authorizes the EPA as the lead agency regulating publicly owned water
and wastewater treatment facilities and provides funding for publicly owned water
facilities to adopt the most protective security measures.

While H.R. 2888 exempts more than 90 percent of distributors of agricultural fertilizers, it
also provides $3 million each year in compliance assistance grants to the very largest
wholesalers. In addition it makes no changes to the indefinite exemption that the DHS
has given to agricultural "end users.” (e.g. all farms and growers) H.R. 2868 also
requires the DHS to assess the regulatory impacts on small businesses.

In addition H.R. 2868:
--- Requires high risk facilities o "assess” safer chemical processes and conditionally
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requires the highest risk plants that pose a catastrophic gas release scenario
(approximately 107) to use safer chemical processes where feasible and commercially
available and includes a technical appeals process to challenge DHS decisions;

--- Provides up to $100 million in the first year to assist privately owned plants to use
safer and more secure processes, $125 million for drinking water facilities and an
unspecified portion of $200 milion for wastewater facilities to use safer more secure
processes;

--- involves plant employees in the development of security plans and provides
protections for whistleblowers and limits background check abuses;

-— Preserves state’s authority to establish stronger security standards;

-— Bars citizen suits against private facilities but allows suits against DHS to enforce
non-discretionary duties.

Greenpeace believes H.R. 2868 is a valuable piece of compromise legislation, and looks

forward to working with the members of this Committee and their staffs in passing
legislation at least as strong.

Appendices:

A — March 2010 Blue-Green Coalition Letter

B — Clorox Press Release

C - History of Chemical Security Legislation

C ~ Q&A on Section 2111 of H.R. 2868 as passed by the House November 6, 2009
D - Biblio

E ~ December 11, 2009 RMP data update from CRS
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Appendix A:

American Federation of State, County and Municipal Employees (AFSCME)
Communications Workers of America (CWA) - International Brotherhood of Teamsters
international Chemical Workers Union Council/lUFCW - NJ Work Environment Council

Service Employees International Union (SEIU) - United Automobile Aerospace and
Agricuitural implement Workers of America (UAW) - United Steelworkers (USW)
Clean Water Action — Earthjustice — Environment America — Friends of the Earth

Greenpeace — League of Conservation Voters — OMB Watch — Physicians for Social

Responsibility - Sierra Club — U.S. Public Interest Research Group
Alaska Community Action on Toxics ~ Advocates for Environmental Human Rights

Beyond Pesticides — Breast Cancer Fund - Center for Health, Environment and Justice

Center for International Environmental Law - Citizens’ Environmental Coalition — Clean

New York -~ Connecticut Coalition for Environmental Justice — Connecticut Council on
Occupational Safety and Health — Deep South Center for Environmental Justice — Ecology

Center — Empire State Consumer Project - Environmental Health Strategy Center
Environmental Justice Action Group of WNY — Galveston Houston Association for Smog
Prevention and Mothers for Clean Air (GHASP/MfCA) - Global Community Monitor — Green
Education and Legal Fund, inc. — Maine People’s Alliance — MDPIRG - Natural Resources
Council of Maine — Northwest Atlantic Marine Alliance - Oregon Toxics Alliance - Science
and Environmental Health Network — Urban Semilas
Kristen Breitweiser, 9/11 Widow

March 1, 2010
Dear Senator,

On November 6, 2009, the House of Representatives passed the Chemical and Water Security
Act of 2009 (H.R.2868) a comprehensive chemical security bill. The undersigned organizations
supported this legislation and would like to work with you 1o pass even more protective legislation
in the U.S. Senate this year before the interim law expires on October 4, 2010.

Chemical plants and other chemical facilities remain one of the most vulnerable sectors of
America's infrastructure to terrorist attacks. The Department of Homeland Security (DHS) has
identified approximately 6,023 “high-risk” U.S. chemical facilities. in 2004, the Homeland Security
Council planning scenario projected that an attack on a chemical facility would kill 17,500 people
and send an additional 100,000 people to the hospital. A December 2009 Congressional
Research Service review of EPA data shows that 91 chemical facilities each put 1 million or more
people at risk.

The current interim statute enacted as a rider to the 2007 Homeland Security appropriations bill
temporarily authorized the Chemical Facility Anti-Terrorism Standards (CFATS) to give Congress
time to enact comprehensive legislation. As a security program CFATS was only an interim first
step. It fails to protect the millions of Americans at risk by eliminating preventable catastrophic
hazards.

The interim statute:

a. Prohibits the DHS from requiring any specific “security measure” whatsoever.

b.  Fails to develop the commonsense use of safer and more secure chemical
processes that can cost-effectively eliminate catastrophic hazards posed by poison
gas.

c. Explicitty exempts thousands of chemical and port facilities, including approximately
2,400 water treatment facilities and 400-600 port facilities.
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d. Fails to involve knowledgeable employees in the development of vulnerability
assessments and security plans, or protect employees from excessive background
checks.

e. Denies the public the information needed to ensure an effective, accountable
program.

On February 4™ Senator Collins (R-ME) introduced a bill (S. 2996) that would do nothing but
extend this flawed law for five more years. We strongly oppose this bill and any further delay in
comprehensive chemical security legislation. In fact, Senator Collins’ own comments to the DHS
in 2007 were clear. She said, “The Department does not have broad discretion to regulate
beyond the interim three-year period without a comprehensive authorization from Congress. Any
contrary interpretation of the 'sunset’ provision is plainly wrong.”

In their October 1 testimony before the House, both the DHS and the EPA calied for
comprehensive legislation to include water treatment piants and port facilities as well as
conditional requirements 1o use safer available chemical processes where feasible at the highest
risk facilities. ;

To correct the flaws in the interim law and enact comprehensive legisiation, we urge you to
support companion legisiation in the Senate to H.R. 2868. H.R. 2868 is a compromise that builds
seamlessly on CFATS. It maintains the DHS as the lead agency regulating privately owned
chemical plants, including port facilities, and authorizes the EPA as the lead agency regulating
publicly owned water and wastewater treatment facilities and provides funding for publicly owned
water facilities to adopt the most protective security measures.

While H.R. 2868 exempts more than 90 percent of distributors of agricultural fertilizers, it also
provides $3 miltion each year in compliance assistance grants to the very largest wholesalers. In
addition it makes no changes to the indefinite exemption that the DHS has given to agricultural
“end users.” (e.g. all farms and growers) H.R. 2868 also requires the DHS to assess the
regulatory impacts on small businesses.

In addition H.R. 2868:

- Requires high risk facilities to "assess” safer chemical processes and conditionally requires
the highest risk plants (approximately 107) to use safer chemical processes where feasible
and commercially available and includes a technical appeals process to challenge DHS
decisions;

- Provides up to $100 million in the first year to assist privately owned plants to use safer and
more secure processes, $125 million for drinking water facilities and an unspecified portion of
$200 million for wastewater facilities to use safer more secure processes;

- Involves plant employees in the development of security plans and provides protections for
whistleblowers and limits back ground check abuses;

- Preserves state's authority to establish stronger security standards;

- Bars citizen suits against private facilities but allows suits against DHS to enforce non-
discretionary duties.

Passing comprehensive legislation this year is vital to our national security. Since 1999, more
than 500 facilities have used “smart security” to eliminate these risks to more than 40 million
Americans. In a March 2006 floor statement, then Senator Obama said, "by employing safer
technologies, we can reduce the attractiveness of chemical plants as a target...Each one of these
methods reduces the danger that chemical plants pose to our communities and makes them less
appealing targets for terrorists." In November 2009, the Clorox Company announced plans to
convert all seven of its U.S. facilities to eliminate the bulk use of chlorine gas and inherent risks to
nearby communities.
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The Association of American Railroads issued a statement in 2008 saying, “It’s time for the big
chemical companies to do their part to help protect America. They should stop manufacturing
dangerous chemicals when safer substitutes are available. And if they won't do it, Congress
should do it for them...”

To truly protect employees and surrounding communities, a comprehensive law should:

1) Use “smart security” to prevent the catastrophic consequences of an attack by implementing
cost-effective safer and more secure chemicals and processes at all of the highest risk facilities.
2} Include all categories of facilities such as port facilities and water treatment plants.

3) Involve plant employees in developing plant security programs, including participation in
workplace inspections, and provide employees with both an appeais and a waiver procedure to
protect against excessive background checks.

4) Aliow citizen suits to enforce the law by chemical facilities and government agencies and
require reporting measures that strengthen accountability.

5} Allow states to set more protective security standards.

8) Require collaboration between the DHS, EPA and other agencies to avoid regulatory
redundancy or inconsistency.

We look forward to working with you and your staff on this urgently needed legislation.

Sincerely,

John Morawetz Holly Hart Alan Reuther

International Chemical United Steelworkers (USW)  United Automobile

Workers Union Aerospace and Agricultural

Council/lUFCW Brian Turnbaugh Implement Workers of
OMB Watch America (UAW)

Liz Hitchcock

U.S. Public Interest Kristen Welker-Hood Ed Hopkins

Research Group Physicians for Social Sierra Club
Responsibility

Rick Hind

Greenpeace

Pam Miller

Alaska Community Action on Toxics

Nathalie Watker & Monique Harden
Advocates for Environmental Human Rights

Charles Loveless
American Federation of State, County and Municipal Employees (AFSCME)

Jay Feldman
Beyond Pesticides

Jeanne Rizzo, R.N.
Breast Cancer Fund

Lois Gibbs, Executive Director
Center for Health, Environment and Justice
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Daryl Ditz
Center for International Environmental Law

Barbara Warren
Citizens' Environmental Coalition

Kathy Curtis
Clean New York

Lynn Thorp
Clean Water Action

Dave LaGrande
Communications Workers of America {CWA)

Mark A. Mitchell

Connecticut Coalition for Environmental Justice

Mike Fitts

Connecticut Council on Occupational Safety and Health

Dr. Beverly H. Wright
Deep South Center for Environmental Justice

Emily Enderle
Earthjustice

Tracey Easthope
Ecology Center

Judy Braiman
Empire State Consumer Project

Anna Aurilio
Environment America

Michael Belliveau
Environmental Health Strategy Center

Judith M. Anderson
Environmental Justice Action Group of WNY

Erich Pica
Friends of the Earth

Matthew S. Tejada
Galveston Houston Association for Smog Prevention and Mothers for Clean Air
(GHASP/M{CA)

Denny Larson
Global Community Monitor

Mark A. Dunlea
Green Education and Legal Fund, Inc.

LaMont Byrd
international Brotherhood of Teamsters
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Kristen Breitweiser
9/11 Widow

Tiernan Sittenfeld
League of Conservation Voters

Ryan Tipping-Spitz
Maine People’s Alliance

Johanna E. Neuman
MDPIRG

Denny Larsen
National Bucket Brigade Coalition

Matt Prindiville
Natural Resources Council of Maine

Rick Engler

NJ Work Environment Council
Niaz Dorry

Northwest Atiantic Marine Alliance

Dona Hippert
Oregon Toxics Alliance

Ted Schettier
Science and Environmental Health Network

Bill Borwegen
Service Employees International Union (SEIU)

Miguel Luna
Urban Semilias
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Appendix B:

ay News Release
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N

Clorox Announces Plans to Begin Transitioning U.S. Operations to High-Strength Bleach
OAKLAND, Calif., Nov. 2, 2009 — The Clorox Company (NYSE: CLX) today

announced that it plans to modify manufacturing processes in its U.S. bleach

operations. The initiative calls for Clorox to begin transitioning from chiorine to
high-strength bleach as a raw material for making its namesake bleach.

“This decision was driven by our commitment to strengthen our operations and add
another layer of security,” said Chairman and CEO Don Knauss.

Clorox will start with its Fairfield, Calif., plant. The company expects to complete the
transition there within six months, followed by a phased, multiyear transition for six
additional plants.

“This process requires significant expertise, training, and changes in infrastructure and
equipment,” Knauss said. "Our plant-by-plant approach will also enable us fo apply what we
learn along the way, ensure supply availability, minimize business disruptions and help
make sure the transition is undertaken in the most effective manner possible.”

“Clorox leads our industry in safety and security,” Knauss said. "Our bleach plant
employees are experts at handling chlorine, and we're proud of the fact that we've used
it responsibly for our entire 96-year history. Even so, we're pleased to begin
implementing this process change to make our products using high-strength bieach.”

The Clorox Company

The Clorox Company is a leading manufacturer and marketer of consumer products with fiscal
year 2009 revenues of $5.5 billion. Clorox markets some of consumers' most trusted and
recognized brand names, including its namesake bleach and cleaning products, Green
Works® natural cleaners, Armor All® and STP® auto-care products, Fresh Step® and Scoop
Away® cat litter, Kingsford® charcoal, Hidden Valley® and K C Masterpiece® dressings and
sauces, Brita® water-filtration systems, Glad® bags, wraps and containers, and Burt's Bees®
natural personal care products, With approximately 8,300 employees worldwide, the company
manufactures products in more than two dozen countries and markets them in more than 100
countries. Clorox is committed to making a positive difference in the communities where its
employees work and live. Founded in 1980, The Clorox Company Foundation has awarded
cash grants totaling more than $77 million to nonprofit organizations, schools and colleges. In
fiscal 2009 alone, the foundation awarded $3.6 million in cash grants, and Clorox made
product donations valued at $7.8 million. For more information about Clorox, visit
www.TheCloroxCompany.com.

Forward-looking statements

This press release contains forward-looking statements, including statements relating to
compietion and effectiveness of modifying bleach manufacturing processes in U.S.
Bleach operations, ensuring supply availability, minimizing business disruption,
strengthening operations, reducing potential supply chain constraints, complexity and
risks, increasing security, the company's costs, including volatility and increases in raw
materials costs such as high-strength bleach, the financial condition of our suppliers;
risks related to the handiing and/or transportation of hazardous substances, including
but not limited to chiorine; and the ability of the company to successfully manage legal
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and reguiatory matters. These forward-looking statements are subject to risks and
uncertainties that could cause actual results to differ materially from those set forth
herein, including the risks and uncertainties discussed under the caption “Risk Factors”
and elsewhere in Clorox’s Form 10-K or Form 10-Q most recently filed with the
Securities and Exchange Commission. These forward-looking statements speak only as
of the date hereof and investors are cautioned not to place undue reliance on any such
statements. Clorox disclaims any intent or obligation to update these forward-looking
statements.

Media relations

Dan Staublin 510-271-1622, dan.staublin@clorox.com
Kathryn Caulfield 510-271-7209, kathryn.caulfield@clorox.com

Investor relations

Li-Mei Johnson 510-271-3396, li-mei.johnson@clorox.com
Steve Austenfeld 510-271-2270, steve.austenfeld@clorox.com
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Appendix C:

Chronology of Legislation on Chemical Security

1999: Senator Frank Lautenberg (D-NJ) introduces S. 1470, The Chemical Security Act
of 1999. In April 2000 he calls on Senator James Inhofe (R-OK) to hold hearings on the
bill which was never adopted.

October 31, 2001: Senator Jon Corzine (D-NJ) introduces the "Chemical Security Act of
2001" (8. 1602), requiring chemical facilities to use safer available technologies where
available to prevent catastrophic attacks.

May 16, 2002: An internal EPA briefing document entitled "Proposal for Chemical
Security Legislation” says that new legislation is needed because security of industry
cannot be assured under current law.

June 11, 2002: EPA proposes White House roll out of chemical security policy through
new guidance and regulations saying, "EPA is not seeking legislation on chemical
security at this time.” Guidance was to be issued in July 2002 along with an inspection
of 30 high-risk chemical facilities.

July 25, 2002: The Senate EPW Committee unanimously adopts a compromise version
of Senator Jon Corzine's (D-NJ) bill (S. 1602} to require safer technologies or chemicals
where available to prevent catastrophic attacks.

October 23, 2003: The Senate EPW Committee adopts a flawed bill (8. 994) on a close
party-line vote. The bill has no enforceable provision to prevent catastrophic attacks by
requiring safer technologies or chemicals and rubber stamps industry's voluntary
programs and never makes it to the floor.

March 30, 2006: Senators Lautenberg (D-NJ), Obama (D-IL), Kerry (D-MA), Menendez
(NJ), Durbin (D-IL), Biden (D-DE) introduces a broad chemical security bill (S. 2486) that
requires safer technologies when feasible at chemical plants, protects state authority to
adopt stronger protections, gives plant employees meaningful participation in security
programs and ensures a role for the EPA in oversight of facilities.

May 18, 2006 Senators Biden (D-DE), Jeffords (I-VT) and Boxer (D-CA) introduce the
Community Water Treatment Hazards Reduction Act of 2006 (S. 2855) which requires
high risk water facilities to identify safer technologies to eliminate hazards posed by the
use of chlorine gas. The bill also authorizes $125 million a year over five years in grants
to the highest risk facilities for capital costs needed to convert plants to safer
technologies, including ultra-violet light, ozone or bleach.

May 19, 2006: Senator Inhofe, chair of the Environment and Public Works Committee,
schedules a Committee vote for May 23rd on his wastewater security bill (S. 2781). The
bill will squander millions of dollars on outdated security measures instead of funding the
elimination of hazards posed by chlorine gas through the use of safer technologies as
recommended by a 2005 Government Accountability Office report.

June 14-15 2006: Senate Homeland Security and Governmental Affairs Committee
votes out weak chemical security legislation (S. 2145). Senator Voinovich (R-OH)
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proposes 14 weakening amendments. A Voinovich amendment to preempt states is
rejected by a 9 to 7 vote. A Lieberman (D-CT) amendment to add cost-effective safer
technology requirements is rejected 11 to 5.

July 28, 2006: House Homeland Security Committee completes mark up of H.R. 5695.
The Committee embraces a compromise requiring the use of safer technologies at high
priority facilities offered by Representative Markey (D-MA). An amendment by
Representative James Langevin (D-RI) improves the right of state and local
governments to set stronger security standards but falls short of a similar provision in S.
2145.

September 25, 2006: In a rush to show voters they have done “something” the
Conference Committee on DHS Appropriations approved a 740 word unenforceable 3
year chemical security amendment supported by the chemical industry.

October 4, 2006: President Bush signs temporary chemical security statute which will
expire in October 3, 2009.

June 12, 2007: President Bush threatened to veto a Department of Homeland Security
(DHS) spending bill. Among their objections was "strong” opposition to a chemical plant
security provision that would have restored the authority of states to set stronger security
standards at chemical plants than the federal government. The chemical industry began
lobbying for federal preemption to overrule state authority in 2005 when New Jersey
announced stronger chemical security regulations. The bill was vetoed and the
provision was eliminated in the final DHS spending bill.

December 27, 2007: President Bush signs $500 billion omnibus spending that includes
an amendment by Senator Lautenberg (D-NJ) to the DHS funding bill that will aliow
states to set more stringent security standards.

March 6, 2008: House Homeland Security Committee adopts H.R. 5577 which requires
high risk facilities to use safer more secure technologies as long as they are feasible,
cost effective and do not shift risks to other facilities.

June 15, 2009: Representatives Bennie Thompson, (D-MS), Henry Waxman (D-CA),
Sheila Jackson-Lee (D-TX), Ed Markey (D-MA) introduced H.R. 2868 which is even
stronger than H.R. 5577.

June 23, 2009: House Homeland Security Committee rejects the most crippling
amendments but adopts several weakening amendments to H.R. 2868.

October 1, 2009: Homeland Security Department and EPA officials testified before
House Subcommittee on Energy and Environment calling for legislation that conditionally
requires the use of safer chemical processes at the highest risk chemical plants where
feasible and cost-effective.

October 21, 2009: House Energy & Commerce Committee rejects crippling amendments
and adopts a stronger version of H.R. 2868 on chemical plant security and also adopts
H.R. 3258 on drinking water plant security. Both bills conditionally require the use of
safer chemical processes at the highest risk plants where feasible and cost-effective.

November 6, 2008: In a vote of 230 to 193, the House of Representatives passed a
compromise bili, the Chemical and Water Security Act (H.R. 2868), which conditionally
requires the use of safer chemical processes at some of the highest risk facilities where
feasible and cost-effective. The bill also puts the EPA in charge similar regulations over
publicly owned water treatment facilities.
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Appendix D:

Q&A on the Inherently Safer Technology (IST) & Citizen Suits Provisions In "The
Chemical and Water Security Act of 2009” (H.R. 2868)

Does H.R. 2868 require ALL chemical facilities to adopt “methods to reduce the
consequences (MRC) of a terrorist attack” or inherently safer technology (IST)?

No. This requirement is conditional and covers a narrow universe of approximately 107
facilities in the highest-risk tiers (1&2) that pose a risk of catastrophic “release” to
densely populated areas. it will NOT cover facilities in tiers 1&2 that pose a risk only
from chemical “theft.”

The conditions for implementing safer methods and technologies are:

*** They must significantly reduce the risk of death or injury in a terrorist attack
*** They must not shift risks to another location

** They must be technically feasible

** They must not impair the plant’s ability to do business at that location

*** Water treatment systems must also meet state and federal safe drinking water
standards

Can facilities challenge the requirement to impiement safer chemical
technologies?

Yes. All facilities must conduct a feasibility assessment of their ability to utilize safer
chemical technologies. For those facilities subject to conditional requirements to
implement safer technologies in risk tiers 1 & 2 because they pose a catastrophic
“release” risk to nearby communities, they will also submit a feasibility assessment. If the
DHS disagrees with a facility's assessment that they are NOT subject to the
implementation requirements, the facility has 120 days to appeal. In making a ruling on
the appeal, the DHS must consult a wide range of experts and must include those expert
opinions in their ruling.

Will H.R. 2868 burden farms and agricultural facilities?

No. In January of 2008 the Department of Homeland Security (DHS) indefinitely
exempted all “end-users” of regulated chemicals used in agriculture, including family
farms, ranches and other crop, feed or livestock facilities from Chemical Facility Anti-
terrorism Standards (CFATS). ' The new legislation does nothing to change DHS's
regulatory deferral of these facilities. In the agricultural sector, only manufacturers of
agricultural chemicals and large wholesalers remain in CFATS and only 7 of these
facilities are in risk tiers 1 or 2. The rest are in tiers 3 and 4 and are only responsible for
assessing safer chemical processes. In addition, Representatives Ross (D-AR) and
Space (D-OH) added an amendment to H.R. 2868 that requires the DHS to provide
assistance to agricultural chemical wholesalers, including technical assistance grants to
conduct assessments of safer technologies. It also requires the DHS to assess potential
impacts on the agriculture sector for complying with the new statute.

'73 FR 1640 (January 9, 2008).
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Will this reguirement hurt jobs or the economy?

No. Plants that invest in the safety and security of their infrastructure invest in American
communities, reduce or eliminate their liability and regulatory costs, and improve
workplace safety and long term job security. Major trade unions, such as the United
Steelworkers, United Auto Workers, international Chemical Workers/UFCW,
International Association of Fire Fighters, Teamsters, SEIU, AFSCME and
Communication Workers of America support H.R. 2868.

Does H.R. 2868 allow citizens to sue private parties to enforce the law?

No. The compromise bill eliminates citizen enforcement suits against private parties.
Only suits against government agencies except the Department of Defense are
permitted. The bill does, however, allow for a citizen petition process that can trigger a
government investigation into potential violations by a chemical facility.

Are water treatment facilities treated differently?

Yes. The EPA, not DHS, will have the lead authority in regulating drinking water AND
waste facilities. Drinking water systems that serve more than 3,300 people are covered,
smaller systems are exempt. Waste water systems serving approximately 25,000 or
more people are covered. The States have the lead authority to require the use of safer
chemical processes. Smaller water systems will also be eligible for technical assistance
to conduct assessments of safer technologies. The highest risk systems will be eligible
for assistance to implement safer technologies based on risk and need. The bill makes
available $125 million a year for three years to assist implementation of safer
technologies for drinking water systems and $200 million a year for waste water
systems.

Can facilities save money by using safer and more secure chemical processes?

Yes, in some cases, and in other cases costs are manageable. Surveys by the Center

for American Progress identified 284 facilities that switched to safer methods since 1999.

They found that 87 percent spent less than $1 million, and one half reported spending
less than $100,000 on the conversion. Additionally, 34% of facilities expected “cost
savings or improved profitability.” Twenty large city water utilities adopted safer and
more secure options at a maximum cost of $1.50 per customer per year — less than a
bag of potato chips — and often much less. Washington, D.C. converted its sewage
treatment plant within 90 days after the 9/11 attacks for less than $0.50 per water
customer per year. H.R. 2868 provides up to $225 million and H.R. 3258 provides up to
$375 million for assistance in implementing safer chemical processes over a three-year
period.

Will requiring the use of safer chemical processes shift risks locally or nationally?

No. H.R. 2868 specifically prohibits requirements that shift these risks to other facilities
in the U.S. or to facilities outside of the United States and prohibits EPA or states from
requiring facilities to adopt changes that shift chemicals to interim storage off-site.
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Does H.R. 2868 mandate the use of specific technologies or can facilities choose
which safer and more secure technologies to use?

Each high-risk facility is free to choose the most appropriate “feasible” and cost-effective
technology or process identified in the facility’'s own assessment.

Should government require safer design and technologies to be used in the
private sector?

Yes. The Federal Aviation Administration (FAA) has required airplane security and
safety standards for decades. The feasibility and cost-effectiveness are balanced
against security and safety needs. After 9/11 all commercial airliners were required to
harden cockpit doors and X-ray machines for airline baggage were installed at hundreds
of airports.

Are safer design requirements appropriate for security legislation?

Yes. In 2006 the GAO (GAO-06-150), concluded that “Implementing inherently safer
technologies potentially could lessen the consequences of a terrorist attack by reducing
the chemical risks present at facilities, thereby making facilities less attractive targets.”
And a June 2006 National Academy of Sciences study endorsed safer technologies as
“the most desirable solution to preventing chemical releases” from a terrorist attack.

In a February 27, 2008 statement the Association of American Railroads said, “It's time
for the big chemical companies to do their part to help protect America. They should stop
manufacturing dangerous chemicals when safer substitutes are available. And if they
won't do it, Congress should do it for them in the Chemical Facility Anti-Terrorism Act
20087

Can different types of chemical facilities use safer methods to reduce the
consequences of risks at more than 6,000 requlated facilities?

Yes. Many types of facilities are among the 284 facilities that have already converted
since 1999. Most facilities (89%) are “users” of chemicals rather than chemical makers.
These plants can often switch to safer methods even faster than chemical makers.

Types of facilities that are already using safer and more secure technologies include
bleach manufacturers, water utilities, petroleum refineries, paper mills, power plants, and
diverse manufacturers of products that include soaps and detergents, fuel additives, and
polyurethane foam.

Four substances account for 55 percent of the processes that pose a catastrophic risk to
communities according to the EPA. These substances are chiorine, ammonia, hydrogen
fluoride and sulfur dioxide. They are also among the hazards eliminated at 284 plants
that have converted since 1999.
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Appendix E:
Bibliography and Quotations

Amnesty International:

Clouds of Injustice: Bhopal Disaster 20 Years On

November 29, 2004

http://www. amnesty.org/fen/library/asset/ASA20/015/2004/en/dom-
ASA200152004en.html

"Ensuring public participation and transparency in decisions relating to the location,
operational safety and waste disposal of industries using hazardous materials and
technology is an essential step to heighten risk awareness and responsible behavior as
well as to ensure better preparedness to prevent and deal with disasters like Bhopal."
p.6

In the Bhopal disaster "At least half a million people had been exposed to the toxic
fumes."
p.10

Argonne National Laboratory

A National Risk Assessment for Selected Hazardous Materials Transportation
December 2000
hitp://projects.battelle.org/trbhazmat/Presentations/TRB2001-002217 .doc

“...Releases of toxic chemicals can kill and injure people located relatively far from the
accident...As a result, failure to identify and evaluate opportunities to reduce the risks
from these types of relatively rare accidents could ultimately lead to thousands of
fatalities, injuries, and evacuations.”

Association of American Railroads
February 27, 2008

“It's time for the big chemical companies to do their part to help protect America. They
should stop manufacturing dangerous chemicals when safer substitutes are available.
And if they won't do it, Congress should do it for them in the Chemical Facility Anti-
Terrorism Act of 2008.”

The Brookings Institute:

Protecting the American Homeland; A Preliminary Analysis
2003

hitp:/lwww brookings_edu/press/Books/2003/protectingtheamericanhomelandongyearon.

aspx
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Brookings estimate that a “successful attack on [a]... chemical plant [could result in]
10,000 fatalities.” This estimate is modest.
p.6

“Prevention must be the highest priority (since it stops all attacks, large and small).”
p.8

“In most cases, government intervention should take the form of mandates on the private
sector rather than through direct subsidies or tax incentives.”
p.10

“...Preventive measures are likely to be particularly effective because they tend to
reduce overall levels of risk, rather than just shifting it from one target to another.”
p.35-6

"Shipping by rail poses certain concerns... Chlorine, for example, a toxic chemical that
can enhance the combustion of other substances, is often stored and shipped in 90-ton
rail tank cars. A release of 90 tons of chiorine could affect populations up to 14 miles
away”

p.46

“Security at many chemical facilities has not been sufficient, as demonstrated even
before September 11 by environmentalists from Greenpeace.”
p.47

Center for American Progress:

Chemical Security 101
November 2008
http://www.americanprogress.org/issues/2008/11/chemical security.htm|

“The only certain way to protect our communities is to remove the possibility of a toxic
gas release by converting facilities to safer, more secure alternative technologies. This
report identifies opportunities for conversions at the 101 most dangerous facilities, each
of which threaten roughly 1 million people or more in surrounding areas. The chemicals
most often posing the greatest danger at the top 101 facilities are chlorine—almost
always in railcars—followed by hydrofluoric acid and sulfur chemicals.

p.1

“One insurance study found that a major chiorine rail spill in an urban area could cause
10,200 fatalities and over $7 billion in damages.”
p.6

Toxic Trains and the Terrorist Threat
Aprit 2, 2007
hitp://www.americanprogress.org/issues/2007/04/chemical_security report.htmi
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"Cost was a frequently cited reason for not converting. But the survey found such
conversions are affordable even at large facilities, costing no more than $1.50 per
person served each year--or the price of a bag of potato chips."

p.2

"Put another way, a single day's expenditures on the war in Iraq could cover construction
costs of converting the remaining U.S. water utilities off chlorine gas railcars.”
p.2

“A comprehensive solution can only come from the federal level. In fact, judges in the
ongoing litigation over rerouting in Washington, D.C., have encouraged the Bush
administration to develop a national strategy to address the security and safety dangers
involved in the manufacture, use, and transportation of chlorine gas and other hazardous
chemicals.”

p.2

“A RAND Corp. database of worldwide terrorist incidents recorded over 250 attacks
against rail targets from 1995 to 2005. Insurgents in Irag have recently targeted trucks
carrying chlorine gas with several deliberate attacks.”

p.5

"Some facilities, however, identified important savings in preventative maintenance,
emergency planning, employee fraining, regulatory compliance, future site security, and
other factors.

p.10

"After all, there is little reason to believe that current security practices would be able to
withstand a well-executed attack by an armed intruder. Nor does enhanced physical
security do anything to protect railcars in transit o the facility.”

p.10

"...Recently enacted interim chemical security legislation exempts water utilities, neglects
transportation hazards, and ignores safer technologies. Millions of Americans remain
unnecessarily at risk from a catastrophic chemical release.”

p.14

"To address this threat, Congress, the administration, and industry must make chemical
security an urgent national priority, with the goal of transitioning to safer, more secure
technologies."

p.14

Preventing Toxic Terrorism: How Some Chemical Facilities are Removing Danger
to American Communities

April 2006 .

hitp:/fwww.crtk orgflibrary files/ChemicalSurvey.pdf

Of the 238 chemical facilities that have already transitioned to safer chemicals or
technologies, "of respondents that provided cost estimates, roughly half reported
spending less than $100,000 to switch to safer alternatives and few spend over $1
million."

p.3
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"Facilities cut a variety of costs and regulatory burdens by switching to less hazardous
chemicals or processes. These facilities need fewer physical security and safety
measures and can better focus on producing valuable products and services”

p.3

"Unfortunately, more than four years after the 9/11 terrorist attacks, the White House and
Congress have failed to act. Currently, no federal law or regulation requires hazardous
chemical facilities to review or use readily available alternatives. "

p.4 :

"Many chemical facilities have already taken this step thereby protecting millions of
Americans. Millions more could be taken out of harm's way within a concerted national
effort to convert other high-risk facilities to safer chemicals and processes."

p.4

"Numerous federal agencies and other observers have warned that terrorists could turn
hazardous chemical facilities into improvised weapons of mass destruction. These
agencies include the Department of Homeland Security, Department of Justice,
Government Accountability Office, Environmental Protection Agency, Agency for Toxic
Substances and Disease Registry, Army Surgeon General, and Naval Research
Laboratory, among others.”

p.6

"Some 284 respondents in 47 states reported they had switched to less acutely
hazardous chemicals or processes or moved to safer locations. As a resuit, more than
38 million Americans no longer live under the threat of a harmful foxic gas release from
these facilities.”

p.7

"...Approximately 1,150 wastewater facilities and 1,700 drinking water plants remain in
the RMP program for extremely hazardous chemicals, primarily chlorine gas.”
p.10

"Ultraviolet light and other options such as ozone are more effective than chlorine
against certain biological agents such as anthrax that could contaminate drinking water."
p.11

"Some 18 manufacturing facilities reported process changes that reduced the danger of
an off-site gas release...These manufactures represent diverse industries and made an
array of changes... Notably, the majority of these facilities reported neutral costs or
anticipated cost savings from their changes."

p.12

"A catastrophic chemical release at just one of the nation's most dangerous facilities
could kill, injure or sicken tens of thousands. Adopting less acutely hazardous chemicals
or processes is the only certain way to protect the public from a toxic gas cloud.”

p.20
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"Many facilities achieved significant safety and security improvements... Nonetheless,
many other facilities that could make similar improvements remain potential terrorist
targets. Accordingly, the chemical industry and government should make conversion of
high-hazard facilities to safer available technologies a national strategic priority."

p.20

Charles River Associates

“Assessment of the Economic Benefits of Chlor-Alkali Chemicals to the United
States and Canadian Economies”

April 1993

http://yosemite.epa.qov/iee/epalib/eelib nsf/73bc8d7fb6d3644385256a290076d 16156978
f7fc30046d3852566b70051917!OpenDocument

“...Any situation where chlorine-dependent processes or chiorine-containing compounds
create unacceptable health and environmental risks should be corrected.”

p.1

“At some cost, alternatives exist for all uses of chiorine and chlorine-derived
compounds.”
p.5

Chemical and Engineering News

“Simply Safer,” by Jeff Johnson
February 3, 2003
http://pubs.acs.org/cen/government/8105/8105govt.html

“Coined ‘inherently safer design’ by British chemical engineer Trevor Kletz in the late
1970s, the concept seems simple: it is better to design processes that eliminate
chemical plant hazards at the beginning than to engineer ‘add-on’ technologies later to
try to control them.”

p.1/9

*Kletz, who is retired after 38 years with ICl [imperial Chemical Industries], puts it like
this, 'The very best way to prevent an explosion is to simply replace the material that
explodes with one that does not or at least keep the stock down so low that it hardly
matters if it all leaks out.™

p.1/9

The concept was seized upon during the terrorism debate as a hazard reduction solution
with safety benefits...”
p.1/9

“In the end, the result [of ISTs] could be a new world of smaller and highly efficient
chemical plants.”
p. 4/9
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“[Trevor] Kletz, [Dennis C.] Hendershot, and others with long time chemical industry
experience say industry, academia, and government should do much more to encourage
the spread of what may ultimately be the safest, cheapest way to make chemicals.”

p. 4-5/9

“In many companies, the gut reaction to an accident is to reroute procedures,’ he [Kletz]
says. ‘They are starting at the wrong end of the hierarchy.”
p. 9/9

“There are far, far more opportunities for inherently safer designs than we are making
use of today,” Kletz adds.”
p. 9/9

The Chlorine Institute:
Estimating the Area Affected by a Chlorine Release—Pamphlet 74

February 2006
hitp://www._chlgrineinstitute org/Bookstore/ProductDetail.cim?itemNumber=2303

"90-Ton Rail Tank Car

Total mass release = 180,000 pounds

10 minute release

300 pounds/second steady rate release

Release occurs on concrete surface

Maximum downwind distance to 3ppm = 41.5 miles

Maximum crosswind distance to 3ppm = 2.3 miles

Maximum downwind distance to 20ppm = 14.8 miles

Maximum crosswind distance to 20ppm =1.9 miles" “Even a 150 Ib cylinder could be
catastrophic for over 1.5 miles.”

p.20

“Even a 150 Ib cylinder could be catastrophic for over 1.5 miles”
p.20

Recommended Practices for Handling Chiorine Tank Cars—Pamphlet 66
December 4, 2007
hitp://www.chlorineinstitute org/Bookstore/ProductDetail.cfm?itemNumber=2247

"Tank cars for chlorine use are permitted by regulation to have a maximum capacity of
90 tons (81648 kg) of chiorine. Chiorine tank cars have 55, 85 or 90 ton capacities.
Tanks may not be loaded with chlorine in excess of the load limit stenciled on the side of
the car."

p.8

"The weight of chlorine must not exceed 90 tons... Gross rait load must not exceed
263,000 pounds.”
p.21
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Congressional Budget Office:

Homeland Security and the Private Sector
December 2004
hitps://www.cbo.gov/doc.cfm?index=6042

"The security of the chemical industry--which includes oil and gas production,
processing, and fransportation--was a concern before September 11, but after that date,
the increased national threat... amplified the expected losses...that many people already
deemed vulnerable...."

p.21

"...September 11 indicated that the scope of potential attacks is now larger.”
p.21

"EPA reported in 2000 that nearly 15,000 facilities were handling at least one hazardous
substance in a quantity greater than threshold limits..., a subset of a much larger number
of businesses handling a 'significant’ quantity.”

p.22

"Much of the overall government effort for chemical safety occurs at the state and local
level and is oriented toward emergency preparedness. The federal effort (as of Dec.
2004) includes worker-safety, environmental, and information programs that are
intended to support local activities.”

p.27

The CBO recommends: "Better informing the public on where dangerous chemicals are,
either by regulation or through public/private partnerships to disseminate information.”
p.27

Congressional Research Service

Chemical Facility Security
August 2, 2006
hitp://www fas.org/sap/crs/homesec/RL31530.pdf

“Facilities handling large amounts of potentially hazardous chemicals (i.e., chemical
facilities) might be of interest to terrorists... [and] the risks may be increasing—with
potentially severe consequences for human health and the environment. Available
evidence indicates that many chemical facilities may lack adequate safeguards.”
Summary Page (first page)

“Congress might enact legislation to reduce risks, either by ‘hardening’ defenses against
terrorists... or by requiring industries to consider use of safer chemicals, procedures, or
processes.”

Summary Page (first page)
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Council on Foreign Relations

America the Vulnerable: How Our Government is Failing to Protect Us from
Terrorism

Stephen Flynn, Senior Feliow in National Security Studies

2004

http:/fwww foreignaffairs.orq/20020101faessay6557/stephen-e-flynn/america-the-
vulnerable htmi

“Congress should reconsider Senator Corzine's proposed provision to end the use of
some especially deadly chemicals at plants near high population areas.”
p.121

CRO Corporate Responsibility Office

“Complex Chemistry”

by Abby Schultz

June/July 2007

hitp:/fwww thecro.com/node/510

"Heather Langsner, Director of Research at Innovest Strategic Value Advisors... says
Dow is right to develop green chemistries, which she notes Dow’s competitors have
been doing. However, Langsner is concerned with Dow’s reliance on chiorine based
products, such as polyvinyl chioride (PVC).”

p.20

“Observers of the company question whether Dow will ever overcome its legacy as a
maker of Dursban and Agent Orange, as well as the legacy it inherited when it bought
Union Carbide Corp. in 2001 On Dec. 3, 1984 a leak of methyl isocyanate (MIC) from
an agricultural pesticide plant in Bhopal, India—a company in which Union Carbide held
just more than half the stock—killed several thousand people. [t is estimated that
another 15,000 to 20,000 more people have died of complications since then, and the
region is still contaminated 23 years later.”

p.18

Dupont Chairman Charles Holliday

Security tops DuPont chief's concerns
News Journal Washington Bureau

By Nicole Gaudiano

June 26, 2007 and July 25, 2007
http://seclists.org/isn/2007/Jun/0120.htm!

In a presentation on industry risks, Mr. Holliday toid the National Press Club: "l feel very
comfortable that we've taken all the reasonable steps, but obviously if someone wants to
fly an airplane into a plant, it's very hard to guard against it.”
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Falkenrath, Richard, Deputy Homeland Security Adviser to President Bush

Statement before US Senate Committee on Homeland Security and Governmental
Affairs,

January 26, 2005

http://www brogokings.edu/testimony/2005/0128defense falkenrath.aspx

"Of all the various remaining civilian vulnerabilities in America today, one stands alone
as uniquely deadly, pervasive and susceptible to terrorist attack: toxic- inhalation-hazard
industrial chemicals.”

Federal Register
December 28, 2006

Proposed Rules

“The key difference is that they may involve effects that are more severe than expected
with accidental risk.”
Vol. 71, No. 249, p.78317

The Gardian

“Chemical Infrastructure Security: Good News and Bad News”
By P. J. Crowley

2006

hitp://www.infragardconferences com/theqardian/Chemicaclinfra.him!

“But the security dilemma is that... facilities that manufacture or use the most hazardous
chemicals... are not moving fast enough to adopt safer alternatives that have been
proven to be effective and economical.”

p.4

“Entities that use specific chemicals should be required to study inherently safer
technology or other alternatives. This analysis should be conducted annually and made
available to the public and investors through annual reports or corporate filings with the
Securities and Exchange Commission.”

p.8

International Joint Commission:

Seventh Biennial Report
February 7, 1997
hitp://www lic.org/php/publications/htmi/7bre. html
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"Recommendations:

....7) the Parties, in consultation with industry and other affected interests, develop
timetables to sunset the use of chlorine and chlorine-containing compounds as industrial
feedstocks and that the means of reducing or eliminating other uses be examined."

p.54

Sixth Biennial Report
February 10, 1997
hitp://Amwww.iic.org/php/publications/htmi/Gbre.html

“...In many cases, alternative production processes do exist... We know that when
chlorine is used as a feedstock in a manufacturing process, one cannot necessarily
predict or control which chiorinated organics will result, and in what quantity.
Accordingly, the Commission concludes that the use of chlorine and its compounds
should be avoided in the manufacturing process. We recognize that socio-economic
and other consequences of banning the use of chiorine--and subsequent use of
alternative chemicals or processes--must be considered in determining the timetable.”
p.29

"The Commission also recognizes that certain other uses of chlorine are of special
concern because of the overwhelming public health benefits from their use. Disinfection
of drinking water and sewage (as well as production of certain pharmaceuticals) are
uses for which public health has been protected and for which, it is claimed, there are
limited or no alternatives. Yet, there is evidence that chlorinated organics are created in
water treatment processes and that, in other parts of the world, alternative processes
have long been in use. Again, the issue seems to be cost rather than technology."
p.29-30

K2 Pure Solutions
2007-2009
http://www . k2pure.com/

“Utilizing our new, Inherently Safe Technology (IST), K2 Pure produces exceptionally
pure, high-quality bleach with nothing but water, inert salt and electricity in a vertically
integrated process that eliminates the need to transport chiorine.”

Ketchum/Clorox
“Crisis Management Plan for the Clorox Company”

1991
http:/iwww.sourcewatch.org/index.php?titie=Clorox

“Defining a ‘crisis’ is less important than knowing one when you see one.”
p.33
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National Research Council:

Terrorism and the Chemical Infrastructure; Protecting People and Reducing
Vulnerabilities

2006

http://www.nap.edu/catalog.php?record id=11597

“According to a 2004 U.S. Fire Administration survey, fewer than 16 percent of fire
departments in this country have hazmat units.”
p.53

National Journal

“Security Leak”
August 2, 2003
by Margaret Kriz

“'"These chemical plants have a vulnerability which has a catastrophic characteristic. ..
that could approximate the World Trade Center,” Rand Beers, a White House counter-
terrorism adviser for 30 years, told National Journal.”

p.2477

“EPA initially said that one of the things facilities ought to at least look at as part of a
comprehensive vulnerability assessment is whether there are steps they can take to
reduce hazards that are present at the site,” recalls a former EPA official.”

p.2478

“Chemical companies make dangerous things,” added Greg Lebedev, president of the
American Chemistry Council, which represents 180 giants of the chemical manufacturing
industry. ‘Getting into the technology of what you make and how you make itis a
subject for an environmental or technology context, not security. | don't wantus to
wander down an exotic path here.”

p.2479

“Corzine describes that defeat and industry’s continuing effort to water down his bill as ‘a
classic case of the special interest trumping the public interest.”
p.2480

“But the battle continues over Corzine’s desire to encourage industry to use inherently
safer technology at the chemical facilities.”
p.2480

“The problem you have in an open society is that it's physically impossible to make any
large industrial site terrorist-proof,’ Barton said in an interview. ‘If there are enough
terrorists who are dedicated enough and equipped well enough, they're going to
overwhelm everything that you put up short of some sort of Fort Knox—which doesn’t
make much sense, given the cost and the relatively remote possibility that any specific
site is going to be targeted.”

p.2481
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National Security Advisor to the President

Richard Clarke UP/
August 31, 2005

“Clarke criticized the administration and the Republican-controlied Congress for not

giving priority to pushing through legislation yet. ‘Congress has diddled for three years
on a Chemical Security Act.””

New Jersey Work Environment Council

Safety and Security First: Protecting Our Jobs, Families, and Hometowns from
Toxic Chemical Disasters

May 2006

hitp:/linquirer.philly. com/pdfs/2006/safety. pdf

In the likely case of a terrorist attack, not to mention the “far more frequent and
continuing ‘routine’ accidents, spills, fires, and explosions
p.16

New York City Comptroller

One Year Later: The Fiscal Impact of 9/11 On New York City
September 4, 2002
hitp://www.comptroller nyc.gov/bureaus/bud/reports/impact-9-11-year-later. pdf

Palm Beach Post

“Hijacking Suspect Cased Targets, Experts Say Mohammed Atta Called a ‘Little
Bomb Walking Around”

by Joel Engelhardt

October, 2001

hitp/f'www. greenpeace.org/usal/assets/binaries/falkenrath-testimony

“On October 28, 2001, Danny Whitener reported Mohammed Atta’s (terrorist involved in
9/11 attacks) interest in the status of a chemical storage facility—the Palm Beach Post:
“According to Whitener the man asked 'So tell me about this factory | just flew over,’
referring to a former copper processing plant nearby, with dozens of round steel tanks
and flanked by towering smokestacks. At the time, hundreds of rail tanker cars were
parked near the plant, Whitener said... 'He was just persistent about the chemical
company,” Whitener said. ‘! told him the tanks were empty. He came back and said
‘Don't tell me that. What about all the... [rail] tanker cars?”
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Paper, Allied-Industrial, Chemical and Energy Workers International Union

{PACE):

PACE International Union Survey: Workplace Incident Prevention and Response
Since 9/11

October 2004
hitp://www.google.com/search?hl=en&client=firefox-a&ris=org.mozilla%3Aen-
US%3Aofficial&hs=8{7&q=PACE+international+Union+Survey%3A+Workplace+incident
+Prevention+and+Response+Since+98%2F 11+PACE&bInG=Search

“PACE-represented industries... [namely] chemical manufacturing... facilities may be
targets. The communities surrounding these facilities are also at-risk.”
p.ii

Of PACE workers surveyed at 133 high-risk chemical facilities...

“Less than half (44%) of the respondents indicated that their company's preventative
actions, including security efforts, were effective (...very effective, moderately effective,
...Jor] stightly effective) in reducing the vulnerabilities of their site to a catastrophic event
caused by a terrorist attack. Over one-third (36%) were neutral about the
effectiveness, and one-fifth (21%) said the actions were ineffective.”

p.v

“When considering responding to an event caused by a terrorist attack, 44% of
respondents who characterized their sites as high risk found their company’s actions
ineffective.”

p.vi

“A strong majority of respondents reported no action had been initiated by the
companies at their sites to involve the local union or hourly workers in company plans or
actions to prevent or respond to a catastrophic event caused by a possible terrorist
attack.... Involvement of the community regarding company plans or actions was even
lower.

p.vi

“It is especially sobering for those who work at or live near refineries... chemical plants.

*On February 12, [2003, the DHS sounded] another alert... warning of possible
‘conventional attacks against the U.S. nuclear/chemical-industrial infrastructure...
Based on information, ...industrial chemical plants remain viable targets.”

p.3

“This adds up to nearly 4,000 sites and tens of millions of people at risk.
p.4

Pittsburgh Tribune-Review

“Chemicals pose risks nationwide”
June 11, 2002
By Carl Prine
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hitp:/fwww. pittsburghlive.com/x/pittsburghtrib/news/specialreports/potentialfordisaster/s
69664 .html

“A month-long probe by the Pittsburgh Tribune-Review into chemical plant security in
Baltimore, Chicago and Houston found safeguards so lax that a potential terrorist can
easily reach massive tanks of toxins that endanger millions of residents.”

Risk Management Solutions, Inc.

http:/iwww.rms com/NewsPress/PR 042904 CasualtyStudy.asp

“The chlorine spill scenario results in 42,600 total casualties, over 10,000 of which are
fatal. Insurance claims covering these casualties would exceed $7 billion.”
p.56

“Explosions, transportation accidents, and chemical releases all pose a threat to people
living, working, or traveling in the vicinity of the accident.”
p.54

“Chiorine is one of many industrial agents that are harmful, yet used extensively in
processing and transported in bulk. Chiorine gas is so deadly that it was used as a
chemical weapon in the trenches of World War |.”

p.56

Securities Exchange Commission

10K Report submitted by The Dow Chemical Company December 31, 2008
hitp://ccbn.tenkwizard.com/filing.php?repo=tenk&ipage=54776248doc=1&iotal=&attach
=ON&TK=DOW&CK=0000029915&FG=0&CK2=29915&FC=000000&BK=FFFFFF&SC=

ON&TC=FFFFFF&TC1=FFFFFF&TC2=FFFFFF&LK=0000FF&AL=FF0000&VL=800080

“Local, state and federal governments have begun a regulatory process that could
lead to new regulations impacting the security of chemical plant locations and the
transportation of hazardous chemicals.

“Growing public and political attention has been placed on protecting critical
infrastructure, including the chemical industry, from security threats. Terrorist attacks
and natural disasters have increased concern regarding the security of chemical
production and distribution. In addition, local, state and federal governments have begun
a regulatory process that could lead to new regulations impacting the security of
chemical plant locations and the transportation of hazardous chemicals, which could
result in higher operating costs and interruptions in normal business operations.”

p. 10

Teamsters Rail Conference:

High Alert: Workers Warn of Security Gaps on Nation’s Railroads
September 2005
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hitp://www.ble org/pr/news/newsflash.asp?id=4185

"Engineers report that there's no distress code or signal... to alert authorities of a crisis,
even as they pass through or work in rail yards close to schools, government buildings
and densely populated areas."

pt

"In short, workers say, America’s rail lines appear one step shy of disaster.”
p1

"As Americans debate and examine the nation's post-9/11security... serious questions
regarding the safety and security of the U.S. rail system remain unanswered and serious
flaws go uncorrected--leaving the American public vulnerable.”

p1

"...Hazardous materials, says the Department of Transportation, are potentially weapons
of mass destruction, and as such, are likely targets for terrorism."”
p1

"Fatigue was the focus of the NTSB investigation into the deadly June 28, 2004 train
crash in Macdona... in which three people including a train conductor, died from a
chlorine gas release.”

p.6

"More than half the workers surveyed who saw running, unattended locomotives... said
the trains were hauling hazardous materials--deadly agents like chiorine that, if released,
could kill people as far as 15 miles away, according to the pamphlet 'Estimating the Area
Affected by a Chlorine Release,' issued by the Chlorine Institute.”

p.8

“The FBI's words were chilling: al Qaeda cells could be targeting trains carrying
hazardous materials. The Bureau had captured al Qaeda photographs of railroad
engines, cars and crossings, and officials said that terrorists could choose a number of
strategies, ‘such as destroying key rail bridges and sections of track to cause
derailments or targeting hazardous material containers.”

p.15

“Weapons of mass destruction, the workers knew, had become part of their daily lives.”
p.16

“Nearly 85% of the world’s chiorine... is shipped by rail, according to the International
Labour Organization (I1LO).”
p.16

“By the time the green, gaseous cloud had passed over Graniteville on January 6, 2005,
nine people were dead... Thousands of people were evacuated from their homes.
Hundreds were injured. The full extent of environmental damage is still unknown.”
p.16-17

“...Since 9/11, the nation’s rail carriers have, by virtually all accounts, failed to provide
significant, measurable safety and security improvements to deter or respond to a
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terrorist attack on the U.S. rail network.”
p.18

“Restrict remote control use to non-hazmat shipments.”
p.18

U.S. Army

Draft Medical NBC Hazard Analysis of Chemical-Biological-Radioclogical-Nuclear-
High Explosive Threat, Possible Scenarios & Planning Requirements

By, Army Office of the Surgeon General

October 2006

hitp:/iwww fas.orgfirp/doddir/dod/ip3 41.pdf

As summarized by the Washington Post (http://www.washingtonpost.com/ac2/wp-
dyn/A10616-2002Mar11):

“A previously undisclosed study by the Army surgeon general concludes that as many as
2.4 million people could be killed or injured in a terrorist attack against a U.S. toxic
chemical plant in a densely populated area.”

U.S. Chemical Safety and Hazard Investigation Board

CSB Board Member John Bresland

February 28, 2007

http:/iwww.chemsafety.gov/index.cim?iolder=news releases&page=news&NEWS D=3
43

“Chlorine is a highly toxic substance that needs appropriate safeguards to prevent
releases and protect the public, facility personnel, and emergency responders.”

U.S. Environmental Protection Agency

Lessons Learned in the Aftermath of September 11, 2001
February 1, 2002

“General authority exists under the Safe Drinking Water Act (SDWA)/Clean Water Act
(CWA\) to perform vulnerability assessments, but EPA has only limited Authority to
require corrective actions.”

p.2-1

“Two specific incidents where security was a specific concern were identified:
(1)railroads did not want to ship chiorine in tankers after attacks, but chiorine is needed
to guarantee the safety of water supplies, and (2) EPA received requests to reroute
chemical tankers and trucks away from the poputation centers.”

p.D-14
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Chemical Accident Risks in U.S. Industry

By James C. Belke

September 25, 2000
http://www.epa.gov/ceppo/pubs/stockholmpaper. pdf

“A chemical plant could effectively be converted into a weapon of mass destruction
(WMD) relatively easily.”

p.5

“Toxic chemicals... particularly ammonia and chlorine... account for the majority of RMP
processes.”

{with table)

p.13

“The median [negatively impacted] population for... toxic worst case scenarios is 1500
people.”
p.25

"The high number of facilities in both class intervals is primarily due to the prevalent use
of 90-ton rail tank cars for chlorine storage in the United States.”
p.26

Letter from William H. Sanders i, Dr., P.H., P.E., Director, Office of Pollution
Prevention and Toxics, to Rick Hind, Legisiative Director of Greenpeace USA

“All chemical companies have a fundamental responsibility and a general duty to
design, operate, and maintain a safe plant, prevent accidents, and to mitigate the
consequences of those releases that do occur under section 112(r) of the Clean Air Act
Amendments of 1990."

President Clinton’s Clean Water Initiative
February 1994

“...The Administration will develop a national strategy for substituting, reducing, or
prohibiting the use of chlorine and chlorinated compounds:

Within 6 months following enactment, the Administrator should convene a task
force... to comprehensively assess the use, environmental and health impacts of
chlorine and chlorinated compounds, and availability and relative efficacy and safety of
substitutes for these substances as used in... solvents, PVC and other plastics...”
p.22

U.S. Government Accountability Office

Protection of Chemical and Water Infrastructure
March 2005
http:/iwww.gao.govinew.items/d05327 .pdf

“In March, 2003, we recommended that Secretary of Homeland Security and the
Administrator of EPA jointly develop, in consultation with the Office of Homeland
Security a comprehensive national chemical security strategy to include... legislative
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proposal to require chemical facilities to expeditiously assess their vulnerabilities... and...
require these facilities to take corrective action.”
p.6

*The nation's drinking water systems are not required to implement any risk reduction
actions based on their vulnerability assessments.”

p.7

"The majority of officials at the community water systems we visited reported that the
federal government should provide technical support and guidance to help the water
sector in developing and implementing security enhancements.”

p.7

"The majority of officials we interviewed also supported the need for the federal
government to expand financial support for the security enhancements in the water
sector by providing funding designated for community water systems.”

p.7

"According to a 1999 study by the Agency for Toxic Substances and Disease Registry
(ATSDR), security at chemical plants in two communities was fair to poor.” — General
Accounting Office (GA0O-03-439), March 2003

Homeland Security: DHS Is Taking Steps to Enhance Security at Chemical
Facilities but Additional Authority Is Needed

January 27, 2006

http://www.gao.gov/products/GAQ-06-150

"...Industry officials told us that they face a number of challenges in preparing facilities
against a terrorist attack. They reported that the cost of security improvements can be a
burden, particularly for smaller companies that may lack the resources larger chemical
companies have to devote to security.”

p.6

"Because chemical facilities pose significant risks to millions of Americans, additional
legislation is needed to give DHS the authority to require security improvements at these
facilities."

p.6

"...Stakeholders had mixed views, however, on the specific contents of any legislation,
such as requirements that facilities substitute safer chemicals and processes--referred to
as "inherently safer technologies"--that could lessen the potential consequences of an
attack by reducing the risks present at these facilities, but could be costly or infeasible
for some plants."

p.6

"We are also recommending that DHS... work with EPA to study the advantages and
disadvantages of substituting safer chemicals and processes at some chemical
facilities.”

p.7
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Homeland Security: Voluntary Initiatives Are Under Way at Chemical Facilities, but
the Extent of Security Preparedness is Unknown

March 2003

hitp:/iwww.gao.govinew.items/d03439.pdf

“Chemical facilities may be attractive targets for terrorists intent on causing massive
damage. The risk of an attack varies among facilities, depending upon several factors,
including their location and the types of chemicals they use, store, or manufacture.”
p.3

“Many facilities are located in poputated areas, where a chemical release could result in
injuries or death as well as economic harm.”
p.3-4

“Furthermore, both the Secretary of Homeland Security and the Administrator of EPA
have stated that voluntary efforts alone are not sufficient to assure the public of the
industry’s preparedness.”

p.5

“The Army has also estimated the high potential damage to the population from a toxic
gas release... The Army Office of The Surgeon General propose, based on generic
estimates, that it was conceivable that as many as 2.4 million people could request
medical treatment if a terrorist caused a release of a toxic chemical.”

p.11

“ACC's security code generally requires that third parties. .. verify that [stated]
improvements were implemented. The code does not require, however, that third
parties verify that the vulnerability assessment is conducted appropriately or that the
actions taken by the facility adequately address security risks.”

p.26

“While industry recognizes the contribution that inherently safer technologies can make
to reducing the risk of a terrorist attack, industry officials noted that decisions about
inherently safer technologies require thorough analysis.”

p.29

"Chemical facilities may be attractive targets for terrorists intent on causing economic
harm and loss of life. Many facilities exist in populated areas where a chemical release
could threaten thousands. EPA reports that 123 chemical facilities located throughout
the nation have toxic ‘worst-case’ scenarios where more than a million people in the
surrounding area could be at risk of exposure to a cloud of toxic gas if a release
occurred.”
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U.S. Homeland Security Council:

Planning Scenarios: Executive Summaries

Scenario 8: Chemical Attack—Chlorine Tank Explosion
Copyright valid through 2009
hitp://www.globalsecurity.org/security/ops/hsc-scen-8.htm

“Assuming a high-density area, as many as 700,000 people may be in the actual
downwind area, which could extend as far as 25 miles. Of these, 5% (35,000) will
receive potentially lethal exposures... An additional 15% (105,000 people) will require
hospitalization... However, approximately 450,000 “worried well" will seek treatment at
local medical facilities.... Most of the injured will recover in 7 to 14 days, except for
those with severe lung damage. These individuals will require long-term monitoring and
treatment.”

Section 8, p.2

“There will be significant damage to the plant as a direct result of the attack.
Decontamination of waterways may present a significant challenge as well.
Environmental impacts especially public safety concerns, are likely to significantly delay
rebuilding efforts.

Section p.8-3

Casualties - 17,500 fatalities; 10,000 sever injuries; 100,000 hospitalizations
Infrastructure Damage - In immediate explosions areas, and metal corrosion in areas
of heavy exposure

Evacuations/Displaced Persons - Up 1o 70,000 (self evacuate)

Contamination - Primarily at explosion site, and if waterways are impacted
Economic Impact - Millions of dollars

Potential for Multiple Events - Yes

Recovery Timeline - Weeks

Section 8, p.1

U.S. Justice Department: Federal Bureau of Investigation
Troy Morgan FBI Agent and expert on weapons of mass destruction
June 2003

“You've heard about sarin and other chemical weapons in the news. But it's far easier to
attack a rail car full of toxic industrial chemicals than it is to compromise the security of a
military base and obtain these materials.”
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U.S. Nuclear Requlatory Commission

Edward McGaffigan, Commissioner
November 2001

“There is no chemical regulatory commission that looks at the petrochemical plants and
has requirements for security that are inspected by chemical regulatory agency staff,
and there are no on-force exercises, and none of the apparatus that we have in place is
in place for much of the rest of the infrastructure. 1t is quite clear that you can get
catastrophic consequences in industries other than the nuclear industry...”

U.S. Naval Research Laboratory

Dr. Jay Boris, Testimony before the Committee on Pubic Works and the
Environment of the Council of the District of Columbia

January 23, 2004
http://www.greenpeace.org/usal/assets/binaries/analysis-by-us-naval-research

“Terrorist attacks in an urban environment can put 100,000 people or more atrisk ina 15
to 30-minute time span...lethally exposed people can die at the rate of 100 per second.”

U.S. Public Interest Group Education Fund

Protecting Our Hometowns; Preventing Chemical Terrorism in America
2002
http://www.environmentillinois.org/uploads/vX/q5/vXa5bctEDIMO8AZF aZHixg/Protecting

our Hometowns.pdf

“The threat of terrorism require eliminating or reducing hazards through the use of
inherently safer technologies wherever feasible.”

p.1

“The use of airplanes on September 11™ and the use of truck bombs in previous attacks
show that terrorists need not penetrate a site's perimeter to cause destruction, and
security alone is inadequate to prevent a terrorist attack.”

p.5

“While some attention has focused on the potential for terrorists to use chemicals to
build chemical weapons, national security experts have asserted that the enormous
complexity of creating a chemical weapon makes such a scenario less likely than an
intentionally triggered chemical release from an industrial facility. Industrial facilities
provide relatively easy access to chemicals at locations from which a significant
chemical release could harm large numbers of people. Amy Smithson, director of the
Chemical and Biological Weapons Non-Proliferation Project at the Henry L. Stimson
Center, testified in a House of Representatives committee hearing:

‘Although assembling from scratch an unconventional weapons capability that could
cause mass casualties is not that elementary, there are tangible routes whereby
terrorists could inflict considerable harm with chemical and biological substances. One
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shortcut involves foul play with industrial chemicals.... Logic dictates that if the same
result [mass casualties from a chemical release] can be achieved through a less
arduous route, terrorists intent on causing mass casualties with chemicals would
probably engineer the intentional release of industrial chemicals rather than wrestle with
the complexities of making large quantities of the classic chemical warfare agents.”

p.6

U.S. Senator (former), Garry Hart, D-CO

Washington Post, op-ed
August 11, 2003
hitp://www. washingtonpost.com/ac2/wp-dyn/A42185-2003Aug10?language=printer

“As hard as it is to believe, the chemical industry has refused to take adequate
precautions to safeguard its facilities and surrounding communities. Some plants have
strengthened on-site security by adding guards, building fences or installing surveillance
cameras. Others have committed to reducing or phasing out their use of highly
hazardous processes or chemicals in favor of safer ones. Unfortunately, however, it is
still business as usual at most plants. They continue to deal with high volumes of
dangerous chemicals -- even when safer materials or processes are readily available.
That is why the government must require industry cooperation in homeland security.”

U.S. Senator (former) Barack Obama, D-IL

Senate Floor Statement

March 30, 2006

hitp:/ffrwebgate . access.gpo.gov/cgi-
bin/getpage.cqgi?position=ali&page=82611&dbname=2006 record

“These plants are basically stationary weapons of mass destruction.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“While plant owners would not be able to substitute their own security standards, they
would be able to come up with security plans that are tailored to each facility.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“The Lautenberg-Obama bill also protects state and local rights to establish security
standards that match their local needs.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“The legislation also gives employees a seat at the table...”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“But there are other ways to reduce risk that need to be part of the equation.
Specifically, by employing safer technologies, we can reduce the attractiveness of
chemical plants as a target.

This concept, known as Inherently Safer Technology, involves methods such as
changing the flow of chemical processes to avoid dangerous chemical byproducts,
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reducing the pressures or temperatures of chemical reactions to minimize the risk of
explosions, reducing inventories of dangerous chemicals and replacing dangerous
chemicals with benign ones. Each of these methods reduces the danger that chemical
plants pose to our communities and make them less appealing targets for terrorists.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“Even the chemical industry itself has embraced IST, and many facilities across the
country have already employed safer technologies.”
pS2612, CONGRESSIONAL RECORD-—SENATE, March 30, 2006

“So far, because the industry wields so much influence in Washington, it's been getting
its way.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

“We cannot allow our security to be hijacked by corporate interests.”
pS2612, CONGRESSIONAL RECORD—SENATE, March 30, 2006

Statement at Senate Environment and Public Works Committee hearing
June 21, 2006

“For instance, we've heard that IST is in "the early stages of development," even though
it's been used in the chemical industry for nearly 30 years. Saying IST is in its infancy is
a little like saying the personal computer is in its infancy.”

"We've heard that IST is an environmental issue, not a security one, even though the
Departments of Justice and Homeland Security, and even the American Chemistry
Council have embraced IST as part of chemical plant security in the past. And most
recently, a National Academy of Sciences study, commissioned by DHS, endorsed the
adoption of IST as "the most desirable solution to preventing chemical releases” from
terrorist attack. Time and again, experts have agreed that IST is the most effective
approach fo eliminating terrorist threats at chemical facilities.”

“...But there is one thing we can all agree on: any chemical plant security legislation
must be comprehensive and rational. It should balance the need to keep us safe with
the need to continue producing chemical products that are essential to our economy. |
believe the IST approach needs to be a part of rational comprehensive security
legislation.”

U.S. Senator (former), Warren Rudman, R-NH

CBS 60 Minutes
November 16, 2003
hitp:/www.cbhsnews.com/stories/2003/11/13/60minutes/main583528 shtmi
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“You know, the threat is just staring us in the face. | mean, all you'd have to do is to have
a major chemical facility in a major metropolitan area go up and there'd be hell to pay
politically,” says Rudman. "People will say, 'Well, didn't we know that this existed?' Of
course, we knew."

Washington Post

Study Assesses Risk of Attack on Chemical Plant
By Eric Pianin

March 12, 2002
http://www.highbeam.com/doc/1P2-326046.htmi

“A previously undisclosed study by the Army surgeon general concludes that as many
as 2.4 million people could be killed or injured in a terrorist attack against a U.S. toxic
chemical plant in a densely populated area.”

Toxic Chemicals' Security Worries Officials
By Eric Pianin

November 12, 2001
hitp://www.mapcruzin.com/news/rtk111201a.htm

“No one needed to convince us that we could be-and indeed would be-a target at some
future date,’ said Frederick L. Webber, president of the American Chemistry Council, an
industry group representing 180 major companies including Dupont, Dow, and BP
Chemical.”

Working Group on Community Right-to-Know:

Unnecessary Dangers: Emergency Chemical Release Hazards at Power Plants
July 2004
hitp/iwww.crtk.org/library files/PowerPlantsReport. pdf

“The data in this report also show that... just two-dozen power plants account for two-
thirds of the people in danger. By using readily available safer chemicals these two-
dozen plants could all but eliminate the danger to 2.4 million people.”

p.3

“Some 166 power plants report using anhydrous ammonia, endangering an average of
21,508 people around each facility.”
p.3

“Forty power plants report chlorine gas as their greatest emergency release hazard,
endangering an average of 4,618 nearby residents.”

p.3

“National data show frequent ammonia and chlorine spills at industrial facilities. The
National Response Center received reports of... 2,200 releases involving chlorine gas.
Spills reported... range from minor to very large.”

p.6
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“By switching to readily available and inherently safer pollution control options these
power plants could eliminate or significantly reduce dangers that accidents or acts of
terrorism pose to surrounding communities.”

p.7

"Agencies that have issued such warnings include the Department of Homeland
Security, Department of Justice, Environmental Protection Agency, General Accounting
Office, Congressional Research Service, Agency for Toxic Substances an Disease
Registry, Naval Research Laboratory, and Army Surgeon General.” ... (list continues)
p.12

“The power industry should curtail unnecessary dangers by: converting high hazard
power plants in populated areas to readily available safer alternatives to anhydrous
ammonia and chiorine gas.”

p.15
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March 2, 2010

The Honorable Joseph Lieberman, |

Chairman

Committee on Homeland Security and Governmental Affairs
U.S. Senate ‘

Washington, DC 20510

The Honorable Susan Collins,

Ranking Member ) :
Committee on Homeland Security and Governmental Affairs
U.S. Senate

Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins:

The undersigned agri-business community organizations thank you for holding a hearing this
week to examine the security of the United States' high-risk chemical facilities and to conduct
oversight of the Chemical Facilities Anti-Terrorism Standards (CFATS) program administered
by the Department of Homeland Security (DHS).

Homeland security and the protection of America's food supply is a top priority. The nation's
agricultural industry continiues to take pro-active steps to properly secure crops and livestock as
well as critical crop input materials such as fertilizer and pesticides throughout the distribution
chain, Our organizations and members are working closely with DHS to implement and ensure
compliance with CFATS regulations, We encourage you to maintain the existing regulations and
allow DHS to complete the first phase of their implementation. We support S. 2996, the
"Continuing Chemical Facilities Antiterrorism Security Act of 2010."

S. 2996 would extend CFATS through October 2015 without making dramatic and costly
interruptions to ongoing implementation efforts by business and government, We are pleased
that the bill does not mandate government-selected security measures (¢.g. inherently safer
technologies (IST)) as part of the risk- and performance-based framework for protecting the
nation's high-risk chemical facilities.

If an IST mandate were to be put in place for the nation's agricultural industry, it could
jeopardize the availability of lower-cost sources of plant nutrient products or certain agricultural
pesticides used by farmers and ranchers, as well as products which are used for specific
agronomic reasons. '

Any legislation considered by the Committee on Homeland Security, or on the Senate floor,
needs to take into account the regulatory and economic impact on American agriculture and the
consumer for whom we provide essential food, fiber and bioenergy. We look forward to
working with both of you as the committee moves forward with legisiation to address the
nation's safeguards related to chemical security. '
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Sincerely,

American Farm Bureau Federation

Agricultural Retailers Association

Chemical Producers and Distributors Association CropLife America The Fertilizer Institute
National Agricultural Aviation Association National Corn Growers Association National
Council of Farmer Cooperatives USA Rice Federation

cc: Senate Committee on Homeland Security and Governmental Affairs
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American-
¢ Forest & Paper
4. Association

March 2, 2010

The Honorable Joseph LL eberman ~ The Honorable Susan M. Collins

Chairman . . Ranking Member

Committee on Homeland Security Comimittee on Homeland Security
and Govemmental Affairs and Governmental Affairs

U.S. Senate C U.8. Senate

Washington, DC 20510 ~ Washington, DC 20510

Dear Senators Lieberman and Coﬂins

On béhalf of the U S. forest products industry, we would hke to thapk you for your
commitment to maintaining the security of the manufacturers and users of chemicals
currently regulated by the Department of Homeland Saecurity (DHS) under the Chemical
Facllities Anti-Terrorism Standards (CFATS) progrem.

The American Forest & Paper Assoclation is the national trade association of the forest
products industry, representing pulp, paper, packaging and wood products
manufacturars, and forest landownars. Our companites make products essential for
averyday {ife from renewable ard recyclable resources that sustain the environment.
The forest products industry accounts for approximately 6 parcent of the total .8,
manufacturing GDP, putting it on par with the automotive and chemical industries,
Industry companies produce $200 billion in products annually and smploy.
approximately 1 million people earning $54 billion in annual payroll. The Industry

is among the top 10 manufacturing sector smployers-in 48 states,

We share your concerns about the need to secure-critical chemical facilities from
terrorist attacks. The nation’s farest products industry continues to take proactive steps
to properly secure our facilities from the threat of potential terrorists. We have worked
closely with DHS officiats in order to estab!ish appropnate standards and ensure
compliance with CFATS regulations. :

As the Committes on Homeland Sscurity and Govemmantal Affairs roviews the CFATS
program this waek and considers futurs reauthonzation, we would like to express our
support for S, 2896, “The Continuing Chemical Facilities Anti-Terrorism Standards Act
of 2010,” which provides a clean extension of the program through Qctober 20186,
Through the bipartisan efforts of Senator Collins, Senator Pryor, Senator Landrieu and
Senator Voinovich, the committee has.a vehicle to allow industry to continue working
with the DHS fo Implement the goals of CFATS and to avoid burdensome and costly
provisions adding to uncertainty over the direction of the program; spacifically proposals
mandating implsmantation of Inherently Safer Technology (IST) and the elimination of

1111 Ninetsenth Strest. N, Suite 800 = Washington, OC 20036 + 202 463-2700 Fax: 202 463-2785 * www, afaridpa.ong
America’s Forest & Paper People® - Improving Tomorraw’s Environment Today®
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The Honorable Joseph . Lieberman and
The Honorablg Susan M. Colling

March 2, 2010

Page 2

the exemption for facilities currently coversd by the Maritime Transportation Security
Act. ’ ' '

S. 2996 will strengthen the collaborative sfforts batween our industry and DHS and we
urge Senators to support the legisiation.

Thank you for your consideration of our concerns and for all your efforts. '

Sinceraly,

- Ponna A. Harman
President & CEO
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G

American Gas Association DAvID N, PARKER
March 2, 2010 ' Prestdent and CEQ
The Honorable Joseph 1. Lieberman ‘The Honorable Susan M. Collins

Chairman Ranking Member

Committee on Homeland Security and Committee on Homeland Security and
Governmental Affairs Governmental Affairs

U.S. Senate U.8, Senate

Washington, DC 20510 Washington, DC 20510

Dear Chairmen Lieberman and Ranking Member Collins:

On behalf of the American Qas Association and its 195 member natural gas utility companies, ] am
wriling to express support for 8. 2996, the “Continuing Chemical Pacilities Antiterrorism Security Act of
2010" (CFATS). The bill would extend CFATS through October 2015 without meking dramatic and
costly interruptions to ongoing imiplementation efforts by business and government. Importantly, S,
2996 does not date gover lected secority {e.g., inh 1y safer technologies) as part
of the risk- and performance-based framework for protecting the nation’s high-risk chemical facilities
from both physical and cyber threats. This is particularly important in light of the inclusion of
underground storage of natural gas, A bill supporting flexibility is critical, so mandates written 1o apply to
above-ground chemical facilities can be effectively adjusted for reasonable expectations of the different
operations associated with underground natural gas storage facilities.

Natural gas is stored up to several thousand feet below the surface within geologic rock formations. In
addition to the geologic depth of the storage facility, the areal extent of methane gas storage can range
from hundreds of acres to nearly 100,000 acres. The surface properties underlain by the storage facilities
have various, normally non-affiliated, surface owners with rights to utilize their property in many ways,
including agriculture, forests, dwellings, and public roads, waterways and lands. Public roads, major
interstates, major centers of transportation (airports), universities and commercial areas are cormon on
the surface of the geologic footprint encompassed by natural gas storage fields. Thus, it is critically
important that one-size-fits-all proposals meant for above ground facilities not be mandated for these
facilities.

There are more than 70 million residential, commercial and industrial natural gas customers in the United
States, of which 91 percent ~ more than 64 million customers — receive their gas from AGA merbers,
Today, natural gas meets almost.one-fourth of the United States' energy needs. Storage facilities play a
significant role in ensuring these customers have reliable service. ’

As you know, CFATS will expire at the end of this fiscal year. CFATS is a new program within the
context of homeland security that should be extended. S. 2996 will strengthen the collaborative
relationship that the Department of Homeland Security and industry stakeholders have developed while
creating and implementing CFATS, and the bill will give the owners and operators of high-risk chemical
facilities the certainty they need to make long-term planning and investment decisions,

If you have any questions, concerns or comments, please do not hesitate to call Kyle Rogers, AGA’s vice
president of Public Affairs, at (202) 824-7218.

Sincerely,

David N, Parker

490 North Capitol St., NW, Washington, DC 20001 8 Telephone 202-824-7111, Fax 202-824-7082 ® Wab Site hitpyAvww.aga.org
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\)

AGL Resources”

Jim Kibler

VP - Govarmnmentat Affairs
AGL Resources

Ten Peachtree Place
Alianta, GA 30309

404 584 3256
www.aglresources.com

February 26, 2010

Senator Joe Lieberman
United States Senate
Washington, DC 20510

Sendtor Susan Collins
United States Senate
Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins:

AGL Resources supports S. 2996, the Continuing Chemical Facilities Antiterrorism Security Act, which
reauthorizes the CFATS program through October 2015. CFATS is sensible legisfation that allows the
experts to secure their own facilities with competent, federal oversight,

AGL Resources owns and operates two underground natural gas storage facilities, and is committed both
to the safety of its employees and the communities surrounding the facilities. CFATS has effectively
crafted safety and security guidelines and goals that capitalize on expertise inherent and specific to each
facility under its authority.

Initiatives which employ Inherently Safer Technologies (ISTs) seek to further secure industrial sites, but
in fact could interfere with successful initiatives already in place, putting these facilities at greater risk. -
IST initiatives are ineffective due to the overgeneralization of processes and technologies unique to each
facility. These policies do not capitalize on the expertise and experience of each business but instead
nullify this important knowledge.
We ask you to support the Continuing Chemical Facilities Antiterrorism Security Act and allow the

- Department of Homeland Security sufficient time to fully implement the goals of the CFATS program.

Sincerely,

Jim Kibler

Ce: Senator Mark Pryor
Senator George Voinovich
Senator Mary Landrieu
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Agrism US, Inc.

7251 W. 47 Street

Greeley, CO 80634

Telephone: (970) 356-4400
Direct Line: (970) 347-1777
Facsimile: (970) 347-1560

Richard Gearheard
President Retail

February 25, 2010

The Honorable Susan Collins -
Ranking Member

Homeland Security and
Government Affairs Committee
350 Dirksen Senate Office Building
Washinigton, D.C; 20510

Re: Continuing Chemical FacilftyAnﬁtcrroﬁsm Security Act of 2010 (S..2996)

Dear Senator Coilins:

Thank you for introducing 8. 2996, Continuing Chermical Facility Antiterrorism Act of 2010. This legislation will
extend the Chemical Facilities Antiterrorism Standards (CFATS) program, a critical component of the nation's
security. C

8. 2996 will insure that the application and enforcement of CFATS can continue. The measure provides covered
facilities appropriate time to impl security es consistent with regulatory compliance,

Agrivm operates production fecilities throughout the United States and retail farm centers in nearly every state. The
security of our sites and their products is one of our company’s highest priarities. We have strong, cooperative
partnerships with local, state and federal law enforcement agencies in these communities. The Department of
Homeland Security has implemented this program in a very collaborative manner with our company, Agriom's
security staff continues to work with these agencies to-assess vulnerabilities and dovelop effective security plans. S.
2996 will maintain consistency in this work with the resources necessary to meet current performance standaeds,

We support your effort to continue the current CFATS program through 8.2996 and we look forwasd to working
with you to-make this important bill become law.

Sincerely,

Richard Gearheard
Sr. Vice President
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Association of Oil Pipe Lines

1808 Eye Street, N.W, : Telephone (202) 408-7970
Washington, D.C. 20006 Fax (202) 280-1948
March 2, 2010

The Honorable Soseph 1. Lieberman The Honorable Susan Collins
Chairman - Renking Member

Committee on Homeland Security Committee on Homeland Security
and Government Affairs ' and Government Affairs

340 Dirksen Senate Office Building 350 Dirksen Senate Office Building
Washington, D.C. 20510 ~ Washingion, D.C. 20510

Dear Chairman Liebenman and Ranking Member Collins:

T write you today on behalf of the Association of Oil Pipe Lines (AOPL)-in strong support of the
Continuing Chemical Facilities Antiterrorisim Security Act of 2010 (8.2996), recently introduced by
Senators Susan Collins, Mark Pryor, George Voinovich, and Mary Landrieu. .

AOPL is a nonprofit orgenization whose membership is comnprised of owners and dperators of liquid
pipelines. Our members carry nearly 85 percent of the crude oil and refined petroleum products moved by
pipelines in the United States, AOPL supports 5.2996 because this bipartisan, common-sense legislation
will continue the important implementation of the Chemical Facilities Anti-Terrofism Standards (CFATS)
program at the Department of Homeland Seécurity (DHS) without crippling and burdensome new
regulations.

Our membership has long been concerned with the imposition of Inherently Safer Technology (IST) on
crude oil and refined petroleum product pipeline and storage facilities in other legislative attempts bsfore
Congress. This misguided policy would direct limited DHS resources away from its key rission of
protecting our nation from terrorism threats, and instead into aperational and engineering deécisions of
specific companies, ‘AOPL's member companiés and operators comply faithfully and professionally with
‘a host of safety regnlations currently in place within the CFATS program. IST mandates would remove
operational decisions away from those most qualified to make them — the trained employees of crude oil
and refined petroleum product pipeline and storage facilities. AOPL commends S.2996 because it
rightfully excludes unnecessary IST provisions and allows DHS to continue implemesitation of its safety
standards.

As the Committee on Homeland Security and Government Affairs moves forward on its oversight of
chemical facilities security, it is my hope that you will swiftly take action on this important legislation.
We applaud the bipartisan and thoughtful work of Senators Collins, Pryor, Voinovich, and Landrien.
AOPL stands ready to work with you and the committee on this critical niatter.

Sincerely,
{3

Andrew J. Black
President and CEO
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AGRICULTURAL

ﬁETAILERS 1156 3571 STREEY, NW  SuiTE 302 » WaskingTown, DC 20005
SSOCIATION T 202.457.0825 + F 202.457.0864 « wiww.aradc.org

Suppliers to America’ Farmers

March 1, 2010

The Honorable Susan Collins

Ranking Member

Homeland Security & Governmental Affairs Committee
United States Senate

344 Dirksen Senste Office Building

Washington, D.C. 20810

The Honorable Mark Pryor

Chalrman

Homeland Security & Governmental Affalrs Subcommitiee

on State, Local and Private Sector Preparedness and integration
United States Ssnate .

613B Hart Senate Office Buiiding

Washington, D.C. 20610

Dear Senators Collins and Pryor:

On behalf of members of the Agricultural Retallers Assotlation {ARA)', 1 would Hlke to thank you for Introducing the
“Continuing Chemical Facility Anti-terrorism Act of 2010” (8. 2896.). This legisiation will reauthorize the U.S, Department
of Homeland Security {DHS) Chemical Facliity Antl-Terrorism Standards (CFATS) rules for an additional five years, ARA
and our members have been working closely with DHS officials (o establish appropriate risk-based securlly standards and
ensure compliance with the existing CFATS program. These rules are still being implemented by DHS as thousands of

facilities are either walting to receive thelr final tlering notification Istter or obtain approval of their Site Security Plan (SSP).

S. 2996 will help ensure that regulated chemical facilities have certainty and regulatory consistency as they make
aconemic and budgetary decisions regarding the implementation of security measures in compliance with the current
CFATS program. The nation's agricultural retaliers and distributors continue to take pro-active steps to properly secure
critical crop input materials such as fertiizer and agriculiural chemicals to prevent these products from getfing in the
hands of potantial terrorists or other criminals.

ARA supporls S. 2996 and encourages other Senators o co-sponsor and support this bi-partisan, commeon-sense
legistation. Making extensive changes to the CFATS program now will only create greater economic uncertainty and lead
to significant job losses, productlosses, and facllity closurés in many rural communities.

Sincerely,

flided ) G

Richard Gupton
Vice President of Leglstative Policy & Counse!

' ARAIs a profit trade DI g the interests of agri retailers and distributors across the United States on

legislative and regulatory issues, ARA members range In size fram family-held businesses to farmer cooparatives (o targe

companles with many oulle! stores. Relal: faciliies are scattered throughout all 50 states and supply valuable goods and servicas to

aur nation’s farmers i ing seed, crop icals, fertifizer, crop scouting, soil testing, custom application services and
of comp ive nutrient plans.
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sTMOS

eNergy

February 26, 2010

The Honorable Mary L. Landrieu
United States Senate

328 Hart Senate Office Building
Washington, D.C. 20510

Re: Support for Continuing Chemical Facilities Antiterrorism Security Act of 2010

Dear Senator Landrieu:

We thank you for coauthoring with Senators Collins, Pryor and Voinovich the bipartisan
Continuing Chemical Pacilities Antiterrorism Security Act.

As the country’s largest all-natural-gas distributor, Atmos Energy Corporation distributes
natural gas to thousands of consumers and businesses in Louisiana, and it owns or contracts
for 54 billion cubic feet of natural gas storage facilitles subject to this act, We believe that
reauthorizing the 2006 act’s provisions relating to chemical facilities will help protect the
public and prevent terrorism attacks on critical energy infrastructure.

‘Natural gas provides the superhighway to our nation’s energy future. We appreciate your
strong sispport for ensuring the reliability and safety of our country’s natural gas supply.

Sincerely,
 Robert W, Best : Kim R. Cocklin
Chairman and Chief Executive Officer President and Chief Operating Officer

Atmos Energy Corporation
PO Box 650205, Dallas, TX 75265-0205
© P972-934-9227 F972.855-3797 aumosenergy.com
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26 Fabruary, 2010

The Honorable Joseph |, Lieberman

Chairman

Committee on Homeland Security and Governmentel Affalrs.
U.S. Senate

Washlngtan, DC 20510

The Honorable Susan M. Coflins

Ranking Member ’

Committee on Homeland Security and Governmental Affalrs
U.S. Senate ’ :

Washington, 0C 20510

Dear Chairman tiehérman and Ranking Member Collins!

CenterPoint Energy, Inc. is a utility holding company providing natural gas and electricity distribution
sarvices to over four million customers, and is the operator of two Interstate natural gas pipelines and
assoclated natural gas gathering fucilities, CenterPoint Energy has a number of facilities subject to the
Chemlcal Facliity Antl-Terrorlsm Standards, “CFATS,” authorized In 2006 under Section 550 of the
Homeland Security Appropriation Act of 2007,

CenterPoint Energy strongly supports the legislation proposed by Senators Collins-Pryor-Voinovich-
Landriey, “Continuing Chemical Facifities Antiterrarism Act of 2010, reauthorizing the current law
supporting the CFATS program through October 2015. We agree with the bi-partisan group of Senators
sponsoring this bill, that the Department of Homeland Secutity has done a good Job under the current
law of creating a comprehensive chemical security program that has improved and continues to tmprove
chemical plant security Inthe Unlted States, DHS and Industry should be allowed to continue their
efforts under the current law, ;
CenterPaint Energy believes that it would be a mistake to make significant changes or additions to the
existing CFATS scheme, In the House of Representatives, H.R. 2868, as proposed, would do just that,
causing significait delay in achieving the overall goa! of s more secure chemical Industey In this
country.
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Although we strongly believe that 5. 2096 is by far the more prudent approach, should the Committee
have cause to consider H.R, 2868, CenterPoint Energy supparts amending Title XXi, Sec. 2101{1}{s) of
the Act by adding “, as appropriate” to the end of the santence. We think this amendment Is required
to allow DHS the ﬂexibmtv to deal with geographically extensive undarground natural gas storage sites
such as the storage sites we operate.

We urge the Committee to approve the Collins-Pryor-Volnovich-Landrieu bill as the best way to continue
securing our country’s chemical facifities against acts of terrdrism,

Sincerely,

Bt Py

Bud Albright

Senior Vice President

Policy and Government Affairs
CenterPoint Energy
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CHAMBER oF COMMERCE
OF THE
UNITED STATES OF AMERICA

R. BRUCE JOSTEN : 1615 H STREET, N.W.
EXECUTIVE VICE PRESIDENT WASHINGTON, D.C. 200622000

GOVERNMENT AFFAIRS 202/463-5310

March 2, 2010

The Honorable Joseph I Licherman ‘ The Ho‘nofable Susan M. Collins

Chairman ) Ranking Member .

Committee on Homeland Security and Committee on Homeland Security and

Governmental Affairs Governmental Affairs
United States Senate United States Senate
Washington, DC 20510 Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins:

The U.S. Chamber of Commerce, the world’s largest business federation representing the
interests of more than three million businesses and organizations of every size, sector, and
“region, thanks you for holding a hearing this week to assess the security of the United States™
high-risk chemical facilities and to conduct oversight of the Chemical Facilities Anti-Tetrorism
Standards (CFATS) program, administered by the Department of Homeland Security (DHS).

U.S. businesses that produce, use, or store chemicals add billions of dollars to the
economy each year and employ hundreds of thousands of people nationwide, The Chamber
supports S. 2996, the “Continuing Chemical Facilities Antiterrorism Security Act 0f 2010, a
bipartisan bill crafted with the support of Senators Collins, Pryor, Landrieu, and Voinovich.

The bill would extend CFATS through October 2015 without making dramatic and costly
interruptions to ongoing implementation efforts by business and government. The bill takes a
bipartisan approach to regulating chemical security at approximately 6,000 facilities across the
country. Importantly, S. 2996 does not mandate government-selected security measures (c.g.,
inherently safer technologies) as part of the risk- and performance-based framework for

. protecting the America’s high-risk chemical facilities from both physical and cyber threats.

As you know, CFATS will expire at the end of this fiscal year, CFATS is both a new and
positive program within the context of homeland security that should be extended. S. 2996
would strengthen the collaborative relationship that DHS and industry stakeholders have
developed while creating and implementing CFATS; and the bill would give the owners and
operators of high-risk chemical facilities the certainty they need to make long-term planning and
investment decisions, The Chamber applauds your efforts to address America’s chemical
security and looks forward to continuing to work with Congress on this important issue.

Sincerely,
R, Bruce Josten.

Cc: The Members of the United States Senate
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February 26, 2010

The Honorable Susan M. Collins

Ranking Member

Committee on Homeland Security and Govemmental Affairs
U.S. Senate

Washington, DC 20510

Dear Senator ColiinS'

I write to offer Dominion’s full support for the “Contmumg Chemical Facxhttes
Antiterrorism Security Act” and I applaud you for its introduction. Dominion is one of
the nation’s largest and most diverse energy companies, engaged in the production,
transportation and distribution of electricity and natural gas and employing over 17,000
Americans.

Since the original Chemical Facility Security Antiterrorism Security Act (CFATS) was
enacted by Congress in 2006, Dominion has worked diligently with the Department of
Homeland Security to have our covered facilities assessed and tiered for purposes of
putting in place appropriate security measures. That program is only now reaching full
implementation stage. By largely leaving the current program intact, your bill would
allow companies such as ours the certainty it needs to move ahead with the significant
investments required under the law without the concem that it could be asked to tear up
our plans and start over.

Accordingly, Dominion urges the swift enactment of this legislation.
Sincerely,
g E et
Gary L. Sypolt "
cc:  Senator Mary Landrien

Senator Mark Pryor
Senator George Voinovich
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701 Pennsylvania Avenue, NW.
Washington, 0.C. 20004-2656
Telsphone 202-508-5555

LW EDISON ELECTRIC Tromas R, Ky
AR INSTITUTE : © Prsidem .

March 1,2010

The Honorable Susan Collins
United States Senate

413 Dirksen Senate Office Building
Washington, DC 20510

Dear Senator Collins:

On behalf of the Edison Electric Institute and its members, I am writing to express support for
favorable consideration by the Senate Committiee on Homeland Security end Governmental
Affairs of legislation to reauthorize a straight forward extension of the cwrrent Chemical

- Facility Anti-Terrorism Security Program (CFATS). S. 2996, the Continuing Chemical
Facilities Antitervorism Security Act of 2010, will ellow time for full implementation of
CFATS and its evaluation prior to any overhaul of the program.

The BEdison Electric Institute (EED) is the association of U.S. shareholder-owned electric
companies throughout the United States, EEI rep: approximately. 70 p of the U.S.
electric power industry. In the generation of electricity, EEI members use & few chemicals in
amounts and at concentration levels that trigger complinnce with this new program. As such,
‘they have been working with the Department of Homeland Security (DHS) on program
compliance and in sorting through the difficult issues that must be resolved during the
establishment of any new regulatory program.

We are concerned that any effort by Congress to revise substantially the current program at
this point would disrupt and delay getting appropriate security meesures in place at tiered
facilities. DHS is still on a steep learing curve regarding how to tailor the program for the
many and diverse facilities covered by CFATS, We believe Congress should have the
opportunity to eval a fully impl ted program prior to making any significant changes
to it - .

~

We appreciate the opportunity to convey our support for S, 2996,

Sincerely,

ot fkloe

Thomas R. Kuhn

VerDate Nov 24 2008  10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000258 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.218



253

m The Fertilizer Institute

} Nourish, Replenish, Gro

Ford B. West T
President

February 25, 2010

Senator Susan Collins

Ranking Member

Homeland Security and
Government Affairs Committee
350 Dirksen Senate Office Building
Washington, D.C. 20510

Re:  Continuing Chemical Facility Antiterrorism Security Act of 2010 (8. 2996)
Dear Senator Collins:

We would like to thank you for introducing 8. 2996, Continuing Chemical Facility Antiterrorism
Act of 2010. This legislation will continue the Chemical Facilities Antiterrorism Standards
(CFATS) program, which is still in the process of being implemented. Your effort to continue
this program will help to ensure that America’s chemical facilities are as secure as possible, -
while allowing industry to work hand in hand with the Department of Homeland Security (DHS).

The Fertilizer Institute (TFI) represents fertilizer producers, wholesalers and retailers throughout
the United States, Our products are critical to American agriculture, contribute to increasing
productivity and yields, and are currently responsible for 40 to 60 percent of food production.
Our industry places significant emphasis on the security of our products and has developed

" premier standards and systems in order to do so. The continuation of the CFATS program will
foster further development of secure practices, while ensuring that American farmers have access
to the valuable inputs they require,

We support your effort to continue the current CFATS program through $.2996 and we look
forward to working with you to make this important bill become law,

Sincerely,

Bl

Ford B. West

Union Center Plazs 202.962.0490
820 Fiest Street, NE Suite 430 202.962.0577 fax
Washington, DC 20002 . www.tfiorg
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March 1, 2010

The Honorable Joseph Lieberman : The Honorable Susan Collins

Chairman . . Ranking Member

Committee on Homeland Security ar\d o Committee on Homeland Security and
Government Affairs R Government Affairs

340 Dirksén Senate Office Buiiding _ - 340 Dirksen Senate Office Building

Washington, D.C. 20510 “ ' Washington, D.C, 20510
Dear Chalrman Lieberman and Ranking Member Collins:

As President and Chief Executive Officer of the International Association of Refrigerated Warehouses
{IARW}, | am writing o you in support of 5. 2896, the Continuing Chemical Facilities Antiterrorism
Security Act of 2010, Many members of our association are currently participating In the Chemical
Facllities Anti-Terrorism Standards (CFATS} program being administered by the Department of Homsland
Security (DHS) and we believe that the approach taken in §. 2996 to authorize the program through
2015 is very appropriate. Much progress has been made during the first few years of the program and
industry has enhanced the security of chemical facilities. Extending the current CFATS authority will give
DHS the opportunity to continue its iImplementation of the program and not turn back on the progress-
already made,

S. 2996 also avolds the unnecessary provisions regarding inherently safer technologles (1ST) included in chemical
facllity security legisiation passed by the House of Representatives last year. These IST provisions would be )
detrimental to the progress of the existing CFATS program and should not be Included in legistation. DHS should
not be put In the position to make engineering or business declsions for chemical facilities around the country. it
should be focused instead on making our country more secure and protecting American cltizens from terrorist
threats. Declsions on chemical substitutions or changes In processes should be made by qualified professionals
whose Job it [s to ensure safety at facilities,

As you prepare for your hearing on chemical facility security on March 3%, | strongly encourage you to consider
the progress already made by the CFATS program and support an extension of authority as proposed in S. 2996.
Please let me kriow if you have any questions about our experlence with the CFATS program, or if { can ba of any

assistance,

Warm Regards,

M,

1. William Hudson
President and CEQ

international Association of Rafrigerated Warchouses
1600 King St., Suite 201, Alexandrla, Virginia 22314 USA
+1 703 373 4300, +1 703 373 4301 fax, email@iarw.org, www.iarw.org
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February 25, 2010

The Honorable Joseph Lieberman The Honorable Susan-Coliins
Chalrman ) ’ Ranking Meniber

Committee on Homeland Security and” o Committee on Homeland Security and
Government Affairs Government Affairs

340 Dirksen Senate Office Building 340 Dirksen Senate Office Bullding
‘Washington, D.C. 20510 .- Washington, D.C. 205210

Dear Chairman Lieberman and Ranking Member Collins:

As President of the International institute of Ammonia Refrigeration {I1AR), | aim writing to you in support of
S, 2996, the Continuing Chemical Facllities Antiterrorism Security Act of 2010, Many members of our
association are currently participating In the Chemlcal Facllities Anti-Terrorism Standards {CFATS) program
belng administered by the Department of Homeland Security {DHS) and we belleve that the approach taken
in S, 2996 to authorize the program through 2015 is very appropriate. Much progress has been made
during the first few years of the program and industry has enhanced the security of chemica} facliities.
Extending the current CFATS authority will give DHS the- opportumty to continue its Imp tation of the
program and not turn back on the progress aiready made.

$. 2996 also avoids the unnecessary provisions regarding Inherently safer technologies {IST} included in
chemical facility security legislation passed by the House of Representatives last year. These IST provisions
would be detrimental to the progress of the existing CFATS program and should not be included In
{egisiation. DHS should not be put in the position of make engineering of business decislons for chemical
facilitles around the country. it should be focused instead on making our country more secure and
protecting American cltizens from terrorist threats. Decisions on chemical substitutions or changes In
processes should be made by qualified professionals whose job it is to ensure safety at facilities.

As you prepare for your hearing on chemical facility security on March 3%, | strongly encourage you to
consider the progress already made by the CFATS program and support an extension of authority as.
proposed In 5. 2996, Please et me know If you have any questions about our experlence with the CFATS
program, or If | can be of any assistance.

Sincerely,

e

A Bruce Badger
President
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February 25, 2010

Committee on Homeland Security and Governmisntal Affalrs
340 Dirksen Senate Office Bullding

United States Senate

Washington, DC 20510

To Members of the Committee: )

On behalf of the | Liquid Terminals Assoclatit (iLTA). | am writing to ask for your suppont of
52996, *The C g C! Facilities Ar ty Act of 2010." This biil would reauthorize
the Depariment of Homel Security's Chemical Facllﬂy AntHermrlsm S!andards {CFATS) through
October 2015. ,

itTAis an | trade jation that rep: ts 80 perators of bulk fiquid

aboveground slorage tank facilities, and pipeline companles focated in the United States and 40 other

countries. in addition, ILTA includes in its membership more than. 360 companies that suppfy products
and services to the bulk liquid storage industry.

ILTA.member facilities Includs deepwatar, barge, and pipellns tennlnals whose bulk liquld comodlﬂes are

essential to the national and § h and provide
servicas to the various modes of bulk liquid carriers, lncsudlng oceangolng mnkers, barges, tank trucks, rai
cars, and pipelines. The commodities handled Include p is, crude ofl,
renewable fuels, asphalt, animal fats and oils, vegetable olts mc|assss, and fertilzers. Customers who
store products at-these terminals include ofl prod product 3
food and prod utfiities, p i . ity brokers,

agancles and lha rnmtary

Ws support straighiforward reauthorization of the current chemical fadmy security standards. ILTA
member facilities have complied with these existing mandate’s, and the costs they have incurred have
been substantial. Extending the CFATS sunsst date by five years gives DHS tine to ﬁnlsh the process of
implementing the program without undermining the security already f
facilities and terminals. These sites should be aflowed to fully Implement CFATS before any new

- mandates are evaluated or added.

The chemical fadtlty secumy bln passed by the House would disrupt :he current CFATS 'program by
0 NEW Feq for faciiities ta imp ly safer technologles."

Thls places i hardsh on ies struggling to relain jobs during this economic
downtum. The House bill would also forca tem\bnal {acilities that are already properly regulated under the
Coast Guard's Maritime Transportation Safely Act of 2002 to shift and assess and

ing security requi ts under CFATS This creates a dupiication of effort, confusion
for facliities that would have to meet i for two proge within the same federal
agency, and increased costs to the consumer wIthoul any discemible pubt!c benefits®.

Therefore, we strongly urgs you to support Feglslaﬂon that reauthorizes the current CFATS program. This
is a critical issue for our members.

Ws appreciate your

and with this matter,
Sincerely,

Melinda Whitney

Vice President

WWI.OrG
W44 ¥ Straet NW, Suite 40D+ Washinglon 0T 2000% » phy 202:042; 2 i
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The safety and security institute of the commercial explosives industry since 1913
February 25, 2010

The Honorable Susan M. Coflins
United States Senate
Washington, DC 20510

Dear Senator Collins:

I am writing on behalf of the Institute of Makers of Explosives (IME)* and its members with operations in Maine to
thank you for your sponsorship of 5. 2996, the “Continulng Chemical Facliities Antiterrorism Security Act of 2010.”

Commerclal explosives rank as one of the most heavlly regulated products In our society. The ability to
manufacture, distribute and use these products safely and securely Is critical to this industry, and tothe economy.
We have been heavily involved with the Department of Homeland Security's {DHS) Chemical Facility Anti-
Terrorism Standards (CFATS) program. CFATS was authorized by Sec. 550, PL 109-295, as amended. Our industry
is heavily invested in the impl tion of CFATS. We understand that full stand up of the program Is at least a
year away., : '

At i_he same time, the CFATS program has now been temporarily extended on two occaslons. The regulated
community Is anxious for a permanent authorization. We are concerned that legislation tike H.R. 2868, which
passed the House last year, would unacceptably and unnecessarlly disrupt implementation to this program, given
industry investments, the lack of actionable threat Informatiof against such facilities, and the current precarious
state of the economy. o -

We hope that the upcoming hearing in the Senate Homeland Security and Governmental Affairs Committee
entitled, “Chemical Security: Assessing Progress and Charting a Path Forward” will highlight the accomplishments
to date of the CFATS program. We also hope that the hearing will provide a forum to show how CFATS and other
federal security programs — including those of the US Coast Guard, the US Department of Transportation,
Transportation Security Administration, and, In our case, the Bureau of Alcohol, Tobacco, Firearms and Explosives
- as well as DHS' new efforts to regulate the commerce of ammonlum nitrate, a precursor explosive material, are
working together to ensure appropriate levels of security for the chemical sector.

Thank you again for your leadership on this Important Issue.
Respectfully,

CynthiaHilton

Exacutive Vice President

! The IME Is the safety and securlty assocfation of the commefcial explosives Industry, The IME represents U.S, manufacturers and

distributors of commercial expl tals and aswellas g related services, IME member companles
produce over 98 percent of high explosives and a great majority’of blasting agents and oxidizers. The United States relles on commercial
explosives to bulld roads and other critical Infrastructure, to mine coal and ore, obtain oll and gas, and to provide demolition and other

specialty services requisite to our industrial seclety.- Our way of life and millions of jobs are dependent on commercial explosives.
hs

1120 Nineteenth St,, NW, Sulte 310, Washington, DC 20036 0202-429-9280
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International Warehouse Logistics Association

2800 River Road, Sulte 260 » Des Plaines, L 60018-6003
Prione, 847.813.4699 + Fax 847.813.0115
_ww,iwla.com

I W/LA
March 1, 2010

The Honorable Joseph Lieberman, Chair

Committee on Homeland Secutity and Governmental Affairs
340 Dirksen Senate Office Building

Washington, DC-20510

Re:  Support for S. 2996, the Continuing Chemical Facilities Antitercorism Security:
Act of 2010

Dear Chairman Lieberman:

1 am writing to you on behalf of the Intgrnational Werehouse Logisties Association ((WLA) to
express our.support for S. 2996, the bipartisan Continuing Chemical Fasilities Antiterforism

* Security Act-of 2010, which was recently introduced by Ranking Member Collins, together with
Senators Pryor, Voinovich, and Landrieu. This bill wouyld reauthorize the Departinent of
Homeland Security’s (DHS) current chemical facility anti-terrorism standards (CRATS) program
until 2015, thus assuring that DHS cai remain focused on successfully implémenting that
program as quickly as possible.

Last November, the House of Representatives passed legislation {(H.R. 2868) that would
authorize government-mandated product substitution (comrwonly referred to as “Inherently Safer
Technology™). Unlike Senator Collins’ bill, the House varsion could put local jobs at risk by
mandating distuptive and costly chdnges in produdts dnd processes,

Because they lack the economies of seale and regsources pf larger compinies, small businesses
will be the most vulhetable to the IST provisions of the House bill, The unitdended consequetioes
of this provigion will not only impact chemical manufacturers, but dlso resonate throughout the
supply-chain.

TWLA represents warehouse-based third party logistics providers (3PLs). Our more than 500
member companies providé a wide range of logistics services- including warehousing,
transportation, and value-added services. Many IWLA members are an integral part of the
chemical goods supply chain.

Thank you for your consideration,

Siricerely,

Z '@
Joel Anderson

President and CEOQ

“Serving Our Members and the Industey Since 1891
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Mational Assaciation of Chemica butors

To srnhance and icate the professionalism and dsh
of the chemical distribution industry.

March 1, 2010

The Honorable Susan Collins

United States Senate

Washington, DC 20510 i
Attn: Brandon Mithorn, Homeland Security LA

Dear Senator Collins,

I am writing to express the support of the National Association of Chemical Distributors
(NACD) for 8. 2996, the Continuning Chemical Facilities Antiterrorism Security Act, introduced
recently by Homeland Security and Governmental Affairs Commitiee Ranking Member Susan
Collins and fellow Committee members Senators Mary Landrieu, David Pryor, and George
Voinovich. 8. 2996 would extend the authority of the Department of Homeland Security (DHS)
to implement the Chemical Facility Anti-Terrorism Standards (CFATS) until October 4, 2015,

NACD has 243 distributor members and 127 Affiliates. NACD members purchase chemical
products from manufacturers and process, re-package, warchouse, market, and transport these
matetials to an industrial customer base of approximately 750,000. Chemical distributors serve a
wide variety of industries critical to the nation's health and economy ranging from food and
drugs to water treatment to electronics to cosmetics to paints and coatings. Responsible
distribution and customer service are key priorities for NACD members.

NACD's member companies have established themselves as leaders in health, safety, security,
and environmental performance through implementation of Responsible Distribution, a third-
party verified management practice established in 1991 as a condition of membership in the
Association. NACD has adopted and implemented security measures as part of Responsible
Distribution and has developed a security vulnerability assessment (SVA) that specifically
addresses security issues relevant to chemical distribution facilities. NACD members have
invested millions of dollars and substantial resources to safeguard their facilities and the
transportation of their products.

S. 2996 is a reasonable chemical security bill that would allow the CFATS program to be
implemented and evaluated before making changes to it. CFATS is a landmark new security
regulation that has been in effect for less than three years. DHS has done a commendable job
with limited resources in writing the regulations and setting up the internal infrastructure o be
able to implement and enforce the new standards. Chemical facilities have already invested
substantial resources into conducting security vulnerability assessments and developing site
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security plans through CFATS. Because of these efforts; real security measures are being
implemented at facilities around the nation.

NACD believes that the approach taken under S, 2996 will enhance the security of chemical
facilities much more efficiently and effectively than legislation such as H.R. 2868, the House-
passed chemical security bill that includes inherently safer technology (IST) and other non-
security related mandates.

NACD strongly opposes mandatory IST consideration and implementation. The act of
conducting IST assessments would be extremely costly for chemical distributors. These
assessments will require expertise with IST methods, the likelihood of these methods to reduce
risk, and their costs. The majority of NACD members are small businesses that do not have
teams of chemical and process safety engineers on staff who would be able to conduct the IST
assessments. These companies would be forced to hire consultants, who at rates of hundreds of
dollar per hour, would easily drive the costs of the assessments into tens of thousands of dollars
per facility.

In addition, while some chemical distributors may custom blend substances for customers, the
majority do not manufacture chemicals. Their operations involve warehousing, repackaging, and
transportation of materials to their customers, They maintain specific inventories of products in
order to respond to the needs of these customers. For most facilities, an IST assessment would
likely produce limited options that would not justify the cost and effort of the exercise itself. In
cases where distributors might be required to reduce inventories of certain products; this would
prevent these companies from effectively addressing their customers' needs, Particularly in these
tough economic times, this could be the final straw to put some comipanies out of business,
which would result in further job losses. In addition, an IST implementation requirement could
Iead to a rise in transportation activities, which would increase the likelihood of loading,
unloading, or in-transit incidents, including potential security incidents.

The CFATS program already has a built-in incentive for facilities to use the safest methods and
processes possible in order to be assigned to a lower risk tier or to completely tier out of the
regulation. S. 2996 recognizes this and provides time for the real security measures in CFATS to
be implemented and evaluated. . '

For all of these reasons, NACD strongly urges the Committee to sup}ﬁort and approve S. 2996
and to refrain from adopting legislation that would impose IST mandates on facilities.

Thank you for your consideration, Please feel free to contact me or NACD's Vice President of
Government Affairs Jennifer Gibson at jgibson@nacd.com or 703/527-6223, ext. 3047 if you
have any questions.

Sincerely,
Christopher L. Jahn

President
National Association of Chemical Distributors
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February 26, 2010

The Honorable Susan Collins, Ranking Member

Senate. Commitiee on Homeland Security and Government Affairs
US Senate i - .
Washington, DC 20510 -

I write on behalf of the National Pest Management Association - a 5,000-
member trade group representing professional pest management companies ~ in
support of S. 2996, the Continuing Chemical Facilities Antiterrorism Security Act
of 2010.

The legislation is a common sense measure that extends the life of the current:
chemical security law and associated rulemaking — better known as Chemical
Facility Antiterrorism Standards or CFATS — for five years until October 4, 2015.
Such action will provide assurances to the pest management professionals and
other businesses that have been captured by CFATS that the current regulatory
scheme will remain largely the same, safeguarding against the chaos or
confusion that would result if Congress passed overreaching legislation such as
the House-passed H.R. 2868, which conflicts with and undermines CFATS.
More importantly, S. 2996 allows for a rationale, thoughtful evaluation of the
current regulatory scheme.

NPMA is also pleased that S. 2996 does not include provisions that go beyond
security protections such as language mandating substitute products and
processes to a government-selected technology. Such a standard is not
measurable and would likely lead to confusion, ioss of viable products, and
poorer service.

Please feel free to contact me at gharrington@pestworid.org or (703) 352-6762
should you have any questions regarding this matter.

Sincerely,

Gene Harrington
Director, Government Affairs
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North Amet‘ican Millers’ Association

600 Maryland Avenue, SW » Suite 825 West » Washington, DC 20024
, 202:484-2300  Fax 202-488-7416

February 26, 2010

The Honorable Joseph 1. Lxebennan
Chairman’

Committee on Homeland Secunty
Governmental Affairs :
U.S. Senate

‘Washington, DC 20510

The Honorable Susan M. Colling

Ranking Member

Committee on Homeland Security and Governmental Affaxrs
U.S. Senate '

‘Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins:

The North American Millers’ Association (NAMA) supports bill S. 2996, the
“Continving Chemical Facilities Antiterrorism Security Act of 2010” sponsored by Senators
Susan Collins, Mark Pryor, George Voinovich, and Mary Landrien. This bipartisan bill is
vital in that it will reauthorize the CFATS program through October 2015 without
interrupting ongoing implementation efforts by both businesses and govemment

NAMA is the trade association representing the wheat, corn, and oat 'milling industry.
NAMA's 47 member companies operate 170 mills in 38 states and Canada. Many people are
unaware that CFATS impacts small food processors and mlllers who are minor end-users of
chemicals of interest.

NAMA supports S. 2996 and the continuation of the CRATS program in order to allow
operators of high-risk facilities to do the necessary business planning to implement the
facility and procedural modifications required by the current law. This bill will also give
DHS and industry the opportunity to continue to make the program functional. Importantly,
§. 2996 does not mandate government-selected security measures (e.g., inherently safer
technologies) as part of the risk- and performance-based standards. Thank you for holding a
hearing on this important issue.

Sincerely,

Jane B. DeMarchi
Director of Government Relatlons
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Charles 7. Drevna N PR A
President .
National Petrochemical & Refiners Association 1867 K Streel, NW 202.457.0480 voice
Suite 700 202.457.0488 fax
Washington, DG cdrevna@npra.org
20008

February 25, 2010

Re: Continuing Chemical Facilities Antiterrorism Security Act of 2010

‘To Whom It May Concern:

NPRA, the National Petrochemical & Refiners Association, writes today in support of S.
2996, the “Continuing Chemical Facilities Antiterrorism Security Act of 2010.” NPRA
members include more than 450 companies that supply Americans with a wide variety of
products used daily in their homes and businesses. These products include gasoline, diesel
fuel, home heating oil, jet fuel, lubricants, and the chemicals that serve as “building blocks”
for everything from plastics to clothing to medicine to computers.

S. 2996 is an important step to providing the indusiry with the regulatory certainty required
to continue keeping our country safe from terrorist attacks. By reauthorizing the current
Chemical Facility Anti-Terrorism Standards (CFATS) for five years, this legislation will
grant DHS the time it needs to fully implement the current program, which will significantly
strengthen our national security without undermining our economy. 8. 2996 will also allow
for voluntary chemical security training programs to ensure that federal, state, and local
government officials and emergency response providers are properly equipped and prepared
to deal with any potential facility-related emergency. The bill’s training programs and
exercise drills, along with the current CFATS risk-based performance standards, will serve to
strengthen our nation’s critical infrastructure.

NPRA cautions against adding Inherently Safer Technology (IST) provisions to chemical
facility security legislation as debate on the issue continues. NPRA believes the federal
government should not be granted the authority to make engineering and business decisions -
for our nation’s chemical facilities. IST provisions may result in simply transferring risk to
other points along the supply chain instead of reducing risks as intended, while hampering
security in the process. :

Furthermore, IST mandates will impose significant financial hardship on refiners and
petrochemical producers who, like all businesses across the country, are already facing
challenges due to the current economic recession. In addition to the fact that mandated
chemical switching may not reduce risk, some estimates indicate that the process changes
imposed by such mandates could cost hundreds of millions of dollars per facility. Such
additional operating expenses would be too much for many facilities to bear, particularly
given the current financial environment, and would likely drive American jobs overseas.
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"

NPRA

Page 2

Thank you for considering our views on 8. 2996 and chemical facility security, NPRA
stands ready and willing to work with the Committee and Congress towards the
implementation of sound, responsible, effective chemical facility security policy.
Sincerely,

e

Charles T. Drevna
President, NPRA
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@ PotaShCOl‘p' James F. Dielz

Helping Nature Provide Executive Vice Preshdent
and Chief Operating Officer
March 1,2010
Senator Susan Collins
Ranking Member

Homeland Security and Government Affairs Committee
413 Dirksen Senate Office Building
Washington, DC 20510

Re: Continuing Chemical Facility Anﬁterrofism Security Act of 2010 (8. 2996)

Dear Senaior Collins:

We would like to thank you for introducing 8. 2996, Comtinuing Chemical Facility Antiterrorism
Act of 2010, This legislation will continue the Chemical Facilities Antiterrorism Standards
(CFATS) program, which is still in the process of being implemented. Your effort to continue
this program will help to ensure that America’s chemical facilities are as secure as possible,
while allowing industry to work hand in hand with the Department of Homeland Security (DHS).

PotashCorp is the world"s largest fertilizer company by capacity, producing the three primary
crop nutrients ~ potash (X), phosphate (P) and nitrogen (N). As the world’s leading potash
producer, we are responsible for about 20 percent of global capacity.

With operations and businessiinterests in seven countries, PotashCorp is an international
enterprise and a key player in meeting the growing challenge of feeding the world, including our
facilities in Florida, Georgia, Illinois, Missouri, Nebraska, North Caroling, Ohio, and Texas.

Our company places significant emphasis on the security of our products and has developed
premier standards and systems in order to do so. The continuation of the CFATS program will
foster further development of secure practices, while ensuring that American farmers have access
to the valuable inputs they require.

We support your effort to continue the current CFATS program through $.2996 and we look
forward to working with you to make this important bill become law.

Sincerely,

James F, Dietz

1101 Skokie Boulevard, Suite 400, RO, Box 3320, Northbroak, [L US 60062 Y (847} 849-4472 F (847) 849-4691 Toll Free (800) 241-6908
PCS {USR), Ine. §
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PUGET SOUND ENERGY

The Energy To Do Great Things

March 2, 2010

The Honorable Joe Lieberman The Honorable Susan Collins

Chair, Committee on Homeland Security Ranking Member, Committee on Homeland
& Governmental Affairs Security & Governmental Affairs

United States Senate United States Senate

340 Dirksen Senate Office Building ’ ‘ 350 Ditksen Senate Office Building

Washington, DC 20510 Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins,

In advance of the hearing being held in the Senate Homeland Security and Governmental Affairs
Committee on Wednesday, March 3, Puget Sound Energy wishes to express support for S. 2996, the
Collins-Pryor-Voinovich-Landrieu bill which proposes to resuthorize the Chemical Facility Anti-
Terrorism Standards (CFATS) program through October 2015. Puget Sound Energy (PSE), Washington
State’s largest electric and natural gas distribution company, supports the passing of this bill.

Since the promulgation of CFATS in 2007, PSE and other members of the American Gas Association
(AGA) have worked extensively with the Infrastructure Security Compliance Division of the Department
of Homeland Security (DHS) to enhance understanding of natural gas underground storage operations and
applications of security requirements for these facilities under CFATS. A lot of time has already been
spent analyzing security measures at chemical storage facilities in an effort to develop a security program
under CFATS, and this legislation will allow DHS to continue its authority toward implementing a
successful CFATS program without interruption.

Puget Sound Energy believes that an issue under consideration to mandate Inherent Safer Yechnology
(IST) as additional secwity standards for underground natural gas facilities is-ineffective in increasing
security measures and impracticable for underground natural gas storage. We fully support adoption of S.
2996 to prevent disruption to the ongoing DHS process to implement a successful security program under
CFATS. i

If you have any questions, please contact Michael Hobbs, Director of Compliance at (425) 456-2702, or
michael.hobbs@pse.com . Thank you for your consideration of our perspective. .

Sincerely,

Bertrand Valdman
Executive Vice President and
Chief Operating Officer

cc: The Honorable Patty Murray
The Honorable Maria Cantwell

PO. Box 97034 / Bellevue, WA 98009-9734
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;‘;";"’“‘ff“sm“ Michael L. Benmett
Fourth Sireet ', . T I e -
1.0 Box 6000 . President and Chief Exeeutive Officer

Sinax CHy, 1A STHC-6004
Telephone: {71 27713480

February 26, 2010

The Honorable Susan Collins
United States Senate
Washington, DC 20510

Dear éenator Collins:
Thank you for introducing s, 2996, Continuing Chemical Facility Antiterrorism Act of

2010, legislation that will continue the Chemical Facllities Antiterrorism Standards
(CFATS) program, which is stifl in the implementation process. This program wilt help to

" ensure that America’s chemical facilities are as secure as possible, while aliowing

industry to work hand-in-hand with the Department of Homeland Security.

Terra Industries Inc. is a leading North American producer and marketer of nitrogen
products, which we sell as fertilizers, industrial feedstocks and environmental reagents.
Our U.S, operations include nitrogen manufacturing and storage facilities in
Donaldsonville, Loulsiana; Yazoo Clty, Mississippl; Blair, Nebraska; Sergeant Bluff, lowa;
and Verdigris and Woodward, Oklahoma. :

The nitrogen industry’s products are critical to American agriculture, contributing to
increasing productivity and ylelds. Our industry has developed rigorous standards and
systems to secure our products. The continuation of the CFATS program will foster
further development of security practices, while supplying American farmers with the
crop nutrients they require to help feed the world.

We sbpport your efforts to continue the current CFATS program through $.2996 and
fook forward to seeing this important bill become law.

Sincerely,

Michael Bennett
President and Chief Executive Officer
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Q TransCanada

In business o defiver
TransCanada

February 26, 2010

The Honorable Joseph |. Lisberman

Chaiman

Committee on Homeland Security and Governmental Affairs
U.S. Senate

Washington, DC 20510

The Honorable Susan M. Collins

Ranking Member

Committee on Homeland Security and Governmental Affairs
U.8, Senate

Washington, DC 20510

Dear Chairman Lieberman and Ranking Member Collins:

As an owner and operator of underground gas storage facilities, TransCanada would like
to extend our support for the reauthorization of the CFATS Program as proposed in the
Collins-Pryor-Voinovich-Landrieu Senate bill. The extended time to implement
provisions of this bill can address concerns that have been raised within our industry
related to the applicability of the former version of the bill to underground storage
facilities. " it will also eliminate the requirements for Inherently Safer Technologies (IST)
as proposed in the House bill. We are opposed fo the implementation of these
requirements as thay can potentially increase security threats.

Tha requirements of the existing CFATS Program will be disruptive to the public as it
requires securing areas that can encompass entire communities, commercial districts,
roads, waterways, major highways and railway transportation. Securing these would
require restricting access to this publicly held infrastructure. The AGA has proposed an
amendment to the existing CFATS Program that is consistent with existing Department
of Transportation regulatory requirements, The inclusion of these proposals in the
CFATS Program will appropriately mitigate security risks while eliminating problematic
regulatory requivaments.

In closing, I wouid Iike to offer TransCanada’s support for the Collins-Pryor-Voinovich-
Landrieu Senate bill and the elimination of the requirements for Inherently Safer
Technologies. Please feel free to contact Glenn Reierson at (403) 920- 2646 should you
have additional questions regarding this matter.

Respectfuﬂy,

s, Borey™

Sandra Barnett
Manager,
Environmental US Pipelines

717 Texas Street
Houston, TX 77005

832-320-5569
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ey
- Williams.
12—

Director of Enterprisc Security
$18/573.2232
918/573-880S fax

bruce.ligt@willisms.com
One Williams Center, Suits 4500

Tulsa, Oklahoma 74§72

‘February 26, 2010

. The Honorable Susan Collins

Ranking Member, Committes on Homeland
Security end Governmental Affairs :
340 Dirksen Senate Office Buliding
Washington, DC 20510

Viafax: 202-224-9603

Dear Senator Collins:

Lam writing to express our company's suppoit for your legisigtion {and that of your co-sponsors) to
extend the Chemical Security Act. The Williams Companles produces, processes and transporis
natural gas throughout the United States,

Passage of your lsgislation, the Continuing Chemical Facilities Antiterrorism Security Act, will help
our industry continue the collaborative work afready started with the Department of Homeland
Sacurity ta Improve security of critical facliities In ways it makes sense o do so.

We would suggest one small change to the legislation. The Department has classified some natural
gas underground storage facilities as tiered facilities subject to certain regulations, including possibly
securing the perimeter of the facillty. This is simply not feasible or necessary in the case of many
natural gas storage fields, where the natural gas in question i$ aiready sacurs in the ground. The
surface perimeter of the fleld may involve dozens, even hundreds of land owners who have no
connaction to the facliity but who could be heavily impacted by a requirement, for example, to
enclose the perimeter of the facllity.

We would request that natural gas storage operations either be exempt from coverage under the
program or that the Department be given the discretion to make a case-by case exemption where the
rules don't iogically apply. ’ : .

Sincergly,

I.-f"( : ~
Bruce List CPP, CFE )
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Government Affairs Office Headquarters Office
1300 Eye Street NW 6666 West Quincy AVE
Suite 701W Denver, CO 80235
Washington, DC 20005-3314 T 303.794.7711

T 202.628.8303 ¥ 303.347.0804

\\ F 202.628.2846 WWW.aWWa.org
‘ [ .

American Water Works

Association
March 3, 2010

The Honorable Joseph Lieber man

Chair

The Honorable Susan M. Collins

Ranking Member

Senate Committee on Homeland Security and
Government Affairs

Dear Senator Lieberman and Senator Collins,

The American Water Works Association (AWWA) appreciates the opportunity to provide this
written statement concerning the subject of today’s hearing, “Chemiical Security: Assessing
Progress and Charting a P ath Forward.” While drinking water and wastewater utilities are
currently exempt from chemical facility security anti-terrorism standards, known as CFATS,
there is apparent interest in Congress in ending those exemptions, as the bill passed by the
House of Representatives this fall, H.R. 2868, wouid do.

As the Committee addresses the issue of chemical security at water utilities, it should first be
aware of the proactive security measures that drinking water and wastewater utilities have
undertaken for many years. We also want to share with the Committee the factors and
variables that apply to a water security system.

Water and wastewater utilities have always been concerned about
chemical security and have responded to protect the public

Before and after September 11

Water utilities have been handling gaseous chlor ine for more than 100 years and are well aware
of what is required to safeguard this material, using a range of methods from secure storage
sites up to and including scrubbers that neutralize leaks. Utilities have addressed perimeter
security at treatment facilities and reservoirs for years. Utilities that use certain chemicals
above a minimum threshold are already subject to the risk management planning provisions
under section 112(r) of the Clean Air Act; the emergency planning and community notification
provisions under the Emergency Planning and Community Right to Know Act; and additional
state and local standards for safe storage and handling of hazardous chemicals.

When Congress passed the Public Health Protection and Bioterrerism Preparedness and
Response Act of 2002 (Bioterrorism Act), which required vulnerability assessments and updates
to existing emergency response pians, the water sector took those requirements several steps
further and developed extensive training progra ms and tools to support utilities. They also
sought measures to protect against the unintentional release of vulnerability assessments that
could be used fo harm public water systems,
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Development of Security Standards and Guidance

in 2006, AWWA initiated a process to develop a standard that defines the minimum
requirements for a water utility security program that ensures employee safety, public health
protection, public safety, and public confidence. This standard, ANSYAWWA G430-09: Security
Practices for Operations and Management, is designed to cover the principal activities of a
typical water and/or wastewater utility regardless of size, location, ownership, or regulatory
status. This standard builds on the long-standing practice of water utilities of utilizing a multiple-
barrier approach for the protection of public health and safety. This approach provides a
protective utitity-specific security program that results in consistent and measurable outcomes.

In 2009, AWWA formed a partnership with the American Society of Mechanical Engineers -
Innovative Technologies Institute (ASME-ITI) to develop a standard, ASME-ITVAWWA J100-10:
Risk Analysis and Management for Critical Asset Protection (RAMCAP®) Standard for Risk and
Resilience Management of Water and Wastew ater Systems, for analyzing and managing the
risks associated with malevolent attacks and naturally occurring hazards against critical water
infrastructure. When applied, RAMCAP provides a consistent, efficient and technically sound
methodology to identify, analyze, quantify, and communicate the level of risk and resilience (ie.,
the ability to withstand disruption or to quickly retum to an acceptable level of service after an
interruption) and the benefits of risk reduction and resilience enhancement. It provides a
process for identifying security vulnerabilities, consequences and the likelihood of certain
incidents, and provides methods to evaluate the options for reducing these elements of risk.
The RAMCAP standard does include recognition of the effort undertaken to meet the
requirements of the 2002 Bioterrorism Act. ’

Water and Wastewater Agency Response Networks (WARNs}

Forty-five states now have a WARN program, a network of utilities helping utilities to respond to
and recover from emergencies. WARNSs provide a method whereby water/wastewater utilities
that have sustained or anticipate dam ages from natural or human-caused incidents can provide
and receive emergency aid and assistance in the form of personnel, equipment, materials, and
other associated services as nece ssary from other water/wastewater utilities. They provide
rapid, short-term deployment of emergency services to restore the critical operations of the
affected water/wastewater utility. The WARN program provides an important and voluntary
mechanism that enhances the resiliency of water sector.

A water utility’s responsibilities don’t end with chemical security; ’
a water utility also has an obligation to protect the safety of the water
- supply from public health risks due to contamination

Disinfectants

Disinfectants are the primary chemicals of concern in water security discussions, with chiorine
gas garnering the greatest attention, The ¢ hoice of disinfectant by a water utility is based on a
variety of critically important local factors, such as local water chemistry, particular pathogens,
environmental factors, and local infrastructure. This choice is critical to safety of the water
supply and is not a matter of simple substitution of one disinfectant for ancther.

Evaluating changes to treatm ent processes requires a thorough consideration of the effects
different alternatives will have on the quality of water provided to consumers, and the
sustainability of the selected treatment process over time and under adverse conditions. T he
evaluation must be technically transparent for smooth operations and for the review of
regulators.
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In that light, AWWA in 2008 prepared a decision-support guide for water and wastewater utilities
titted, Selecting Disinfectants in a Security Conscious Environment. The guide describes a
step-by-step process for evaluating and comparing various disinfection strategies, while taking
into consideration the unique operating needs of each utility.

Selecting Disinfectants builds on existing water sector engineering standards, manuals of
practlce costing tools, and public communication techniques to ’

address disinfection objectives, both statutory and those set by the community served;
= reflect local circumstances,;
®»  compare disinfection options cons:stenﬂy, .
®  take into account operational, process, and supply -chain reliability factors; as well as

environmental, operator, and community safety considerations;

provide transparency in the decision-making process; and

incorporate appropriate risk communication within the decision-making process and the
community.

As outfined in the document Selecting Disinfectants in a Security Conscious Environment,
drinking water utilities must tailor their treatment and distribution processes according to
regulatory obligations (such as the federal requirement to use chlorine in some form and to
achieve certain levels of disinfection), to critical variations in source-water characteristics (such
as temperatures, pH, pathogens, efc.), and to other local factors (such as delivery options for
disinfectant chemicals, the need to maintain reserve supplies in the event of supply interruption,
spatial limitations at the plant site, local am bient temperatures that affect the “shelf life” of
chemicals and the attendant chemical degradation and breakdown products, etc. Attachment 1
provides tables showing the factors that must be weighed in choosing among disinfectants.

In addition, recent studies have provided additi onal information on important factors to be
considered regarding the use of bulk hypochlorite and on-site gener ation of a disinfectant
instead of gaseous chlorine. In both instances, if not produced and managed properly, the
potential exists for introduction of contaminants that might not otherwise be present in systems
using gaseous chlorine, namely bromate, perchlorate and chlorate, all of which are regulated or
under review. The findings from the study, “Hypochlorite — An Assessment of Factors That
influence the Formation of Perchlorate and Other Contaminants” are being used to assist
utilities in the management and use of hypochlorite products, which degrade at differing rates
depending on pH, tem perature and other storage conditions, to mitigate the potential for
elevated levels of certain water quality contaminants.

The impact of IST

One provision of H.R.2868 would require utilities in the high- risk tiers to assess mheren tly safer
technologies” (1STs) and then possibly be subject to a state mandate to implement them. While
not everyone agrees on the exact definition and intent of IST in this legislative context, the core
elements of IST are standards that are already incorporated into modemn water treatment facility
design and need no further legislative mandate. They include:

Minimizing quantities of hazardous materials on-site,

Substituting safer materials or processes when possible,

Moderating of operating conditions to reduce associated risks, and

Overall simplicity so as to minimize the potential for equipment failure and human error.

s & &
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Because of these critical factors and variables, AWWA has long maintained that the choice of
disinfectant should lie with local officials. in the past, there have been proposals to have the IST
decision lie with federal officials. There are more than 54,000 com munity water systems in the
United States. While not all of them would face IST determinations, we believe making this a
federal decision would be unworkable as federal officials would be even more removed from
understanding local factors that drive disinfection decisions at individual utilities.

The House bill, under the section titled, “Methods to Reduce the Consequences of a Chemical
Release from an Intentional Act,” would place the final decision on which materials — primarily
disinfectants — or processes a water utility may use outside the local community and with state
drinking water primacy agencies. State agencies simply do not have the resources to carry a
new mission such as this. They are already understaffed to carry out their existing mandates.

AWWA’s Recommendations for Increased Security

Since September 11, the water sector has taken significant steps to address homeland security
concerns. Water systems serving more than 3,300 people have develo ped vulnerability
asgessments and emergency response plans. Most have restricted access and other measures
to secure critical assets, including chemical supplies. Utilities have also used technigues to
ensure that vulnerability assessments are protected against harm ful release such that the public
would be put at risk.

AWWA has also invested significant resources in developing tool s and standards that water
systems use to ensure they are meeting the highest leve! of performance on security issues. in
light of the steps the water sector has already taken to address security, it does not make sense
{and could cause harm) to legisiate outcomes which prohibit the use of particular chemicals,
including chiorine gas.

AWWA urges members of Congress to support chemical security legislation that applies to
water utilities only ifit:

1. Does not include authority to mandate the use of “inherently safer technology.”
Decisions concerning utility choice of disinfectant are complex, are based on critical local
factors, and are not a matter of simple substitution of one disinfectant for another;

2. Because such decisions are based on critical local factors, legislation must retain local
decision making authority using processes that give due consideration to all risks; and

3. Provides adequate protection of sensitive information. Personnel (including collective
bargaining agents) who are not water system employess, their contractors, or
government agents, should not have access to or be involved in the developm ent of
vulnerability assessments or site security plans.

AWWA would be happy to work with the Senate further as it deliberates on these important
issues.

Sincerely,

Tom Curlis
Deputy Executive Director for Government Affairs
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Attachment 1

41

Evaluation of Options
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I.  Introduction

NPRA, the National Petrochemical & Refiners Association, appreciates the opportunity
to submit written testimony for this important and timely hearing regarding chemical facility
security, Our statement focuses on the progress of security measures our members have
initiated, our views on the current CFATS program, thoughts on a path forward and our support
for S. 2996, the “Continuing Chemical Facilities Antiterrorism Security Act of 2010.”

NPRA members include more than 450 companies, which represent virtually all U.S.
refiners and petrochemical manufacturers and their suppliers and vendors. NPRA member
companies supply consumers with a wide variety of products used daily in their homes and
businesses. These products include gasoline, diese] fuel, home heating oil, jet fuel, lubricants,
and the chemicals that serve as building blocks for everything from plastics to clothing,
medicine, and computers.

I, S. 2996, the “Continuing Chemical Facilities Antiterrorism Security Act of 2010”

NPRA supports S. 2996, the “Continuing Chemical Facilities Antiterrorism Security Act
0f2010.” §. 2996 is an important step to providing the industry with the regulatory certainty
required to continue keeping our country safe from terrorist attacks. By reauthorizing the current
Chemical Facility Anti-Terrorism Standards (CFATS) for five years, this legislation will grant
DHS the time it needs to fully implement the current program, which will significantly
strengthen our national security without undermining our economy. S, 2996 will also allow for
voluntary chemical sceurity training programs to ensure that federal, state, and local government
officials and emergency response providers are properly equipped and prepared to deal with any
potential facility-related emergency. The bill’s training programs and exercise drills, along with
the current CFATS risk-based performance standards, will serve to strengthen our nation’s
critical infrastructure.

1.  Background

Maintaining the security of our facilities always has been and remains a top priority at
refineries and petrochemical plants. Operators of those facilities are fully engaged in the
maintenance and enhancement of facility security. These businesses have long operated
globally, often in unstable regions overseas where security is an integral part of providing for the
world’s energy and petrochemical needs.

In the immediate aftermath of the September 11, 2001 attacks, our nation realized that
additional and unconventional threats must be considered in order to protect our homeland, In
full understanding of the potential and significance of these threats, our industry did not wait for
adoption of new government mandates before implementing additional, far-reaching facility
security measures to address these new threats. Instead, refining and petrochemical facilities
immediately initiated several measures to strengthen and enhance security, including: 100
percent ID verification and bag screening; comprehensive vehicular inspections; limitations on
visitor access and tours; and a reduction in plant access points to minimize risk.
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In compliance with current Chemical Facility Anti-Terrorism Standards (CFATS)
regulations, our members have submitted their Top Screens, are completing their Site
Vulnerability Assessments (SVAs), and formulating their Site Security Plans (SSPs) in
accordance with the Department of Homeland Security’s (DHS) timetables. Throughout this
process, NPRA and its members have developed productive and collaborative working
relationships with DHS and other key federal agencies, and strengthened relationships with state
and local law enforcement offices. These relationships ensure, to the extent possible, that all
parties obtain and exchange information critical to the maintenance of infrastructure security,
enabling all to respond rapidly to terrorist threats.

NPRA members have held joint training exercises simulating terrorist attacks, and NPRA
has developed a comprehensive annual Security Conference, now in its ninth year, bringing
federal and state government security officials and industry security practitioners together to
discuss the constantly evolving security Jandscape. Industry personnel from the largest
companies to the smallest have shared best practices at NPRA meetings and conferences. NPRA
and its members are also key members of both the Qil and Natural Gas and the Chemical Sector
Coordinating Councils. Our members have engaged in numerous technical consultations with
DHS on existing regulations and have consistently participated in national-level exercises and
voluntary programs. In addition, NPRA testified twice before Congress during the initial
development of the CFATS program.

1V,  The Current CFATS Program

NPRA firmly believes that the current CFATS program is a success. Since the creation
of the CFATS program, there has been a surge in security awareness across all industries and
among industry employees. As a result of CFATS, facility operators and employees have
become keenly aware of vulnerabilities at each site, potential off-site consequences, and methods
to reduce risks at these sites. Our members continue to implement elements of the existing”
CFATS regulations in accordance with DHS timetables. Our members also report that the
current regulations have helped them better manage their inventory of chemicals. Furthermore,
many members regularly conduct security awareness training and complete SVAs to enhance
security at sites that do not fall under the CFATS program. NPRA and its members have an
excellent working relationship with DHS and have repeatedly volunteered to help the
Department through activities ranging from site tours to joint training activities. In order to fully
gauge the success of the current version of CFATS, however, all sites from every tier should be
inspected to allow for the complete implementation of the current program. Only then can
Congress determine whether or not significant changes to this highly successful program are
required,

Specific focus on the existing CFATS program and related seourity activities indicates
the following:

¢ The refining and petrochemical industry will continue to maintain and improve its
security operations to protect the vital network that provides a reliable supply of fuels and
other petroleum and petrochemical products required to keep our nation strong and our
economy growing.
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o Essential working relationships and information networks have been established between
government security agencies and the refining and petrochemical community to exchange
“real-time” intelligence data on security issues. These relationships allow for rapid
responses to terrorist threats. NPRA. believes that unwarranted and potentially counter-
productive revisions to this successful program could significantly alter these
relationships, thus placing unnecessary obstacles in the way of the nation’s over-arching
goals regarding homeland security.

» Industry has partnered with the Department of Homeland Security on many important
security initiatives and programs, including the Risk Assessment Methodology for
Critical Asset Protection (RAMCAP), the Homeland Security Information Network
(HSIN), Buffer Zone Protection Plans, SV As, Site Security Plans (SSPs), and Industry
Sector Councils.

* Many of our members comply with the security requirements under the Maritime
Transportation Security Act (MTSA), a program administered by the U.S. Coast Guard
(USCQ). The Coast Guard and NPRA members have worked together closely to achieve
the security goals of the Act. If CFATS and MTSA are harmonized, the work that sites
have done to comply with MTSA must be recognized. Further, NPRA believes that the
MTSA sites should not be subject to dual inspections and that the USCG should continue
its role at traditional MTSA sites.

V. Inherently Safer Technology

Before a discussion of Inherently Safer Technology (IST) and NPRA's continued
opposition to its inclusion in any legislation can take place, it is important to understand the
scientific concepts of hazard and risk. NPRA believes this discussion to be important so that
chemical information is not only understood, but also not misinterpreted.

In essence, a hazard is part of a chemical’s nature, while risk is interdependent on the
conditions of the chemical’s storage, handling, and ultimate use. In the context of describing
chemicals, a hazard is a characteristic of a substance that gives it the potential to produce an
undesirable consequence under certain conditions. The inherent hazard of a chemical does not
change and does not depend on circumstance. Conversely, risk can (and usuaily does) vary with
conditions. It is related to the like/ihood that an undesirable event could take place and the
consequences the event could produce; in other words, the likelihood that a potentially hazardous
substance could cause harm.

For example, cars inherently comprise hazardous properties (e.g., heavy weight,
flammable fuel) that under certain conditions—high speed, bad road conditions, etc.—can
produce serious damage. The weight of the car and the flammability of the fuel that propels it—
two of its hazards—do not change. Operated under proper speeds and conditions, cars are
considered to pose an acceptable degree of risk because they are less likely to be involved in an
accident. Furthermore, society accepts the risks inherent in automobile use because the benefits
of transportation are deemed to outweigh the risks,

4
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Chemicals also can have hazardous characteristics. Just as conditions affect the risk
posed by operating a car, the risk a specific chemical poses depends upon the conditions of how
and where the chemical is stored, used and handled. These conditions are as, if not more,
important as the chemical’s inherent properties when trying to determine its degree of risk. For
instance, household oven cleaners and drain openers are corrosive—a hazardous property—and
can cause severe burns on the skin and permanent blindness if splashed into the eyes and not
treated immediately. Despite these hazardous characteristics, these products, and many others,
are used in most households because of their desired properties. When these products are clearly
labeled, as required by law, and used with adequate precautions, they do not pose a significant
risk. In fact, virtually any hazardous substance can be handled safely with the right precautions.
Consumers accept this fact and use hazardous products accordingly.

In relation to the current legislative debate, and as several legislative initiatives
considered to date have included IST mandates, IST is perhaps the most misunderstood and
controversial aspect of newly proposed chemical site security legislation. NPRA has been, and
remnains opposed to the inclusion of IST mandates in any chemical facility security legislation.
While it may seem self-explanatory, the term as used in chemistry and engineering may be
misleading to non-scientists.

Many non-scientists have been led to believe that the only way to ensure security at
chemical facilities is by reducing the amount of hazardous substances used in chemical
manufacturing and processing or by a “simple” chemical substitution. Application of IST,
however, is bound by the laws of physics and nature; a simple reduction or switch in the use of
hazardous chemicals is rarely possible within the context of a particular reaction or process. In
other words, mandating IST would fail science under certain circumstances. When such
reductions are possible, they often do not reduce overall risk; rather, they result in the transfer of
risk to other points in a chemical process or the supply chain. To place the current IST debate in
context, our statement illustrates the limitations of substitution in the field of chemistry,
discusses the difference between a hazard and a risk, and concludes with an explanation of why
reducing a hazard in a process does not necessarily reduce the overall risk.

IST is a conceptual and complex framework that covers procedures, equipment,
protection and, when feasible, the use of less hazardous chemicals. Its premise is founded on the
belief that if a particular ~azard can be reduced, the overall risk associated with a chemical
process will also be reduced. In its simplicity, it is an intuitive concept; however, reality is not
always that intuitive or simple: A reduction in hazard will reduce overall risk if, and only if, that
hazard is not displaced to another time or location, or does not amplify another hazard. If the
hazard is displaced, then the tisk will simply be transferred or increased, not reduced. Seemingly
simple reductions in hazard may affect overall risk.

Substituting Sulfuric Acid for Hydrofluoric Acid at Petroleum Refineries

One example of the unintended consequences of mandatory chemical substitution lies in
the often cited scenario of substituting sulfuric acid for hydrofluoric acid at petroleum refineries.
In its overly-simplistic report on IST, Chemical Security 101: What You Don't Have Can’t Leak,
or Be Blown Up By Terrorists, the Center for American Progress highlights petroleum refinery
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alkylation units as an example of how gasy it is to switch from one chemical to another:
specifically, replacing hydrofluoric acid with sulfuric acid as a catalyst. What that report fails to
mention, however, is the fact that switching from hydrofluoric acid to sulfuric acid requires a
completely rebuilt alkylation unit costing upwards of $100 million in some cases. The report
also fails to mention that it requires approximately 250 times the amount of sulfuric acid to
achieve the same catalytic performance as hydrofluoric acid. For a 10,000 barrel-a-day
alkylation unit, this equates to one to two truckloads of hydrofluoric acid delivered to the
refinery each month, compared to three or four truckloads of regenerated sulfuric acid coming in
and three or four truckloads of spent sulfuric acid going out each day. In essence, the risk—
which is actually quite small—of a terrorism incident at a refinery does not change substantially;
however, the transport and worker safety risks increase greatly due to the vastly increased
amount of catalyst that would be needed.

It should be readily apparent that the decision to use a particular alkylation process
involves very careful and deliberate thought. Both catalysts have advantages and disadvantages
in areas such as environmental impact, safety and cost. The previous example is not intended to
demonstrate a preference for one alkylation process over another; rather, the intent is to explain
the real-world challenges facing refiners when confronted with potentially mandated 1ST
requirements in the context of security. Decisions on alkylation techniques are best left to
practitioners of the scientific disciplines that ensure safety and security at the refining facilities.

VI. Conclusion

Refiners and petrochemical manufacturers are committed to complying with CFATS, NPRA
- does not oppose a reasonable review of the current program and making appropriate adjustments
where needed. However, the existing program is still developing and should be allowed to be
fully implemented before it is significantly altered. The program should also be made permanent
to provide regulatory certainty and a stable security framework for the future. NPRA supports
such an extension of the current program and an elimination of the sunset provision in existing
law. S. 2996 is an important first step towards achieving this goal.

We urge the Committee to pass S. 2996 as currently drafted. We also urge the
Committée to reject any attempts to amend S. 2996 with provisions that would undermine both
security and economic development. IST decisions should be left to individual sites and not
mandated by DHS. Chemical engineering decisions must be made by qualified chemical
engineers, not by government officials lacking the requisite scientific background. Political
considerations must not outweigh fundamental security principles.

NPRA appreciates this opportunity to submit this statement for the record and stands
ready and willing to work with the Committee and Congress towards the implementation of
sound, responsible, effective chemical facility security policy., Thank you for the opportunity to
submit this statement for the record,
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Introduction

My name is M. Sam Mannan and [ hold a BS, MS, and PhD in chemical engineering. I
am a registered professional engineer in the states of Louisiana and Texas and I am a certified
safety professional. 1am a Fellow of the American Institute of Chemical Engineers and a
member of the American Society of Safety Engincers, the International Institute of Ammonia
Refrigeration, and the National Fire Protection Association. Iam Director of the Mary Kay
O’Connor Process Safety Center, holder of the T. Michael O’Connor Chair I in Chemical
Engineering, and Regents Proféssor of Chemical Engineering at Texas A&M University. The
Center secks to develop safer processes, equipment, procedures, and management strategies that
will minimize losses in the process industry. My area of expertise within the chemical
engineering discipling is process safety. I teach process safety engineering both at the
undergraduate and graduate level, I also teach continuing education courses on process safety
and other specialty process safety courses in the United States and overseas. My research and
practice is primarily in the area of process safety and related subjects. The opinions presented in
this document represent my personal position on these issues. These opinions are based on my
education, experience, research and training,

Chemical security and protection of the chemical infrastructure is of extreme importance
to our nation, and I am pleased that the US Congress is continuing to pay attention to issues
relating to Chemical Facility Anti-Terrorism. 1have provided testimony previously on this
subject to the US House of Representatives Subcommittee on Transportation Security and
Infrastructure Protection of the Committee on Homeland Security, on December 12, 2007 (please
see attached). Since then I have continued to study various issues related to inherent safety and
the implementation of inherent safety. While we have gained additional insight about inherent
safety issues since December 12, 2007, my opinions remain much the same as then.

While inherent safety options are one potential approach to chemical security and
protection of the chemical infrastructure, there is much more that can be done in a
comprehensive approach. Such an approach should be based upon the triple-pronged
philosophy: evaluation and assessment, prevention and planning, and response and recovery.
Planning and preparedness is required for all three areas. Only through a comprehensive,
uniform and risk-based approach can we protect the people and communities of our nation as
well as protect our nation’s critical chemical infrastructure. In summary, I would like to
respectfully present the following opinions to the US Senate.

1. The US Congress must give the Department of Homeland Security permanent and
continuing authority to regulate chemical security in the United States. However, the
requirement for facilities to evaluate and/or implement inherent safety options should
be carefully examined. Whenever considered, inherent safety options and
technologies should be thoroughly examined and based on a system’s life cycle
analysis (including dismantling) and review of practical risk reduction.
Implementation of inherent safety options should not be allowed to create other
unintended consequences, risk migration/transfer, or risk accumulation.
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. Inherent safety options can and should be considered; however, we must be aware of

the differences in implementing inherent safety options for existing plants, as
compared to new plants. Because inherent safety options are best addressed early in a
facility’s design phase, there are far fewer opportunities to implement inherent safety
options in existing plants. In this regard, one can appreciate the differences between
starting with a clean piece of paper versus working with an existing facility and the

- associated equipment.

. In some cases, a seemingly clear choice with regard to inherent safety may create

undesired and unintended consequences. Issues such as risk migration, reduction of
overall risk, and practical risk reduction should be evaluated whenever an inherent
safety option is considered. :

. Costsbenefit analysis of inherent safety options is another very important and

pertinent issue that should be a significant part of any decision making process.

. Currently there does not exist a generally dccepted understanding on the definition of

“inherently safer technology.” Given that background, if regulations require all
plants to be “inherently safe,” there might be a tendency to broaden the definition of
“inherently safe,” so that almost everything fits the definition,

. I feel very strongly that science should precede regulations and standards. In this

respect, I draw the attention of the US Senate to the science and research needs 1
indentified in my December 12, 2007, testimony to the US House of Representatives.
1 do not believe that science currently exists to quantify the degree of inherent safety.
In other words, there is no clearly established scientific basis on which inherent safety
options could be mandated by any legislation or regulation at chemical facilities.

. The use of a risk-based approach and risk-tiers in evaluating the vulnerability of any

facility is a good approach. However, based on current know-how and science, there
does not exist any widely accepted scientific process by which to require (by
legislation or regulation) a mandatory assessment of “inherently safer technology,” at
a chemical facility. As a result, there are dangers associated with mandating a
specific assessment model or requiring an overly burdensome assessment regime.

. There are mariy methods available to the industry for potentially reducing risk and

valnerability. Vulnerability assessments should consider the feasibility of ail
methods for improving security to determine the methods to achicve the optimum
balance of cost-effectiveness and vulnerability reduction. Instead of prescriptive
requirements for inherently safer technology and approaches, facilities should be
allowed the flexibility of achieving a manageable level of risk using a combination of
safety and security options. For example, nuclear facilities have inherently hazardous
materials, but they protect their sites and the public with a combination of multiple
layers of security and safety protective features.

. Before adopting any regulatory framework requiring the evaluation and/or

implementation of inherently safer technology, significant research questions must be
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answered to reach a universally accepted definition of “inherently safer technology.”
Research in critical areas such as system reliability and resilience must also provide
information to help develop appropriate guidance for facilities, both new and old,
regarding methods to assess the costs, benefits, and potential risks of process changes
at their facilities and throughout the supply chain and market.

Summary

1 applaud the US Congress for providing leadership in this important area of chemical
security. Istrongly urge the US Congress to reauthorize the existing Chemical Facility Anti-
Terrorism Standards. It is clear that many companies are taking reasonable and responsible steps
in chemical security, including the consideration of inherent safety options. Inherently safer
technology is an objective that should continually be pursued, but must always be based upon
sound science as well as sound risk assessment and management principles, Mandating the
evaluation and/or implementation of inherent safety options must be based on good science.
Before such steps can be taken, important issues must be resolved such as a generally accepted
understanding on the definition of “inherently safer technology,” methods for quantification of
inherent safety, and methods for evaluation of inherent safety options. Ido not believe that
current know-how and science exists to adequately define and quantify any of these issues.

Requirements for inherently safer technology should be based upon good science aimed
at making the industry secure, avoid over-regulation, and create a level playing field. US
facilities could be at a competitive disadvantage if required to implement unproven technologies
simply to meet a regulator’s position that such technology is more inherently safe.

1 am encouraged by the leadership of Congress and by continued efforts to seck expertise
and opinion from al} stakeholders.
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Introduction

Chairwoman Jackson Lee, ranking member Lungren and members of the Subcommitiee,
my name is M, Sam Mannan and I hold a BS, MS, and PhD in chemical engineering. Iama
registered professional engineer in the states of Louisiana and Texas and [ am a certified safety
professional. 1 am a Fellow of the American Institute of Chemical Engineers and a member of
the American Society of Safety Engineers, the International Institute of Ammonia Refrigeration,
and the National Fire Protection Association. Iam Director of the Mary Kay O’Connor Process
Safety Center, holder of the T. Michael O’Connor Chair I in Chemical Engineering, and
Professor of Chemical Engineering at Texas A&M University. The Center secks to develop safer
processes, equipment, procedures, and management strategies that will minimize losses in the
process industry. My area of expertise within the chemical engineering discipline is process
safety. Iteach process safety engineering both at the undergraduate and graduate level. I also
teach continuing education courses on process safety and other specialty process safety courses
in the United States and overseas, My research and practice is primarily in the area of process
safety and related subjects. The opinions I present teday both in my written statement and oral
testimony represent my personal position on these issues. These opinions are based on my
education, experience, and training.

First, I want to thank this Committee and the US Congress for addressing Chemical
Facility Anti-Terrorism and giving the Department of Homeland Security the necessary authority
to regulate security in the chemical industry. Iapplaud the Subcommittee for holding today's
hearing on chemical security regulations and their impact on the public and private sector. This
is a subject that is of extreme importance to our nation, and 1 am pleased to be able to share my
experience and opinion as well as continue to serve as a resource to the federal government on
this important jssue.

Background

Hazardous materials can be grouped into three tiers of vulnerability categories, The
first category includes the stationary facilities that are members of major industry
associations. Even though these facilities have large inventories of hazardous materials and
are quite visible, they are the best prepared against attack because of voluntary programs that
have been developed and implemented. The second tier of vulnerability category includes
smaller and medium-sized facilities that manufacture or use chemicals but may or may not be
members of any industry associations. These facilities are less visible, but are also, in
general, less prepared and more widely distributed. Finally, the third category of
vulnerability includes all hazardous materials that are in transit (by whatever means)
throughout the United States. In addition to being present almost anywhere in the United
States at any given time, this category also represents high visibility and the highest
vulnerability. It could also be argued that this category is the least prepared to deal with
intentionally cansed catastrophic scenarios.
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Some pertinent subjects of interest with regard to attacks on the chemical
infrastructure are: active protection measures; passive protection measures; vulnerability
analyses, response and recovery plans; and long-term needs and priorities. Active protection
measures include increased security, limited access to facilities, and background checks.
Examples of passive protection measures include development of exclusion areas and process
and engineering measures.

Vulnerability analysis, response, and recovery plans are needed not only to help
devise the prévention and protection plans, but also to develop the response and recovery
plans. In this respect, it must be mentioned that most of the large, multi-national facilities
that are members of major industry associations have voluntarily conducted some form of
vulnerability analysis. What is not clear is whether these analyses have been used to
integrate planning for response and recovery efforts in coordination with local agencies and
the public. One very stark lesson from the 9/11 events is that the “first” first-responders are
usually members of the public. Additionally, area- and region-specific vulnerability analysis
and assessment of infrastructure availability for response and recovery have not been
conducted. Finally, a national vulnerability analysis and assessment of infrastructure
availability for response and recovery is a critical need.

Whether natural or man-made, disasters will continue to happen. However, as we have
seen with the 9/11 events, hurricanes Katrina and Rita, and chemical incidents such as the
Bhopal disaster, planning and response is crucial in being able to reduce the consequences and to
recover from the disaster more rapidly. In this regard, it is essential to conduct vulnerability
analysis, response, and recovery planning at the following three levels:

s Plant-specific valnerability analysis and assessment of infrastructure
availability and preparedness for response and recovery is needed. As
mentioned earlier, most of the large multi-national facilities that belong to
prominent industry associations have voluntarily conducted some form of
vulnerability analysis. What is not clear is whether these analyses have been
used to integrate planning for response and recovery efforts in coordination
with local agencies and the public.

* Area- and region-specific vulnerability analysis and assessment of
infrastructure availability for response and recovery should be conducted.
Each area- and region-specific analysis should include an assessment and
planning for evacuation and shelters.

¢ National vulnerability analysis and assessment of infrastructure availability
for response and recovery is critically needed. In doing this national analysis,
impact on international issues and criteria should also be considered.
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Long-term Goals and Priorities

Long-term goals and priorities to prevent and/or reduce the consequences of intentional”
catastrophic scenarios require clear thinking and hard work. While no one would argue that
making hazardous materjals less attractive as a target should be a goal that all stakeholders
should accept, differences arise in how we realize that goal.

Inherent safety options can and should be considered; however, we must be aware of the
differences in implementing inherent safety options for existing plants, as compared to new
plants. Also, in some cases, a seemingly clear choice with regard to inherent safety may create
some undesired and unintended consequences. Issues such as risk migration, reduction of
overall risk, and practical risk reduction should be evaluated whenever an inherent safety option
is considered.

Another long-term goal is to develop technology and know-how with regard to resilient
engineered systems and terrorism-resistant plants. In this respect, research and technological
advances are needed in many areas, such as bio-chemical detection, sensors, and self-healing
materials, Protection of the chemical infrastructure, like many other challenges, requires the
commitment and effort of all stakeholders. )

1 feel very strongly that science should precede regulations and standards. With regard to
science and technology investments, many initiatives have been proposed and are being
implemented. However, some important additional initiatives that should also be considered are
given below;

1. The fact is that the chemical infrastructure and all components including the
individual sites, supply, and delivery systems were never built with terrorism in mind.
Research must be conducted to determine how we might have designed and built the
chemical plants and the infrastructure had we considered these threats, The ultimate
goal for such research would be two-pronged. First, determine options for what can
be feasibly implemented for existing plants. Second, if necessary, prescribe new
standards and procedures for new plants.

2. Research investments should be made on advanced transportation risk assessment
methods. Before transportation of any hazardous materials, a transportation risk
assessment should be conducted using available information and methodology, as
well as time-specific data that may be available.

3. Additional science and technology investments that should be considered are:

» Development of incident databases and lessons learned. This knowledge base
could then be used to improve planning, response capability, and
infrastructure changes. Recent experience in this regard is the improvement in
planning and response for the hurricane Rita from lessons leamned from the
hurricane Katrina.
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e Research should be conducted on decision-making, particularly under stress,
and how management systems can be improved. )

» Research on inherent safety options and technologies. This type of research
should be combined with systems life cycle analysis and review of practical
risk reduction. In other words, implementation of inherent safety options
should not be allowed to create other unintended consequences, risk
migration, or risk accumulation. While transportation is outside the scope of
the Chemical Security Act of 2008, it must be included in vulnerability

* assessments to avoid transfer of facility risks to transportation risks.

¢ Basic and fundamental research is also needed on design of resilient
engineered systems. For example, if the collapse of the World Trade Center
towers could have been extended by any amount of time, additional lives
could likely have been saved.

» Basic and fundamental research is also needed on resilient and fail-safe
control systems.

e Long-term research is also needed in the area of self-healing materials and
biomimetics.

Specific Comments on the Chemical Security Act of 2008

" With regard to the Chemical Security Act of 2008, 1 have the following specific
comments: ,

1. The US Congress must give the Department of Homeland Security permanent and
continuing-authority to regulate chemical security in the United States. While many
facilities are voluntarily taking appropriate measures, ] am concerned that many are
pot. A regulation that creates a minimum and level playing field is very important.

2. The inclusion of water processing facilities in the Act is imporiant and necessary. As
the 9/11 events have shown, terrorists are more likely to use easily available materials
to strike at us. .

3. The use of a risk-based approach and risk-tiering in evaluating the vulnerability of
any facility is a good approach.

4. Although Section 2110 of the Chemical Security Act of 2008 does not refer to the
term “inherent safety” or “inherently safer technology,” compliance with Section
2110 deals exclusively with the implementation of inherently safer technologies and
approaches. | have several comments with regard to the proposed language in the
Act.
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a. It is not clear how the Secretary would determine what is an inherently safer
technology or approach. More clarity is needed on this issue.

b. There are many methods available to the industry for potentially reducing risk
and vulnerability. Vulnerability assessments should consider the feasibility of
all methods for improving security to determine the method to achieve the
optimum balance of cost effectiveness and vulnerability reduction.

¢. As]stated earlier, soience should precede regulations. Ido not believe that
the science currently exists to quantify inherent safety, This def or any
actions taken as a result of the Aes should not create unintended and unwanted
consequences. An example in this context is the substitution of hydrogen
fluoride (HF) with sulfuric acid (H804) for refinery alkylation processes.
While 1t is true that HF is more toxic than H,SQy, the amount of H,SO4
needed to do the same amount of processing is 25 times or more than HF.
Thus changing from HF to HoSO4 would require large storage facilities and
more transportation. In fact, changing from HF to H;80, may provide more
opportunities for a terrorist attack. On the other hand, a well-managed plant

" with a smaller amount of HF and appropriate safety protective systems may

* represent a lower overall risk.

d. While there is no question that options with regard to inherent safety should
be considered, we must understand and account for the challenges and
difficulties in implementing inherently safer technology and options. In this
context, the Mary Kay O’Connor Process Safety Center published a White
Paper outlining challenges faced in evaluating and implementing inherently
safer designs (the White Paper is provided as an attachment). The first
chatlenge is simply to measure the degree of inherent safety in a way that
allows comparisons of alternative designs, which may or may not increase
safety or may simply redistribute the risk, The second is that because inherent
safety is an intrinsic feature of the design, it is best implemented early in the
design of 2 process plant, while the US has a huge base of installed process
plants and little new construction. Finally, in developing inherently safer
technologies, there are significant technical challenges that require research
and development efforts. These challenges make regulation of inherent safety
very difficult. We believe that a coordinated long-term effort involving -
government, industry, and academia is essential tg develop and implement
inherently safer technologies. A similar collaborative approach has shown
success in related areas such as green chemistry, energy conservation, and
sustainable development.

e. Instead of prescriptive requirements for inherently safer technology and
approaches, facilities should be allowed the flexibility of achieving a
manageable level of risk using a combination of safety and security options.
For example, nuclear facilities have very high hazard materials, but they
protect their site and the public with a combination of multiple layers of
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security and safety protective features. The current language in the bill is far
too prescriptive and focused much too heavily on only one method of
reducing the consequences of a terrorist attack. All methods of reducing
vulnerability should be considered on a case-by-case basis, and the
implementation of any one patticular method should not take or appear to take
precedence over the others.

f. Over the past 10-15 years, and more so after 9/11, consideration of Inherently
Safer Technology (IST) options and approaches has effectively become part
of industry standards, with the experts and persons with know-how assessing
and implementing inherently safer options, without prescriptive regulations
that carry risks (both as trumpihg other tools or potentially shifting risk). A
better approach for applying IST in seeurity is by allowing the companies to
assess IST as part of their overall safety, security and environmental
operations and therefore, cannot be prescriptive. The current DHS regulations

. allow for IST - but do not require it under the performance-based standards
and the no “one-measure” langnage proposed in the Chemical Security Act of
2008. Any new law should adopt the current comprehensive regulatory
scheme and build upon the great effort and momentum already established.

5. The section of the Act dealing with the formation of the Panel on Methods to Reduce
the Consequences of a Terrovist Attack is in principle a good idea. However, an issue
that needs to be given some thought is trade secrets. Even though the Aef contains
requirements with regard to protection of information and confideéntiality of
documents, it stands to reason that companies may feel restricted in providing certain
trade secret information when they know that such information may be viewed by
panelists who are employees of other comparies and coripetitors. Another issue is
that the panel could well be faced with a huge volume of work, There are thousands
of different chemical processes in use in the US. What works at one facility is not
necessarily appropriate at another facility, even if they have the same feedstock and
product. :

6. The numerous uses of the word “any” could ¢reate a huge amount of workload
associated with the evaluations and documentation of site vulnerability asséssments
{SVA) with little benefit. For example, page 12, “The identification of any hazard
that could result from a chemical facility terrdrist incident at the facility.” Another

example on page 12 is paragraph E, “Any vulnerability of the facility with respect

to__ "

7. Paragraph B on page 12 requiring the quantification of consequences (“The number
of individuals at risk of death, injury, or severe adverse effects to human health as a
result of a chemical facility terrorist incident 4t the facility.”) should be removed or
modified. As was the case with the RMP “Population at Risk™ values, the data are
often taken out of context or used inappropriately. Furthermore, there will be
significant variability in how these estimates are calculated if performed by each
company. It would be much better to have these estimates generated by DHS based
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upon the inventories provided by the companies, as is the case with current DHS
regulations.

8. Regarding SEC. 2110, section (a) METHODS TO REDUCE THE
CONSEQUENCES OF A TERRORIST ATTACK, it is not clear how item (5)
‘procedure simplification’, or (10) ‘reduction of the possibility and potential
consequences of equipment failure and human error’, would have an impact upon the
consequences of a terrorist attack.

Concluding Thoughts

1 applaud the US Congress for providing leadership in this important area of chemical
security. It is clear that many companies are taking reasonable and responsible steps in chemical
security. However, all facilities that handle, store, or transport hazardous materials should be
required to take such steps. That is why government must develop and enforce good-science
based regulations that set the minimum and necessary stendards for chemical security. These
regulations should be based upon good science aimed at making the industry secure, avoid over-
regulation, and create a level playing field. )

. Terrorism should not only be expected from Al-Qaeda and its support organizations, but
from other sources as well, both home-grown and foreign. In this respect, planning and response
measures should be based upon considering not only the existing structure of Al-Qaeda and its
support organizations, but also the looming threat of mutations of Al-Qaeda and other terrorist
organizations. As the Oklahoma City bombing and the more recent London events have shown,
the terrorists could very well be our own citizens. As the mutation keeps evolving, it is not
unlikely that alliances would develop among Al-Qaeda type organizations and other
organizations or individuals who are disaffected or anti-establishment for totally different
reasons. In fact, these organizations may be at adds with each other ideologically, but may unite
because they see the establishment as a comimon enemy.

Regardless of what steps are taken by government, industry and other stakeholders
regarding chemical security, it stands to reason that a terrorist attack should be expected and will
occur sooner or latet. As we know now, the 9/11 attacks were in planning for several years. As
the adage goes, the terrorists only have to be successful once. Thus, it is imperative that the
approaches taken be based upon the triple-pronged philosophy: evaluation and assessment,
prevention and planning, and response and recovery. Planning and preparedness is required for
all three areas. :

In closing, only through a comprehensive, uniform and risk-based approach can we
protect the people and communities of our nation as well as protect our nation’s critical chemical
infrastructure. I am encouraged by the leadership of Congress and the continued effort to seek
expertise and opinion from all stakeholders.

Thank you for inviting me to present my opinions and I will be happy to answer any
questions,
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Abstract

This paper defines inherent séfet‘y and contrasts it with more traditional approaches to safety.
It illustrates through analogies with common household examples the challenges faced in
gvaluating and implementing inherently safer designs. The first challenge is simply to
measure the degree of inherent safety in a way that allows comparisons of alternative designs,
which may or may not increase safety or may simply redistribute the risk. The second is that
because inherent safety is an intrinsic feature of the design, it is best implemented early in
the design of a process plant, while the US has a huge base of installed process plants and
little new construction. Thirdly, in developing inherently safer designs, there are significant
technical challenges that require research and development efforts with limited economic
incentives. These challenges make regulation of inherent safety very difficult. We believe
that a coordinated long-term effort involving government, industry; and academia is essential
to.develop and implement inherently safer designs. A similar approach has shown success

in related areas such as green chemistry, energy conservation, and sustainable development.
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Challenges in Implementing Inherent Safety Principles in

New and Existing Chemical Processes

What is Inherent Safety?

Inherent safety is based on the use of technologies and chemicals with intrinsic properties that
reduce or eliminate hazards. Inherent safety is based on concepts known for more than 100 years
(Kletz, 1998) and is an approach to chemical incident and pollution prevention that is in some ways
contrary to traditional accident prevention and mitigation methods, Traditional safety practices
typically reduce risk by lowering the probability of an incident and/or mitigating the consequences
of an incident. This épproach alone, although extremely important and generally effective, does
not reduce the hazards of serious chemical incidents because it attempts to control hazards rather
than eliminate them. Inherent safety is especially important in today’s world where terrorists may
cause a chemical release by methods that bypass or defeat normal safety systems.

The concepts of inherent safety as applied to chemical process plant design has been discussed
elsewhere (Mannan ¢t al., 2002) and are summarized below:

Intensification or minimization consists of reduction of quantities of hazardous chemicals
in the plant. “What you don’t have can’t leak”.

Substitution is the use of a safer material in place of a more hazardous one, It may be
possible to replace flammable substances with non-flammable ones or toxic substances
with non-toxic ones. However, it is necessary to evaluate not only the substance but also
the volumes required.

Attenuation or moderation is the use of a hazardous chemical under less severe conditions
such as lower pressure or temperature, Thus chlorine and ammonia are stored as refrigerated
liquids at atmospheric pressure rather than at high pressure at ambient temperature. The
lower pressure results in lower leak rates and the lower temperature lowers the vaporization

rate.

Limitation of effects, by changing designs or process conditions rather than by adding on
protective equipment that may fail. For example, it is better to prevent overheating by
using by using a fluid at a lower temperature rather than use a hotter fluid and relying ona
control system.

Simplicity: Simpler plants are safer than complex plants as they provide fewer opportunities
for error and contain less equipment that can fail.
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Other principles such as, making assembly errors impossible, and avoiding knock-on effects are
also inherently safer design concepts.

One of the most common accidents at home is fallingon the stairs. A home without stairs, i.e. aone-
story bungalow, is inherently safer with regard to falling on stairs than a two-story house. Even if
the stairs are equipped with handrails, non-slip surfaces, good lighting, and gates for children, the
hazard is still present (Kletz, 1998). Obviously the choice of an inherently safer house implies
positive and negative consequences, which may include aesthetics, cost, and other types of hazards.
An elevator could reduce the use of stairs but requires a large capital expense. During construction
there would be significant hazards to the residents and construction workers and the stairs would
still be necessary for emergency egress. Few families would conclude that installing an elevator is
the best use of their resources.

Measuring Inherent Safety

v

While inherent safety is based on well-known principles, difficulties have been encountered in
adopting the principles as a routine practice by industry. One of the first problems encountered
during application of inherent safety principles is the subjectivity involved. The principles are
descriptive rather that prescriptive, hence they are subject to interpretation based on previous
experience, knowledge, and personal perception. A consequence of the subjectivity is that a
systematic methodology to measure inherent safety does not exist, and it {s not currently possible
to know how inherently safe a plant or an equipment item is because it is not possible to evaluate
how well the principles have been applied. If we cannot measure how inherently safer the one
story condo is with respect the two-floor house, how can we choose the inherently safer option?

Several measurement and analysis tools have been proposed during the last few years, but in general
they focus on specific aspects of the problem during a specific time in the plant lifecycle and are
difficult to apply. Besides the lack of measurement methodology, inherent safety cannot be applied
in the same way for existing productive plants as for new facilities during the design stage. Existing
equipment and processes impose restrictions on changes towards inherently safer technologies that
might be implemented in an operating facility. For instance it is not possible to tumn a two-story
house into a bungalow without an extremely expensive modification. However, other smaller
changes can be implemented to obtain an inherently safer house even if not so safe as the bungalow.
Some types of staircases are safer than others, e.g., short high steps are inherently more hazardous
than long low steps. Very low single steps are easy to be undetected and cause accidents. Thusthe
possible solutions could be to avoid single small steps and to use staircases with low and long steps
or (as suggested by Kletz) with frequent landings to reduce the distance and height of a possible
fall.
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Evaluating and Comparing Design Options

The cost of applying inherent safety to existing facilities may require significant financial resources
but may also unintentionally cause an increase in risk if it is implemented without a holistic view of
the plant. A chemical plant is a complex collection of intricate and interconnected equipment,
pipes, vessels, and instruments containing a variety of chemicals. When a modification is made in
one part of the plant, other areas will be affected, requiring other changes in other parts of the plant.
Ifthe safety impact of this cascade of changes into other areas is not understood during the evaluation
of the original change toward an inherently safer plant, the final result could be a less safe plant! A
common example is the possible substitution of a hazardous chemical substance, used in small
amounts; by another one that is more benign but is required in much larger amounts. In this case it
is difficult to evaluate which chemical is actually the inherently safer option, because aspects such
as transportation, storage, and modification of the plant to work with the new chemical must be
included in the evaluation. There must be a systematic assessment and minimization of all hazards
together rather than one at a time to avoid the appearance of unidentified hazards. Application of
inherent safety principles to opérating plants is possible (Hendershot, 1997) but implementation is
subject to constraints dictated by technical and economic factors.

The implementation of inherent safety for new plants is simpler and cheaper because the design
exists only on paper since nothing has been built yet. However, since many inherently safer options
may be available and because a systematic analytical methodology is not available, application of
the inherent safety principles is still restricted. Also, inherent safety is not absolute, it is site and
plant specific. For instance a two-story house may be safer than a bungalow when located in an
area threatened by frequent flooding. Therefore, a solution that can be inherently safer for one
plant may not be the best option for the same plant in another location with a different environment,

‘The application of inherent safety requires subjective judgment and tradeoffs among several factors.
Furthermore, the selection and use of inherently safer technology does not guarantee by itself that
a plant will result in safer operation among its complex and interrelated systems. For instance, a
sick person with lung, heart, and digestive problems can take the best medicine for each sickness,
however the interaction of those drugs may have catastrophic results rather than a positive therapeutic
effect.

The objective of inherent safety is to remove or reduce hazards. The inherently safest case is the
one with zero hazards, but this is a limiting and unachievable case. Everyday life is plagued with
hazards that are intrinsic to our society. Removing all the hazards is not possible. The situation of
a chemical plant is very similar, and therefore we can only aspire to design inherently safer plants.
It will be necessary to apply other methods to control the remaining hazards. Therefore, it is still
possible for incidents to occur but their consequences are reduced.
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1t may also be true that it is really not possible to judge which of two options is inherently safer.
For instance solvent A is toxic but not flammable, solvent B is flammable but not toxic. There may
be no “right” answer. Also, the answer may depend on one’s point of view. A plant can use chlorine
from 1-ton cylinders or from a 90-ton rail car. To the operator who has to connect and disconnect
cylinders several times a day the rail car is inherently safer. To a neighbor several miles away the
cylinders are safer, they do not contain enough material to affect him.

When new knowledge about chemical hazards or new technology is available, our understanding
of the inherent safety of a specific plant can change. An example of this change is the adoption of
CFC refrigerant gases (Hendershot, 1995) that are not flammable or toxic compared with ammonia,
which was previously used. It has been theorized (and widely accepted) that they destroy the
earth’s ozone layer and our judgment of the inherent safety of CFC refrigerants relative to other
materials are radically changed. Inherent safety is therefore a dynamic, subjective, and holistic
concept that requires specific measurement and analytical tools to evaluate. However, these tools
are under development and at present are not available for general use. Without these analytical
tools it is very difficult if not impossible to impose restrictions, iimits, and regulations to improve
inherent safety.

Inherent Safety can also be misused when‘ decisions are subjective and based on limited aspects
without possibility of a methodical analysis. For instance, a plant requiring a specific raw material
transported by rail can decide to improve the degree of inherent safety by reducing the inventory of
that hazardous chemical. Changing the mode of transpertation to truck resuits in a smaller shipment
(and a smaller inventory) but it also triples the shipment frequency. Thus the total plant inventory
is kept low but the remainder of the inventory is on wheels traveling from the supplier's plant to the
user’s plant. This example also shows an inherent safety complication that extends outside the
plant boundaries and represents an incerrect application of inherent safety that cannot be detected
without a measuring tool and without analyzing the plant as a global system. In this case it is
inherently safer to maintain the large inventory inside the plant and, as suggested by Kletz (1998),
keep it under control by using good design and operating practices that follow other concepts of
inherent safety (e.g., keep the design simple to avoid errors).

Progress to Date

‘We believe that many chemical plants have adopted the easiest and most obvious improvements,
such as reviewing chemical inventories and reducing them when it is practical. This improvement
is a natural outcome of the Process Hazard Analysis that has been required of most major facilities
for the last 10 years.

Less hazardous solvents have been developed and are in use in some processes (Crowl, 1996).
Plants using hydrofluoric acid can now use an additive that reduces the dispersion of this chemical
during a release. These developments however, required substantial time and cost to develop, test,
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and implement. Many significant advances are possible but they too will require research,
development, and implementation over a long time period. As shown above, the development of
methods to measure the inherent safety of various process options is an essential first step to the
widespread implementation of inherently safer designs. The Mary Kay O’Connor Process Safety
Center is currently developing a method to measure inherent safety using fuzzy logic mathematics.

Moving Forward

Regulation to improve inherent safety faces several difficulties. One, there is not presently a way
to measure inherent safety. Two, the complexity of process plants essentially prevents any
prescriptive rules that would be widely applicable. At most it would seem that legislation could
explicitly require facilities to evaluate inherently safer design options as part of their process hazard
analysis, but inherent safety would be almost impossible to enforce beyond evaluation because of
unavoidable technical and economic issues.

Government programs now support the research and development of concepts such as “green
chemistry”, “solvent substitution”, “waste reduction” and “sustainable growth”, which are related
to inherent safety. A similar approach involving indusﬁ'y, government, and academia can enhance
the discovery, development, and implementation of inhérently safer chemical processes.
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Post-Hearing Questions for the Record
Submitted to the Honorable Rand Beers
From Senator Mark L. Pryor

“Chemical Security: Assessing Progress and Charting a Path Forward”
March 03, 2010

Question#: !

Topic: | efforts

Hearing: | Chemical Security: Assessing Progress and Charting a Path Forward

Primary: | The Honorable Mark Pryor

Committee: | HOMELAND SECURITY (SENATE)

Question: Efforts in the chemical security program are focused on deterring or
preventing a terrorist attack at a covered facility. While it is appropriate to work hard to
prevent an attack, it is also important to address what should happen if an attack on a
covered facility were to succeed. Iam particularly interested in the efforts of facilities to
assist employees and other individuals that have been exposed to dangerous chemicals.

What has the Department done to ensure that covered facilities have the capability to
utilize decontamination and neutralization resources in the event of a chemical release?

What has DHS done to ensure facilities are aware of the variety of resources for
decontamination?

Response: As noted in the question, the Department of Homeland Security’s (DHS’s)
regulatory authority over chemical facility security, the Chemical Facility Anti-Terrorism
Standards (CFATS), is focused on deterring and preventing a terrorist attack at a covered
(i.e., high-risk) chemical facility. CFATS does, however, require covered facilities to
develop and exercise plans regarding how to respond to a terrorist attack. Each covered
facility must submit for DHS approval a Site Security Plan (SSP) — or an Alternative
Security Program (ASP) in lieu of an SSP — that meets certain Risk-Based Performance
Standards (RBPSs) laid out in CFATS. Specifically, RBPS 9 (Response) requires
covered facilities to “develop and exercise an emergency plan to respond to security
incidents internally and with assistance of local law enforcement and first responders.”

In accordance with the statutory authority for CFATS, DHS cannot require a covered
facility to take any specific measures or actions in its SSP (or ASP). The Department
has, however, provided detailed guidance to covered facilities on potential measures that
could satisfy the RBPS. In the section of the RBPS Guidance Document focused on
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RBPS 9 (Response), DHS indicates that facilities should consider, among other things,
developing and exercising a comprehensive crisis management plan (to include
emergency response plans and evacuation plans); adopting procedures for safe shutdown
in an emergency; and conducting an active outreach program to the community and local
law enforcement and emergency responders that includes participation in local
emergency planning committees, community hazards emergency response — capability
assurance processes, and similar groups. As part of these activities, it is anticipated that
many covered facilities will have evaluated decontamination and neutralization resources
available in their community.

Additionally, as part of the CFATS program, DHS has undertaken a Response Capability
versus Response Need (RCRN) pilot program in two communities through which the
Department brings together covered facilities and the local response community to
catalog response capabilities within the jurisdiction and evaluate those capabilities
against the needs identified at the covered chemical facilities. Through this pilot
program, the Department intends to help facilities understand the resources available to
them in case of a successful attack while also working collaboratively to evaluate
whether or not the community has the proper resources to handle a successful attack at a
facility within the community.
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Committee: | HOMELAND SECURITY (SENATE)

Question: It is my understanding that the CFATS rules (6 CFR Part 27) provides several
ways for a facility initially determined to be high-risk to question that determination or its
preliminary risk-based tiering assignment. Specifically, I understand Section 27.120(c)
allows any high-risk facility to request a consultation or seek technical assistance from
the DHS CFATS Coordinating Official on any relevant matter under CFATS.

Section 27.120 (c) states:

(c) In order to initiate consultations or seek technical assistance, a covered facility shall
submit a written request for consultation or technical assistance to the Coordinating
Official or contact the Department in any other manner specified in any subsequent
guidance. Requests for consultation or technical guidance do not serve to toll any of the
applicable timelines set forth in this Part.

Please describe in detail the process used by DHS to inform a covered facility of their
rights under 6 CFR Part 27. Is there a standard form used to explain to a covered facility
their rights, including but not limited to the process for requesting a consultation and
submitting an Application of Review under Section 27.305? What information does that
form contain? Does it explain in detail the process by which the covered facility may
request a consultation or technical guidance from the DHS CFATS Coordinating
Official?

Please describe the service of process method used by DHS to notify a covered facility of
their right to contest a designation or other ruling by the Assistant Secretary. Is the
covered facility informed of their rights by registered mail? If not, what other process is
used?
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Response: Information on how to comply with or use the procedures provided by the
Chemical Facility Anti-Terrorism Standards (CFATS) is available through multiple
methods and media. For example, the Department of Homeland Security (DHS)
conducts numerous CFATS-related public outreach events, webinars, and meetings on a
routine basis, which serve as a direct line for facilities and members of the public to ask
questions or receive referrals to additional sources of information, such as written,
electronic, or personal support services. In terms of electronic or written media, DHS has
developed a CFATS website, located at www.dhs.gov/chemicalsecurity, which provides
hundreds of searchable answers to frequently asked questions (FAQs), arranged topically.
Among these, FAQ # 1557 specifically addresses the issue of requests for
redetermination and requests for consultations or technical discussions.

If a facility has further questions, the Department has established a CFATS Help Desk
that provides information about all aspects of CFATS, including redeterminations and
technical consultations. This Help Desk operates Monday-Friday from 7 a.m. to 7 p.m.
Eastern Time and is accessible via both a toll-free telephone number and email. In 2008
and 2009, the Help Desk responded to 26,386 and 14,139 total calls and emails,
respectively, Calls about redetermination requests, technical consultations, risk-based
tiering determinations, and material modifications numbered 1,926 in 2008 and 1,004 in
2009. Thus far in 2010, the Help Desk has handled 4,289 total calls and emails, 389 of
which were on one or more of these topics. Answers always include not just explanations
of the CFATS Rule but also any applicable mailing addresses for a site needing to contact
DHS directly.

In addition to the Help Desk, any facility may call upon its local Chemical Facility
Inspector for assistance in answering questions or understanding CFATS. If a facility
does not know its local Inspector, the Help Desk and DHS website accept and forward
requests for contact.
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Question: Section 27.120 (a) states that:

(a) The Assistant Secretary will designate a Coordinating Official who will be
responsible for ensuring that these regulations are implemented in a uniform, impartial,
and fair manner.

Fairness requires that the covered facility be informed of how they may petition the
Coordinating Official for the purposes of upholding their rights.

Does the notice given by DHS informing the covered facility of their rights under this
section include the name, address, and any other relevant contact information of the
Assistant Secretary’s designated Coordination Official under Section 27.120(a)?

Response: Information on how to contact the Coordinating Official is available through
multiple methods and media. For example, the Department of Homeland Security (DHS)
conducts numerous Chemical Facility Anti-Terrorism Standards (CFATS)-related public
outreach events, webinars, and meetings on a routine basis, which serve as a direct line
for facilities or members of the public to ask questions or receive referrals to additional
sources of information, such as written, electronic, or personal support services. In terms
of electronic or written media, DHS has developed a CFATS website, located at
www.dhs.gov/chemicalsecurity, which provides hundreds of searchable answers to
frequently asked questions (FAQs) arranged topically. Among these, FAQ # 1557
provides the address and means to contact both the Assistant Secretary for Infrastructure
Protection and the CFATS Coordinating Official:

Please note that requests for consultation or technical assistance under
Sec. 27.120(c) or (d) and Requests for Redetermination under Sec.
27.205(b) do not stay or extend any deadlines under the rules (e.g.,
Security Vulnerability Assessment deadline) applicable to your
facility. If you wish to request an extension of any applicable
deadline, you should submit such a request in writing, with any
supporting explanation or justification, to: Mr. Todd M. Keil, Assistant
Secretary for Infrastructure Protection, Department of Homeland
Security. Please send the request ¢/o Dennis Deziel, Infrastructure
Security Compliance Division, MS 8100, Dept. of Homeland Security,
Washington, DC 20528. If you have any questions about your SVA
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deadline or other CFATS issues, please contact the DHS CSAT
helpdesk at 8§66-323-2957.

If a facility would prefer more individualized assistance or has further questions, the
Department has established a CFATS Help Desk that provides information about all
aspects of CFATS including how to request a meeting with the Coordinating Official.
This Help Desk operates Monday-Friday from 7 a.m. to 7 p.m. Eastern Time and is
accessible via both a toll-free telephone number and email. Answers always include not
just explanations of the CFATS Rule but also any applicable mailing addresses for a site
that needs to contact DHS directly.

Facilities may also contact Chemical Security Inspectors for answers to any question

regarding the Rule, including how to contact the Assistant Secretary and Coordinating
Official.
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Question: Section 27.120(b) states that:

(b) The Coordinating Official and his staff shall provide guidance to covered facilities
regarding compliance with this Part and shall, as necessary and to the extent that
resources permit, be available to consult and to provide technical assistance to an owner
or operator who seeks such consultation or assistance.

Many of the covered facilities subject to 6 CFR Part 27 will be required to spend limited
resources to implement security plans and come into compliance with this Rule. These
covered facilities will also have resource constraints. They will be competing in the
global market place with foreign competitors who may not have to comply with the
federal mandates that arise under the CFATS program.

Therefore, it is critical that covered facilities have access to technical guidance from DHS
that can help them meet security objectives of 6 CFR Part 27 at the lowest cost feasible
so that the covered facility can remain competitive in the global marketplace. DHS has a
responsibility to assist covered facilities by helping them reduce the burdens of meeting
the requirements of this rule. Has the DHS ever denied guidance to a covered facility or
turned down an invitation for a site visit based on resource constraints? When a
consultation takes place, does the DHS staff provide any guidance on what actions a
covered facility could take to reduce its assessed risk level?

Please explain how DHS balances security needs with economic constraints. Does DHS
have officials in the CFATS program with specific economic or business expertise?
What kind of cost-benefit analysis does DHS engage in implementing 6 CFR Part 27?

With respect to making determinations under Subpart B of Part 27, to what extent are the
resource limitations of a covered facility taken into account in developing a site security
plan? Does DHS have specific staff assigned to work with the covered facility to advise
the covered facility on measures the facility could take to limit its risk profile so as to
meet the security requirements of Part 27 but in the most cost-efficient way?

Response: The Department has Chemical Security Inspectors and other subject-matter
experts (including chemists, chemical engineers, general engineers, physical security

specialists, and cybersecurity specialists} who engage covered (i.e., high-risk) chemical
facilities through compliance assistance visits, technical consultations, and other means

10:23 Jul 27,2011 Jkt 56889 PO 00000 Frm 000318 Fmt06601 Sfmt06601 P:\DOCS\56889.TXT SAFFAIRS PsN: PAT

56889.278



VerDate Nov 24 2008

313

Question#:; | 4

Topic: | covered facilities

Hearing: | Chemical Security: Assessing Progress and Charting a Path Forward

Primary: | The Honorable Lindsey O. Graham

Committee: | HOMELAND SECURITY (SENATE)

before and during development of individual Site Security Plans (SSPs) or Alternative
Security Programs (ASPs) in lieu of SSPs. Under the statutory authority for the
Chemical Facility Anti-Terrorism Standards (CFATS) regulations, the Department
cannot disapprove any SSP or ASP based on the presence or absence of any specific
security measure. Accordingly, CFATS provides great flexibility to each facility to
choose security measures that meet the Risk-Based Performance Standards (RBPS) laid
out in CFATS in a way that is appropriate for each facility’s unique circumstances. That
flexibility can include, among other things, implementing security measures to make the
facility less vulnerable to attack, as well as changing or eliminating chemicals or
processes to mitigate the source of a security risk.

During compliance assistance visits and technical consultations, the Department may
discuss options that a facility is considering that could help it manage or reduce its
security risk or the potential consequences from a security incident; however, as the
Department is prohibited from requiring facilities to take specific security measures or
actions, these are not recommendations or requirements. In addition to individual
compliance assistance visits and technical consultations, the Department has developed
and made available to the regulated community an RBPS guidance document to help
facilities identify and select processes, measures, and activities to address their security
risks. This document provides information on the types and combinations of security
measures and processes that may satisfy an individual RBPS for a facility at a specific
risk-tier level. The Department’s ultimate role is to evaluate the approach proposed by
the facility to ensure that it has either eliminated the source of the risk or has
implemented a security posture that meets the CFATS performance standards and is
appropriate for the facility’s specific circumstances.

During compliance assistance visits and technical consultations, and during the review of
submitted SSPs and ASPs, the Department is willing to discuss with the covered facility
the potential cost-benefit of options a facility is considering implementing; however, it is
up to the facility to select and propose to the Department the security measures or actions
it would like to use to satisfy the RBPSs in its SSP or ASP, which the Department has
ultimate authority to approve or disapprove in accordance with the CFATS standards. Of
course, each facility is free to choose measures for its plan that are as cost-effective as
possible under the facility’s individual circumstances. Accordingly, while the
Department does have numerous officials with either economics or business backgrounds
supporting the CFATS program, the Department does not perform any cost-benefit
analysis for the regulated facility. Responsibility for performing any such assessment
would be a business decision for the facility.
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To date, the Department has fulfilled all requests for compliance assistance visits and
technical consultations. The Department understands the importance of providing
guidance and technical assistance to the regulated community and intends to continue
performing timely compliance assistance visits to the extent resources allow. In addition
to compliance assistance visits and technical consultations, the Department is
continuously engaging in public outreach events, webinars, exercises, and other activities
to help covered chemical facilities to identify effective approaches to manage or reduce
their security risks.
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Question: There will certainly be cases where a covered facility and DHS are in
disagreement such as a disagreement with respect to a Tier determination decision, the
structure of a site security plan, or the steps to be taken to implement a site sccurity plan.
It is my understanding that DHS has a process in place under this rule whereby a covered
facility may request a consultation with DHS. However, there will be cases where DHS
and the covered facility continue to disagree, after good faith efforts at consultation.

Please describe the adjudication process whereby the covered facility can present
evidence and arguments at a hearing before a neutral adjudicator.

What process does DHS have in place to ensure that the adjudicator is neutral and was
not involved in making any initial decision with respect to the covered facility in
question? How does DHS ensure there is no conflict of interest? Does a covered facility
have the right of discovery to determine how decisions affecting the facility were made?
Does a covered facility have the right to call witnesses and give testimony in support of
its position? Are the proceedings, including all witness testimony and documents and
other exhibits offered in support of the covered facility’s position made part of an official
case record?

Response: Adjudications under the Chemical Facilities Anti-Terrorism Standards
(CFATS) regulations, 6 C.F.R. Part 27, are presided over by a neutral adjudications
officer (the Presiding Officer). Pursuant to 6 C.F.R. § 27.315, the Secretary is
responsible for appointing the Presiding Officer. To qualify as a Presiding Officer, he or
she must be an attorney employed by the Department of Homeland Security (DHS) and
must not perform investigative or prosecutorial functions with respect to CFATS. In
addition, 6 C.F.R. § 27.320 specifies that Presiding Officers, and any persons who advise
Presiding Officers, must not have any ex parte communications with any DHS official or
representative of such an official who performs a prosecutorial or investigative function
related to the proceeding.

Section 27.335 of CFATS describes the procedures for the conduct of hearings whereby
the facility or person who sought the adjudication can present witnesses or written
testimony as well as other relevant and material information in opposition to the action
being challenged. In addition, 6 C.F.R. §§ 27.230(c) and 27.335(b)(3) provide for cross-
examination of witnesses if the Presiding Officer decides that any factual issues warrant
cross-examination. Section 27.335 alse requires that any hearing be recorded verbatim,
while § 27.340 requircs the Presiding Officer to certify the record upon completion of the
adjudication proceedings and to base his or her initial decision on that certified record.
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Question: My understanding is that, under section 27.315, the Assistant Secretary
appoints an adjudicator after a request for review has been submitted by a covered
facility. Specifically, section 27.315 states:

(a) Immediately upon the filing of any Application for Review, the Secretary shall
appoint an attorney, who is employed by the Department and who has not performed any
investigative or prosecutorial function with respect to the matter, to act as a neutral
adjudications officer or Presiding Officer for the compilation of a factual record and the
recommendation of an Initial Decision for each Proceeding.

(b) Notwithstanding paragraph (a) of this section, the Secretary may appoint one or more
attorneys who are employed by the Department and who do not perform any investigative
or prosecutorial function with respect to this subpart, to serve generally in the capacity as
Presiding Officer(s) for such matters pursuant to such procedures as the Secretary may
hereafter establish.

Please describe how the adjudication process works. Does the neutral adjudicator make
the final decision or does another official such as the Assistant Secretary? How is the
covered facility informed of the decision? Does DHS provide detailed reasoning to the
covered facility on how the decision was reached?

Response: Under the Chemical Facility Anti-Terrorism Standards (CFATS), 6 C.F.R.
Part 27, an applicant submitting an Application for Review (e.g., a request for an
adjudication) is required by 6 C.F.R. § 27.310(b)(6) to submit all legal memoranda, other
documents, declarations, affidavits, and other evidence supporting the position asserted
by the applicant. Next, the Assistant Secretary for Infrastructure Protection, through the
Office of the General Counsel, is required by 6 C.F.R. § 27.310(c) to submit a written
response, accompanied by legal memoranda, documents, declarations, affidavits, and
other evidence supporting the Assistant Secretary’s position. Pursuant to 6 C.F.R. §
27.330(a), the Presiding Officer then reviews the Application for Review, the
Department’s response, and all supporting filings to determine whether there is a genuine
issue of material fact and, if not, whether one of the parties is entitled to a summary
decision in its favor as a matter of law pursuant to 6 C.F.R. § 27.330(b).

If the Presiding Officer determines that there exist factual issues requiring cross-
examination of witnesses or other proceedings at a hearing, the Presiding Officer is
required to conduct a hearing in accordance with the procedures under 6 C.F.R. § 27.335.
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Following the hearing and oral argument, if any, and consideration of any post-hearing
briefs submitted by the parties, the Presiding Officer shall issue an initial decision
pursuant to 6 C.F.R. § 27.340(b). The initial decision is a written decision that fully
explains how the Presiding Officer arrived at the decision.

The initial decision of the Presiding Officer constitutes final agency action if neither
party appeals that initial decision in a timely manner. Under 6 C.F.R. § 27.345, either
party may submit a Notice of Appeal of an Initial Decision to the Under Secretary for
National Protection and Programs within seven days of the initial decision. After
consideration of briefs filed by the appellant and the appellee, the Under Secretary issues
a final decision on the appeal. The Under Secretary’s final decision would also be issued
in written form and constitutes final agency action.
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Question: 27.315(a) states that the Assistant Secretary shall appoint attorneys to serve as
Presiding Officer. What criteria or by what process are the Presiding Officers chosen? Is
there a process in place whereby an adjudicator is chosen randomly or is the choice of
Presiding Officer in the complete discretion of the Assistant Secretary? With respect to
this provision, does the Assistant Secretary have the authority to appoint persons to the
position of neutral adjudications officer who are not attorneys but who otherwise have
expertise in the fields of engineering, business, security, chemistry or any other relevant
field?

27.315(b) states that the Assistant Secretary may appoint “one or more attorneys...to
serve generally in the capacity as Presiding Officer(s) for such matters”. With respect to
each Application for Review, how many adjudicating officers preside in a single case?
Can there be more than one Presiding Officer? If more than one, is the decision made by
majority vote or by unanimous decision?

Response: Pursuant to 6 C.F.R § 27.315(a), adjudication proceedings are presided over
by a single Presiding Officer who must be an attorney employed by the Department,
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Question: To what extent do non-attorney experts in these fields otherwise participate in
the adjudication process? Do they participate as witnesses? Do they advise the Presiding
Officer in an official or informal capacity? Do they provide official testimony supporting
the position of DHS in an adjudication? Does the covered facility have access to any
such official testimony?

Response: The Department of Homeland Security (DHS) expects that non-attorney
expert witnesses could be asked to provide relevant testimony by either DHS or the
Applicant for Review in a Chemical Facility Anti-Terrorism Standards adjudication if the
Presiding Officer decides that a material factual issue requires a hearing with witnesses.
The calling of expert witnesses would be a matter for the parties and the Presiding
Officer to decide. Both parties would have access to any expert witness testimony
provided by the other party and would have an opportunity, pursuant to 6 C.F.R. §
27.335(b)(3), to conduct cross-examination. The Presiding Officer may be required to
issue rulings concerning the admissibility of any expert testimony proposed to be offered.
Expert advice to the Presiding Officer from any “interested person” (e.g., any party), or
from any DHS official involved in any investigative or prosecutorial function related to
the proceeding, outside of the adjudication process would be precluded by the prohibition
under 6 C.F.R. § 27.320(a) against ex parte communications. If any other relevant expert
advice (e.g., from a non-interested person) is provided to the Presiding Officer in an ex
parte manner, a summary of that information must be made available to any parties who
have not already had an opportunity to respond.
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Question: Are the Presiding Officers employees of DHS? If so, are they subject to the
authority of the Assistant Secretary? What measures does DHS have in place to ensure
that the individuals who serve as Presiding Officer(s) or in any adjudicatory capacity
remain neutral and not unduly influenced by their status as employees of DHS generally
and the Assistant Secretary specifically?

Response: Section 27.315 of the Chemical Facility Anti-Terrorism Standards (CFATS)
requires that the Presiding Officer for a CFATS adjudication proceeding must be an
attorney who is employed by the Department of Homeland Security (DHS) but who has
not performed any investigative or prosecutorial functions with respect to CFATS. In
addition, 6 C.F.R. § 27.320 specifies that Presiding Officers, and any persons who advise
Presiding Officers, must not have any ex parte communications with any DHS official or
representative of an official who performs a prosecutorial or investigative function
related to the proceeding.
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Question: Once a final decision has been made in an adversarial proceeding, what
information is provided to the covered facility regarding the facts and reasoning behind
how the decision was reached? Is there any further appeal allowed of a final DHS
decision and, if yes, to what entity may that appeal be made?

Response: If the Assistant Secretary, a facility, or other person is dissatisfied with the
Presiding Officer’s initial decision under 6 C.F.R. § 27.340(b), the initial decision may be
appealed to the Department of Homeland Security Under Secretary for National
Protection and Programs pursuant to 6 C.F.R. § 27.345. Under 6 C.F.R. § 27.345(b)(2),
an appellant must file a Notice of Appeal within seven calendar days of the service of the
Presiding Officer’s initial decision. If no such notice is filed within that time, the
Presiding Officer’s initial decision becomes the final agency action.

If a timely Notice of Appeal is filed, the appellant and appellee must then file and serve
written briefs explaining their respective positions. After considering the briefs, the
Under Secretary then issues a final decision pursuant to 6 C.F.R. § 27.345(f), which
constitutes final agency action in that matter.

Both the initial decision issued by the Presiding Officer and any final decision issued by
the Under Secretary will be issued in written form to explain fully how the Presiding
Officer or Under Secretary arrived at the decision.

Any initial decision or final decision that constitutes final agency action may be subject
to judicial review in an appropriate Federal court as provided by Sections 701-706 of the
Administrative Procedure Act.
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“Chemical Security: Assessing Progress and Charting a Path Forward”
March 3, 2010

1. Critics of a requirement to consider inherently safer technology or IST allege that there is
not sufficient agreement about what IST is to include this concept in chemical security
legislation, or that it cannot be meaningfully quantified or compared. Do you agree? If not,
why not?

We disagree with the assertion that “there is not sufficient agreement about what IST is to
include this concept in chemical security legislation, or that it cannot be meaningfully quantified
or compared.” Congress would probably not be able to protect the public from any grave danger
if it were necessary to wait for total agreement'. Fortunately, the United States House of
Representatives has already reached an agreement that does not require the words “inherently
safer technology.” The House has provided an adequate definition of what it wishes all tiered
facilities to assess and what it wishes the highest risk facilities to implement. H.R. 2868 calis for
“methods to reduce the consequences of a terrorist attack,” defined as measures:

used at a chemical facility that reduces or eliminates the potential consequences of a
chemical facility terrorist incident, including—

““(A) the elimination or reduction in the amount of a substance of concern possessed
or planned to be possessed by an owner or operator of a covered chemical facility
through the use of alternate substances, formulations, or processes;

*“(B) the modification of pressures, temperatures, or concentrations of a substance of
concern; and

*(C) the reduction or elimination of onsite handling of a substance of concern
through improvement of inventory control or chemical use efficiency.

If the Senate were to pass a bill with a similar definition, it would not be difficult to measure
reduction of the consequences of a terrorist attack. Reduction can be measured using any
consistent and accepted methodology by the number of people in the vulnerability zone who are
potentially exposed to toxic gases that could be released by an attack. By this means, there will
be no problem measuring or quantifying “methods to reduce the consequences of a terrorist
attack.”

Moreover, for most of the highest risk facilities, the methods that can be used to reduce the
consequences of an attack have ample foundation in current industry practice. According to a
recent report by the Center for American Progress®:

“tn Doubt is their Product (Oxford University Press, 2008), Michaels demonstrated that many potentially regulated
parties deliberately introduce doubt into scientific debates as tactic to avoid regulation.

‘ Orum P and Rushing R, (2008) Chemical Security 101: What You Don't Have Can’t Leak, or Be Blown Up by
Terrorists. Washington DC: Center for American Progress.
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- Thirty bleach plants could remove danger to some 50 million Americans by generating
chlorine on-site without rail shipment and bulk storage.

- Fifteen water utilities could remove danger to 17 million people by converting from
chlorine gas (and sometimes sulfur dioxide gas) to alternatives that include liquid bleach
or ultraviolet light.

- Eight petroleum refineries could remove danger to 11 million Americans by substituting
toxic hydrofluoric acid, used in refining crude oil, with sulfuric acid (regenerated on-site
if needed).

All of these technologies are currently in use in other facilities in the United States. The
Department of Homeland Security (DHS) has determined that the substitutes described above
including liquid bleach and sulfuric acid do not pose hazards of the nature that would require
them to be on the Chemical Facility Anti-Terrorism Standards (CFATS) Appendix A list. There
is substantial scientific agreement about the feasibility, utility and comparative reduction in the
consequences of a terrorist attack resulting from the use of these technologies.

2. Do you believe the existing CFATS regulations are adequate to promote the use of
inherently safer technalogies in all or most cases where they would be beneficial and
appropriate?

1t is true that the existing CFATS regulations contain a weak incentive for the use of methods to
reduce the consequences of a terrorist attack. Namely, by reducing the size of its vulnerability
zone, a facility can be put into a lower tier or get out of regulatory coverage entirely. However,
behavioral economists tell us that people often default to inaction, even when taking action
would be in their interest. Moreover, people often do not even pursue the information that would
allow them to decide whether or not taking a certain action is in their interest’. In this case, the
information required involves a structured assessment to determine the costs, and potential
savings associated with current practices and alternatives. Without statutory and regulatory
guidance, many businesses, especially smaller ones, will not even know how to pursue the
information. In addition, although the consequences of a terrorist attack on a chemical facility
may be high, the likelihood of an attack on any given facility may not be very large. Itis
difficult for markets to value such “low probability, high consequence” events. Hence in many
cases, the weak incentives of CFATS are inadequate to overcome the tendency to inaction.

Unfortunately, facility owners and managers facilities do not harm only themselves when they
fail to act in their own interest by using available alternatives. They place their employces and

* Thaler RH and Sunstein CR. (2008) Nudge: Improving Decisions about Health, Wealth, and Happiness.
New Haven: Yale University Press,
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residents of surrounding communities at risk. As a result, the facilities identified by the Center
for American Progress and described in the answer to Question 1 above continue to put millions
of people at risk, despite the fact similar facilities have implemented the methods described
above. We believe it is necessary for the government to have the authority to act when facility
owners and managers fail to do so. Legislation should require facilities in all four regulated tiers
to assess the technical feasibility, costs, avoided costs (including liabilities), personnel
implications, savings, and applicability of implementing methods to reduce the consequences of
a terrorist attack. This will provide the mangers with the full information they need to evaluate
whether it is in their interest to implement such methods. Moreover, for the highest risk
facilities, those in tiers | and 2, there is such an overwhelming public interest in preventing the
damage and loss of life that could result from an attack that the government should have the
authority, on a case-by-case basis, to require implementation under conditions spelled out in
H.R. 2868.

3. Do you agree with testimony that a requirement to consider and in some cases implement
IST, such as that contained in H.R. 2868, would hurt the availability of needed
pharmaceuticals, microelectronics or other specialized products?

This claim is a red herring. It reflects a lack of serious engagement with this important public
policy issue. It has been asserted that H.R. 2868 may negatively restrict the production of active
pharmaceutical ingredients (APIs). This assertion is based on the fact that some of the key raw
materials used in making APIs are included on DHS’s Appendix A of covered chemicals.
Opponents of H.R. 2868 have claimed that substituting chemicals or processes used for the
production of APIs would likely violate the conditions of their FDA approvals. If so, it would be
extremely easy for a manufacturer of APIs to comply with H.R. 2868. All that would have to be
done is to submit an assessment showing that substitution would violate the conditions of FDA
approval. Such substitution would not be feasible and H.R. 2868 would prohibit DHS from
requiring implementation, period. Hence an elaborate scenario, presented at the hearing, in
which pharmaceuticals would become unavailable or jobs moved abroad is entirely unrealistic.
The availability of APIs would not be affected in the slightest if a bill similar to H.R. 2868 were
to become law.

Another scenario was offered in which DHS makes hydrochloric acid “unavailable.” A supplier
to the microelectronics industry can no longer manufacture its largest product, resulting in at
least a 50% reduction in workforce. Alternatives have to be developed requiring the investment
of billions of dollars that small companies do not have. In this scenario, it is more than obvious
that the “unavailability” of HC| would “significantly and demonstrably impair the ability of the
owner or operator of the covered chemical facility to continue the business of the facility at its
location.” As a result, DHS would be prohibited by H.R. 2868 from making HCL “unavailable”
to this manufacturer and the predicted disastrous consequences would not come about.
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A third scenario was offered in which a company’s customers in the microelectronics industry
require it to undergo specific certification standards as a product supplier. If the company were
forced to substitute for hydrofluoric acid (HF), it would immediately be out of compliance with
its customers’ product standards. Such substitution would “significantly and demonstrably
impair the ability of the owner or operator of the covered chemical facility to continue the
business of the facility at its location.” H.R. 2868 would prohibit DHS from requiring
implementation, period. Hence there would be no negative effect on the microelectronics
industry.

Since the plain language of the bill clearly prevents all of these scenarios, one wonders why they

were even offered. Perhaps those who offer them simply don’t want to be regulated, even in
cases in which there is minimal impact to the business and overwhelming benefit to the public.
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